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Leakage Tolerance-based Content-associated Short Signature Scheme

ZUO Li-Ming, ZHOU Ting, LIU Chen-Ning
(School of Science, East China Jiaotong University, Nanchang 330013, China)

Abstract: Leakage tolerance refers to allowing the scheme to leak some secret information to enhance the robustness of
the signature scheme, which is suitable for most occasions where the equipment and communication lines cannot be
perfectly protected. The length of the short signature is generally only half that of the ordinary signature, which can
greatly reduce the communication data volume of the narrowband real-time interactive system. "Ilhls study proposes a
short signature scheme for the signature key associated with the information to v‘be signed, andsthe scheme is tolerant to
partial leakage. The efficiency and security of the scheme are analyzed, and the seeurity of the scheme is proved under the
tolerant leak oracle. The experimental results show that the scheme h?ls good performance and is suitable for applications
with limited transmission bandwidth. .
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s, SCHR[1214& 1 — b Ik T XU 1 Bl S 10 AR 25
%, I %T Diffie-Hellman 7] @ FNE 235 C B UER T
7 RH 7M. SCER[13]145 6 A PSSR HI 1 7 —Fh
FETUEB RS TR, JFEW 707 Zi 2Rz
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(1) MEANENE: X TAEE K a,beZ;, He(@P,bQ) =, |

e(P,Q).

(2) BB e(P, Q) # 1. g

(3) A THERAE: 1R AE 2 BRE T He(P, Q) HIMA.

5 X 2. 744 Diffie-Hellman [ 5 (CDH). {65 i 2%
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3 LI ERMFELE
3.1 FERABEEIM

AR LAE 64 i Windows 10 #:1E RGiH IntellijIDEA
2020 FFRSFE TR, AT A EE, T E % SM2 Ml
SM9 A [A] R H%%%m%% rékxj 18 ] SM3 fij
iz 5, 4 Java iE 5 (JDK ﬁ);’(ztxjj 1.8) B T AT
R Z : ﬁﬁ%;&@ﬁ B, R BRI
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A7 L NS % 4 7 S ARG

/AR5 50 IR
for (int i =0; 1<50; i++){
(1) ¥ S H

sm9Curve sm9Curve = new sm9Curve();

sm9 sm9 = new sm9(sm9Curve);

sm3 sm3 = new sm3();

Pairing bp = sm9.getCurve().sm9Pairing;

byte[] hash1;

intn=10;

Element g = sm9.getCurve().P2; /A RJC g
Map<String, Element[][]> keyMap = getKeys(bp, n, g);
Element[][] priKeys = keyMap.get(“pri”); /4 s FAEA L
Element[][] pulKeys = keyMap.get(“pul”); /4= s 2141
stimeh = System.currentTimeMillis(); /15 S 47 [H]
11(2) %2438 5.

hash1 = sm3.hash(m);

boolean[] h1 = byteToBoolean(hash1);
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h2 = bp.getG1().newElementFromHash(hash1, 0, hash1.length);
Map<String, Element> xyMap = getXY (bp, priKeys, pulKeys, n, hl, g);
Element xm = xyMap.get(“xm

Element ym = xyMap.get(“ym”);

Element S = h2.mulZn(xm); /2544 £ Ji%

stimeh1 = System.currentTimeMillis(); /15447 i []
signtime += stimeh1 — stimeh; /1T 5% 4 i [A]

11(3) 4 B0

left = bp.pairing(S, g); /T HEAX AL

right = bp.pairing(h2, ym); /i1 5 %4714

stimeh2 = System.currentTimeMillis();

verifytime += stimeh2 — stimeh 1;//11- 536 1E I (7]
}
long etime = System.currentTimeMillis(); // T+ 3447 8]
System.out.println(“£525 % 4 £ m:” + m);
System.out.println(“Z5 0 /E 34 (S, P)=\n” + left);
System.out.println(“*5 2471 e(H2(m), ym)=\n" + right);
if (left.isEqual(right)) {

System.out.printIn(*“2 4 5 E B 2! );
1 else {

System.out.println(“3& il 2 1”);

#2238 m:happybirthday
ZFRED e(S,P)=

R

[{x=749871045498097754947767217749401123041408514546367705789625608392167706838051, y=79041756950629142369190311211866561877013805007229899105339624460379868154887},
{x=13600170195909037374995345229944423368907616786611171695646204958768087796082, y=15523002919793904528536493391771433801661197024917505160375723953174333614534},
{x=9572857952881426035564338129417698318477915251560889285569241225654861043882, y=70920215326304675955451566193361186759896687264721131427250143730810394186443},
{x=25874172717629565620235251920882216433342095382681336252736872747733375750690, y=50967749028205290474868700354155791666839213824493679926224662103163783331274},
{x=17932081981777976870031106717093396504898290824611922596602654429637507793339, y=59230794639778283392068620566813001256402846431619399949890038976779316303758},
{x=25527838754023024082967056018456327069798842534429103868435641121347981124835,y=53388513151618029924973790376186913708268749298292695117127100338028123939020}, ]

FRAGD e(H2(m),ym)=

[{x=749871045498097754947767217749401123041408514546367705789625608392167706838051, y=79041756950629142369190311211866561877013805007229899105339624460379868154887},
{x=13600170195909037374995345229944423368907616786611171695646204958768087796082, y=15523002919793904528536493391771433801661197024917505160375723953174333614534},
{x=9572857952881426035564338129417698318477915251560889285569241225654861043882, y=70920215326304675955451566193361186759896687264721131427250143730810394186443},
{x=25874172717629565620235251920882216433342095382681336252736872747733375750690, y=50967749028205290474868700354155791666839213824493679926224662103163783331274}),
{x=17932081981777976870031106717093396504898290824611922596602654429637507793339, y=59230794639778283392068620566813001256402846431619399949890038976779316303758},
{x=25527838754023024082967056018456327069798842534429103868435641121347981124835,y=53388513151618029924973790376186913708268749298292695117127100338028123939620}, ]

ERWIERT!
BEEHREEGK: 6 BW
EEFREGVIENK: 643 W
ERFRMTERK: 917 B

3.2 HERMEES

AT GBI T 24 A2 44 T AT AR A
BHITR. R RETEE S L %u&%%
A, RS AR T E/NERE S X
MEELLKE . TR A DL R A AR ﬁ?ﬁ%ﬁxiﬁ
FHATYERE LW, 2 1 IER T & T RNELH
RN 4 K. H Nhash it 5, Gy 9 hnikie, MKy
G LIS SRR, PR E ., E N ERiE

5, 1GFRG EICRIIKEL, 1Z;130R Z; BTG MG |

R 1 BRI >

Schemes Signature phase  Verification phase Length
SCHR[9] IM+1H 2P, +1H IG1l
R[] 1‘M‘ ¥ 2P, +1H 1G]
HR[12] IM+1H 2P, +1M +2H IG1l
YHR[21] 1P, +1E 1P, +2M 1G]+ 212}
Xik[22] 2M +1H 3P, +2M +2H 2|G4|
k23] 2M 2P, +1M IG1l
A IM+1H 2P, +1H Gl

R FEAR T SCHR[12,21-23], SR B it 555 4= BEAR T3¢
Mk[12,22], AT RHE® EBETERAR SRS X
BR[9,11]453 — . BN [R] th Zext iz BAR X % iz 55
RCRWEAR, (%7 A E B LK B, B i
BB S LIS, Jo T RERGE R A T 2
fis s DRI i, A b A7 59 F T A 1
33 i@ﬁ%%&}ﬁ ”

YEAR SR TR L R SEHLLA b LRy R, i HUE AT
50 ﬁ\%ﬁk%ﬁ%ﬁﬁﬁlﬁlﬂ BRI IR 2 fis.
B TR 45 SR AT, AT RS R IFER 0.006 s, %
R PRI FERT 0.643 s, 77 R ACFIIFERT 0.917 s, /T %
KLFEIT 55 SCHRI9, 11 THER 83— B, B SCHR[12,21-23]
D T 35%. 40%. 48% F 43%. MAKKE, AT5
R HFEI, BT R E .

K2 K RBIATHEXTLL (s)

1AL, A REZLMBRTE | hr&E
Fe M A 1 Khash it B H, AL BT 2 KON Xt iz
HP A1 Rhashizg B H, 24K JE NG| HRHEXT EL 45
Rortr, ART7 RS A KR TSk [21,22], 5H
fihJE 25 4 5 PP B LR R — B, BRI B A

300 HF 75 FF & Research and Development

Schemes Signature average Veritification average Total average

SCHR[9] 0.006 0.640 0.734
SCHR[11] 0.009 0.651 0.794
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