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Outlier Detection Based on Autoencoder Normalizing Flow
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'(College of Computer and Cyber Security, Fujian Normal University, Fuzhou 350117, China)
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Abstract: Detecting outliers is crucial for practical applications in large and high-dimensional datasets. Outlier detection
is the process of identifying data points that deviate from the typical data distribution. This process p‘rimarily involves
density estimation. Substantial advancements are achieved by models like the deep autoencoder Gaussian mixture model,
which initially reduces dimensionality and subsequently estimates density. Ho"wever, it introduces noise into the low-
dimensional latent space and faces limitations in optimizing the density estimation module, such as the requirement to
ensure positive definiteness of the covariance matrix. To overcome these constraints, this study introduces the deep
autoencoder normalizing flow (DANF) for unsupervised outlier detection. The model employs deep autoencoders to
produce low-dimensional latent space representations and reconstruction errors for individual input samples. These
outputs are subsequently fed into a nermalizing flow (NF) for transformation into a Gaussian distribution. Experimental
results on several widely rec'ogriized benchmark datasets reveal that the DANF model consistently surpasses state-of-the-
art outlier detection methods. The most notable improvement is a remarkable 26.43% increase in the F'1-score evaluation

metric.
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Xt T DANF il ik &, L3R 7 DAGMM
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£ 111125 epoch B E N 2000, Hax 5 N EHESE R
5 epoch HH B E H 200. F34h, T Ak DANF (12
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32 HiR&E ‘

SR 6 A HEHERAREE, AT 5 AR AT
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KDDCUP f]—A7-4€, i BAhRAF H il /2 KDDCUP
Kt B vh BEAT REE T K. B U S AR B 2
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Satimage-2 i £2 K5 T ODDS f74i# % ( http://odds.cs.
stonybrook.edu/), HandOutlines KJE T UCR 1#fif

(https://www.cs.ucr.edu/~eamonn/time_series_data 2018/).

R 1 ERBARE NG S

Dataset #Samples #Dimensions Outlier (%)
KDDCUP 494021 121 19.69
Thyroid 3772 6 247
Arthythmia 452 274 ° 14.60

Satiamge-2 5803 & 36 1.22
HandOutlines 1370 2709 36.13
KDDCUP-Rev 121597 121 19.99

T AT 6 MR ERNIEAE S, s
MR AR . FHERCE USSR WA S T

B R 2, KDDCUP #4117 AN 4r 7
B AR A, B FE protocol _type. service
flag. land. logged in. is_host login. is_guest login.
S0y T R X e T B 4 O BB 2R Y DA g AR,
FATHZ DAGMM 175 %, i 7 — M FR A one-hot
GBIt 77 7%, X KDDCUP 4 &£ H iiX 7 A 7r KB

HEAT T4, WA T —/> B 121 4EFRRE I HoifE
£5. KDDCUP-Rev 1ENASLIG IS 6 N E#E 4, 2l
fRF T KDDCUP $4 4 " (AT A IEH FEAR, JEARAE IE
AR S A A B LA (4:1) BT RAEAS 2 1.

3.3 1EBIIZRIRAR

SO AH FH — 2R84 7 N I 2R B4 (inliers BX out-
liers), J187E DAGMM I3 &, K dim 48 1l 73 N I 2
HRMRSE, Horh 6 NEHRE P FTA IEH AR 50%
W PRI 2 Km0 LA ) 15 AR AR BT A 7 W AR
R R . 7 B B A, KDDCUP Hc4E 4
R IE RS RN TS RSO, IR, Ao
R AR B REAS, 5 1E R BRI A S R
34 SR

TEARTT, WATRYE Lk 1% B LA AR (1) )1l 255K
W, 75 6 N AT AR E kAT T 5258, 7EAfE A
inliers B¢ outliers fE NG ERE N T, BATFEAT T
DANF 5 GMM. DAGMM. OC-SVM. EM’. GOAD"".
EGBAD®™ &5 5 8 [ LU SE 5, PSS IE DANF B Z40PE.
X TR AL PR P AR, ASZIR 95 T DAGMMP I
“F-34] Precision. Recall 1 F1-score.

TESRIG R, BT 6 N EHE 4R I RFAE 4 AP (R 2 57,
TATRH T A FER gt 2515 B, BARMR Y RE 2 & 4
B 3 2 A A B R e i 5 2.2 7 3 1 A R
i 5 e g — . 5

%fJ- KDDCUP. Arrhythmia. KDDCUP-Rev Fl
HandOutlines X 4 /NHR4RA, &1 (04 4 R,
e DANF KB 46 K80 20 170 i\ S 438 18 2% ) 1) e
SERGIAT I A AL, AR E B LR (2).

SR1, %FF Thyroid. Satimage-2 H4lE4E, 7 R
B 6. 36 NRHE, FRATR A B gn i 2% 15 S J 46 25 )
FRES U LS 1 ey 4 7 [R), SRS P WS B AT 7E = 1],
g ds BRI (3).

Y45 150 B NS HE H s S I R AR 4 B I AN IR AT R
TEIEPE, B R PR A AL B vy i A 2 40 40 i R
A A R NI LE 2 ).

=2 BAFMIIELE 6 N AFF R AR -,
S35 Precision. Recall A1 F1-score H%45 5. kit flfe
B IR R, «— 2o A 835, i T-1E Satimage-2.
HandOutlines ${#4E I, 0S-CVM. DAGMM. GOAD
A1 EGBAD™ [ 40 45 5ok H SCHR[38], SR, 7ESCHR[38]
1K B 78 Precision Fll Recall, [K] i iX oS 4s 88 R AE
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F3 Fl-score SR LL AT )P 8. B4R, ZEANAE A inliers
5 outliers 1E I ZREE A L8 1, DANF £ KDDCUP,
Arrhythmia, KDDCUP-Rev Fl Thyroid iX 4 >3 #E %1
Pa4E K72 Precision. Recall fil F1-score iX 3 ¥
W HEFR LT DAGMM 1 OC-SVM. 5 HIME 13 1F 5 (1)
#&, ff Thyroid 1 Arrhythmia $#%4E |-, DANF [ F1-

score AHX T- DAGMM 735l #& 51 1 26.43% F1 8.71%.
R 5 [ B GOAD # Eb, DANF 7678 B 1
THIAR] T A L RE, 7E Satimage-2 A1 HandOut-
lines ##i 4 I, DANF f£ Fl-score FALT GOAD, 435
w7 3.69% Ml 2.28%, BN AERAL /£ KDDCUP
i b, DANF [ Fl-score #i#k 7 EM® ] 2.34%.

K2 KRA R

Dataset Metric GMM DAGMM 0C-SVM EM’ GOAD EGBAD" DANF
Precision 0.9674 0.9297 0.7457 — — 0.9720 0.9783

KDDCUP Recall 0.9510 0.9442 0.8523 — — 3..96(‘10 0.9731
Fl-score 0.9591 0.9369 0.7954 0.9523 09840 . 0.9660 0.9757

Precision 0.7588 0.4766 0.3639 3 \\ g, — 0.8378

Thyroid Recall 0.6667 0.4834 0.4239 . 5" g — 0.6667
Fl-score 0.7095 0.4782 0.3887 \& — 0.7450 0.7090 0.7425

Precision 0.5621 0.4909 . 0.5397 — — — 0.6316

Arrhythmia Recall 0.5621 0.5078 0.4082 — — — 0.5455
Fl-score 0.5621 04983 0.4581 — 0.5200 0.5110 0.5854

Satimage-2 Fl-score 0.8087 0.8270 0.3950 — 0.9120 0.8640 0.9489
HandOutlines F£-score‘ 0.8494 03130 0.6760 — 0.8620 0.7950 0.8848
" Precision 0.9565 0.9370 0.7148 — — — 0.9840

KDDCUP-Rev Recall 0.9764 0.9390 0.9940 — — — 0.9912
Fl-score 0.9658 0.9380 0.8316 — 0.9890 0.9320 0.9876

XL BRI, 7RG B ) S E AT 55, DANF
FEX T HARAE R AE 2 VP 4R AR _E 2RI S 4 1) P R,
JCHAE R B B4 F S T B Rt

AATERE 3 HE/R T DANF 7E Satimage-2 545
SR, B NF S SAR4EE 2 S R 45 R 2K 3
“Normal”E 7~ IE 7 FEAS, “Outlier” R 8 57 7 FEAS, T
“Flow” &/~ id NF 283 iy 0 70 A B 28 4 A6 1l i 5 dis

mLOBIEE 3§ 3Hr, FTBLE H DANF BERS R 47 il

4 Satimage-2 FIEUE I X 70 7 FEA.

e

e e Normal
0.05 L @ Outlier
: L] # Flow

-0.05
= —0.10 r
—0.15

—0.20

—0.25 ¢

Xy

3 Latent space

40 % it+Z71R Special Issue

3.5 HRASLID

TEAT 1, 22l ] — MR R e 31 i £
#£ I, 7F Thyroid. Satimage-2 Zi#a4E I, #4177 55
f 4 ﬁﬁﬁ%iﬁﬂﬁﬁ@ﬁﬂ%%%{ B Autoencoder
E‘J%ﬁﬁ%%%ﬁ?iﬁﬁﬁﬁﬁﬁiﬁ?iﬁ%éﬁ TIRARTHE
frx bl &5 3 7\]‘—3“1&2’&%&(%, LR PEYEAEIR KARE L5
) TR (AR 2P, S 30T 7 7R 5 3.1 R, R
JFEY R i 24 >R 26 AN [ B30 1) 8 49 2 TE 0 1.

% 3 DANF f£ Thyroid. Satimage-2 Zi#i4E b HHA[F g
R85 o A L Sl B R S

. o DANF (47t
Dataset Metric DANF (F#:4E) W)
Precision 0.6000 0.8378
Thyroid Recall 0.0645 0.6667
F1-score 0.1165 0.7425
Satimage-2 Fl-score 0.9143 0.9489

%3, FEYERRSR I i A R0 B 4, T
Se Tt i B 2 s A5 Y 1) e B 4 0T B 1R AT S Tt R
TRREARYEE . s2i6 45 R B R, %FF Thyroid. Satimage-2
Hen e, SR S6 T i 4 1 A 4E 2 1 g B 2% 1 L W
RESEIE &, ONIX A B 4R 70 ol L ELE 64 36 M
fiE, ELHE R TT RE 2 R H0R (5 2., e i S Tt e 4t
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JEE T B4 P2 T DA E S b £ B AN P e 1) 5 6.

4 b REE

AL IRAE—ANE TG B 7 R WUt 9 40 3k e
R ) B A R, B er A RO BE R 4 A . AT
(BT 9 388 0 L 0T B2 % () 0 A AL, T 2 T A
() ESHE 53- AT 2 45 1 L 0 1 7 B 20 AT R 7 1. AR SCHE AL
AT 5 ot 5 28 B8 40 A0 1R AT B AR I O B 1R s
P HfR R T7 S A0 F AT 2% 2] ALY Autoencoder ¢
e 2 A Tk Bt AR 4 2% ), NF 47 L ot ol 7 B0 1) v 3
3T, FEAS AL TR VAL R R R R L ]
22 AR A AE T e A T REBE AR Him A [7) A0 33k B4 i) ik
FEIEMEEAT BE R A= 2.

AL T A% (DANF) T 76 M= i &
RSN, 368 TR G S S B AR TR, B4 R A
F Rk . A2 6P N S TV B 1) GMM 2
WA B R R e A 1] 2343 £ i 0. 6K 2 A1
SV A % () TS 1) T B 1 v i o A, AT T AL T
A B ) AL

SEOG gk R, TEEFEN 6 N A TP IR 4R -,
TEALA# F inliers 5% outliers #EAR [ I T, ASCHTEEH
f) DANF 7£ 2 NP R kR b 35 7 B3 H GMM
HEAT R P BE, JF BAE Y Precision. Recall fll F1-
score X 3 MFhfa s 3T DAGMM. £ KDDCUP
BG4 |, DANF ] Fl-score i T EM® #7 2 34%,
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