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ADS-B Anomaly Detection Based on Attention Mechanism for CNN-LSTM

LIU Lang, SHI Hong-Wei
(College of Computer Science, Sichuan University, Chengdu 610065, China)

Abstract: Automatic dependent surveillance-broadcast (ADS-B) is an important part of the new generation air traffic
management system of civil aviation. As the protocol does not have data encryption and authenticati?on,'it is vulnerable to
data attacks. To accurately detect ADS-B data attacks, based on the timing“of ADS-B data, this study proposes a
convolutional neural networks-long short-term memory (CNN-LSTM) anomaly detection model based on attention
mechanism. Firstly, CNN is adopted to extract the features of ADS-B data, and then the feature vectors are input into the
LSTM in the form of time series. Finally, the attention mechanism is eipplied to optimize the network parameters to realize
the prediction of ADS-B data, and the anomaly detection is carried out by calculating the prediction error. Experiments
show that the model can well detect fouritypes of abnormal data and has higher accuracy and F1 score than other machine
learning methods. .
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ADS-B 5 S s il b, it 00 0 26, 1
v 25 AL B NKERY, B4 T R RO i K S5
fr E (S B BRI L. ARG 3 TR, JE4
52 8MINZ. CNN 2. LSTM 2. EEHE. Bl
J. ADS-B ¥U#i i AR R, 5 ONIN /22 S UK A,
T e A LSTM BN, 28¥E & 1R BT, it
M T, R A 24 45 S .

| ()

. Attention ) Attention Attention
—— — S— —t
LSTM  }% .. — LSTM }—*— LSTM )
¥ . - ¥ ¥ i
CNN ) ([ oNN ) ([ CONN
= . S L i
|
|

Bl 3 JETE 5 JIHLHI A CNN-LSTM AR 24 25 44

BV E AR I T

(1) BNJZ. W ) ADS-B 3 b4 T FiAb B, K
HAEAAZBAAIN, Fom X =X, Xeet, Xeo oo+, X

(2) CNN JZ. CNN )z 2 H T Bt 18] 7 971 4t
FRE, B35 1 BBERE. 1 ELE. BRE N4

System Construction &4t 14 97

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

2023 4F #5324 H 4

B, I ReLU B0 BRE, 1Ak 2R F S Kt ik J7 V.
K i ] e 41 B @ i CNN 2, il i Sigmoid B35 BRI 3T
WRIMELHe = [he,, -+ he,y hey- -+ he JTRIFRATT:
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9 = Sigmoid(w, s; + b,) (14)

Horr, 9 it ZURIART L wo AR by i 22

3 SRS HT

T VPSR T, é%é\ﬁﬂﬂ@l&fﬁﬁi%%@,
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LTINS R
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K AFEARSL, FP (false positive) #&Fa f 177> KM IEFE
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' TP+TN

Acc = (20)
TP+FP+TN+FN
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GHz, W17 N 8 GB, #:1E & 4: A~ Windows 10, BH-F&
79 CUDA 11.0, 4815 F 4 Python 3.7. Skig &5t

AWM, FEFERE VLEIF CNN-LSTM 5 8 )
CNN 2K A ReLU i sk %, B ER 32 MG
B, KONEE R 163, HK A 1, W2 4 5 Kb A
LSTM 233 & 1A/ A 15, BITEON 64, K
% (epochs) Ky 50, it~} (batch_size) 24 16, Dropout
He A 0.2, SR 0451 2K B KA 77 452 2 (MSE).

AR BT L ) CNN-LSTM #5284
17 R BRI, 3 TR IR AR, BB 7 A B
3 FUHL T SRR RO 45 L, BT BL L1

(1) 76 73 [E 2.5 5 L, R0 £ Fpgin 8 £ SR X o
T 82.9%, 7E Heft Beak R 91% LA L.

(2) 7ER I et L R A 125 S
LT R4 509 61.4% F1 60.4%, 16 H Al Tk F
9 90% LA E.

(3) FEAER 6 5 b, BETR0LE L 160 405 13 SR X ot
A 80.2%, 7EH A K E N HAE 92% LA L.

(4) 75 F1 5% 5 b, BRI A1 #0432
o N8 0.88, 7EH A X T 0.95 DL k.
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(+/-) 4 FhECT R, AR I REIE F] 100%, 7 [H] 2 A H#E
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TR A B33 LR R TR I 35
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TR, fEIX 10 PR, AR TR L
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