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Certificateless Sanitizable Signature Scheme in Cloud Storage

ZHANG Wei-Xin, YAN Yi-Xuan, WU Yi-Han, HU Jia-Ye
(School of Information Engineering, Chang’an University, Xi’an 710064, China)

Abstract: In the cloud storage environment, data owners can store and share data through cloud servn}ers; but the following
security issues may exist. First, data owners need to guarantee the authenticati?n of their datas Seclondly, the data may
contain the data owner’s sensitive information, such as name, age, and other information. Therefore, data owners may
reveal their sensitive information when sharing data with other useré., To solve the above problems, this study proposes a
certificateless sanitizable signature scheme to ensure the authentication of shared data and the sensitive information hiding
in cloud storage environments. Specifically, the proposed scheme is based on certificateless cryptography, which avoids
the high certificate management overhead in traditional public key infrastructure and eliminates the key escrow defect in
identity-based cryptography: II; addition, the scheme adds access control, so that the data stored in the cloud server can
only be accessed byiauthorized users. Finally, the security analysis shows the security of the scheme and the performance
analysis reflects the efficiency of the scheme.

Key words: cloud storage; sanitizable signatures; sensitive information hiding; certificateless cryptography; access control
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