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Distance-based Outlier Detection Algorithm in Data Streams

ZHU Yi-Fan, AN Yun-Zhe, XIA Xiu-Feng
(College of Computer Science, Shenyang Aerospace University, Shenyang 110136, China)

Abstract: The detection of continuous outliers for sliding windows is an important problem in data?stféam management,
which plays an important role in many fields such as credit card fraud detection,v network intrusion prevention, and early
warning for geological hazards. Most of the existing algorithms require the 1;se of'the range query to determine the
positional relationship between objects, but the cost of the range “query is usually high, which cannot meet real-time
requirements. Therefore, this study proposes the grid-based.excepted ‘heap (GBEH), a query processing framework based
on sliding windows. Specifically, GBEH proposes a grid queue based index (GQBI) on the basis of the grid to manage
data streams, which maintains the pesitional relationship between data streams and the temporal relationship of data
streams. Furthermore, GBEH ﬁroposes an outlier detection algorithm, namely, the priority based heap. This algorithm
calculates the mathemétical expectation of the number of objects in the cell that is included in the query range by use of
the intersection area of the query range and the cell and on this basis, establishes an execution range query based on the
min-heap. In this way, it effectively reduces the cost of range queries and achieves efficient detection. Theoretical analysis
and experiments verify the efficiency and stability of GBEH.
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1. for each o,Es,, do

2. ¢ =calPosition(0;);
3. c.nsertObject(o;);

4. addo,toc.g;

5. +ten;

6. end for
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1. ¥J4f4k: bool isOutlier < true
2. for each ¢#0 do

3. o.calAreas(c;);

4. o.minHeap = o.bulidMinHeap;

5. while (o0.neiborNum < k && o.minHeap = null) then
6. ¢ =o.minHeap.top();

7. 0;=c.q.top();

8. if (dist(o, 0;) < R) then

9. ++ neiborNum;

10.  if (o,.arriveTime < o.arriveTime) then

1. add o; to o.preNei
12. else
13. ++o.scnt;

14. o.minHeap = o.updateMinHeap,
15. if (0.neiborNum = k) then
16. isOutlier = false;

17. return isOQutlier;
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