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Automatic Generation of Android Test Cases Based on Reflection Features
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(College of Information Science and Technology, Beijing University of Chemical Technology, Beijing 100029, China)
T 3

Abstract: With the rapid increase in the number of Android applications, more importance is attached'to the quality of
Android applications. Testing is an important guarantee for high-quality software, and test casé'éeneration technology is
the key to automated testing. Data shows that nearly 88% of Android applications in Google Play use reflection. The
existing automatic test case generation methods for Android, howe?er, usually do not consider the use of reflection and
cannot detect the malicious behavior hidden by refleetion. To further improve software quality, this study proposes a new
test case generation method for Androikd, which uses reflection features to construct a multi-grain model of Android
applications. Meanwhile, it analyzes reflection relationships to generate call paths that can reach reflection and employs
the adaptive genetic algorithrh to generate test cases that cover reflection paths to test Android applications with reflection
features. For verification, the effectiveness of this method is evaluated in terms of the effectiveness of the multi-grain
model of Android applications and the efficiency of the test method. The experimental results reveal that the automatic
test case generation method for Android, which is based on reflection features, is more effective and efficient in detecting
reflection.
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Object createObj (String cName) {
Class c = Class.forName (cName) ;
return c.newlnstance():

1
2

3
4}
5

6 Method getMtd(String cName, String mName) {
7 Class c = Class.forName (cName) ;
8 return c.getMethod (mName, ...);¢

9 1}
10
11 woid foo(B b, C c, ...){
12 Object v = createObj (cNamel) ;
13 if(...) |
14 A a =
15
16 }
17 else/
18 e
19 Method m = getMtd (cNamel, mNamel);
20 m.invoke (v, new Object[]{b,c}):
21 }
22}

(R) v;
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75 Target: —2& RS #6452

MaxAttempts(): X B i Target HIiE T T i KIEA B, iR [F]
True 16 £

OutOfTime(): 4 ik i [A] R, 32 [5] True f R %L

1 while(some(Target, unmarked) € Target_Paths) and not OutOfTime():
2 M\ Target_Paths FEFARGEARICH] Target

3 pop = Init_Population(Target, N) /£ K/INA N AT GG F

4 F

alobal = Global_fitness_Evaluation(pop)

152 R A S L o B
5  while(Target not marked and not MaxAttempts()):
6 if(Target not covered):
7 R 3 P v BB HE PP
8 Indi, Indj=Select_Operator (pop, Fgiobar)

9 Indi, Indj=Crossover_Operator(pc, Indi, Indj)
10 Indi, Indj =Mutation_Operator(pm, Indi, Indj)
11 NewlInds « Indi, Indj

12 Executor(NewlInds)

13 Fgopa1 = Global_fitness_Evaluation(NewlInds)
14 iteration++

15 else: g !

16 FRiC Target iR [61 7 5 Target foplEme e/
17 end while ¥

18 %[ Target Paths & 2 f9Ml i Ko gt

19 end while

3 SEE ST
3.1 It

(1) 5 1a]

RS AIE A S TR 00 5 VR B E, SRR
BARERULT 3 AN

1) AR SRR B BE T SOBHRFAE [ Android B 22 ki
FERLTY 2 5 A RO S ?

2) RSO T RN R AR K 7 B ke 5 AT Rt T O B

RHERL?

3) AR SCUE LT % L2 3 I8 0 % 0 B 5
X AR5 R A R R A AR e A R ?

@) SHxg b

A CAE GitHub $hik 5 4~ APK fE AL 4.
ContactReader3. InvokeDevicelD. InvokeDevicelD2.
OnlySMS. SharedPreference ¥JHi Java i& 5 % 5 5230
T SO SR AR SRAT B, A SCIE I ARl APK )
8 [t # 1 gt 7iX 5 4 Android B AR
SO RAE B, OFE B KRS B 5T
FEAREO TP RIS 5% 28 70 ) %ok I ) e S5 A2 4

(3) PFftifEbR

1) A 0K S B2 5 (ref_paths) 1E A B 4ERR DL

356 TF 75 JF & Research and Development

SPAESET R EHSAE ) Android 3 ) 22 B A8 ) 45 2
Ik J S5 R AT 7 VI R

DA Android W15 F A i 15 78 b 3 5 e
$EUR ST APT 24 (203 A H AR AP HEAT IS P 6110 1 30
H R SRTT, A SCRRAR SRS AE S0 0T 45 S T R, 1555
{9 Android Uk FF 1) 4 R T 0 40 W S B R I, 3F
LA AT SRR R SRR R 7 V. ab, R AR R R
LRI R A RO T IR R 7 R 4 S SR
3 455 SR AR . BRI, (L OLZE AR S AP 0
FEAG 2 A5 1), 35 75 540 47 JR S RIS 2R K A T i
B 9B AE Android T £ RS [ 4 2tk
Ko St 5 RO A R, 25 S0 S S P 5 (ref
paths) 1 9 [ 515 KR. B 40H, 7T LARI%) A Android
AR 7 I L (1) S5 S 6 A% S 88 ref paths. 5% R HT
J&i B ST R 4% B ref paths afters U 5& %0 MY
5} #5122 ref paths_order. k% K R NI I 5T B 42
% ref _paths_nested A ANFEFEAH B & (1) 35 38 S 5
APIL T} B (1) [ 5 2% 4230 ref_paths_normal.

2) AN 5 U 2% Android 3T RE R 5 B 42 1O
SR KA T 984 EE BRI 18] Time 142 2 FEE 6 P b DA At A
AR L [ 5 A R A

ST HET 38 i3 A 55 19 Android I3 1
1 RO I 5 T A G S (XX A R
SE YA B35) B0 Android Wk FUEIEE B 77 15 B 18 4
(1 B TR AT 36 L, T 49 BT S MR 22 151338 I 1038 £
B |
32 SRARSH

TR S D, SO 5 A Android SRR
AT ST, SA3 O BLRG I BT B 5, 03 1 TR, R
SRR R ST SR 505 StaDynA 77 0 5311 %
S A M AT B, R LA S IR R 5 B A M R
[ 52 S5 B 42 S BN LE T StaDynA 5 FFAR T, B A
IR I3 T R ST 454 Android 37 F 2 b B 0 2 45
.

Xt F 5T 1) @), A SCHE 5 S Android N R
(1 S 35 1) 6 AT T 4087, AL 3 R A IR 11 R
SR A, TS T I B S 5 R M S TR I £
B IR | TR, R AT I 5T B 8
A EL 2 2R 50 B 1 0 0 2 K T, [ B S s 3
TRAEFI 6 28 5 068 I £ 5 56 B 42 % i, JLr, OnlySMS
F SharedPreference 17 1E i/ F 5% & Kk 5% £ 10 I 3
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i H AR SN A

PRAZHII N 0. AKX P Android B FE 7 3E4T F
oMt K EGAIE, &P OnlySMS K SharedPreference
VB AN AR N 5% 58 BRIR 2 00 R ) SR, R, AR T7
R T DA Rk 21 s Sk 22 8] A E FRAH HLOG &R, AT 33
ARSI th 1R SO 9 2R 43 W 7202 A AR,

XTI F 0] @), A SORE 3 TA% Giist & Sk (B8 X
MEZAE N 0.75, & 72 1H 4 0.08) 1) Android Wl H
B A B 15 J F T AE R 18] Time 5 AR SCHE H O 2L T4
B[ 3 S PR 38 A SR R A 491 A 1 7 25 BT R Y A
i (] Time #EATXT EL, Q156 2 Frow. 230X 5 4> Android

7 PR P A B 4 9 SR A O DU MR, IR
A Android K FFIF ¥ T 1 HE (1 48 1] 5 0 T it £
SLI%RY Android MR P92 OTIEHEAT X EEARHT, R
SRSB4 BT 08 38 0 0 3 B
SR A RIS VR TR O /1 BT it e SR
IS S B AR B0 A 7 VA T 48 HE A B T, R,
SR T 38 L S I R R ) 4 3 A
V5 0O 8 S M 2R R, ST A S
1 RLE S S0 Android JU R AL M7 i f 547
RS R B AR A AL S

#1 AT SaDynA Tk T R E A * B

APPs StaDynA \ RILT7 1
ref paths ref paths ref _paths_after ref_paths_order ref_paths_nested ref_paths_normal
ContactReader3 2 2 1 1 0 0
InvokeDeviceID 1 1 1 0
InvokeDevicelD2 2 2 i 1 0 1 0
OnlySMS 1 ” 2 0 0 2
SharedPreference 24 . 4 4 0 0 4
R2  ARXHEGHETAAERBALFIER Android WL 1A 57 2 KBS TR L (s)
WARES ContactReader3 InvokeDevicelD InvokeDevicelD2 OnlySMS SharedPreference
e bt 5% 11.244 19.652 28.263 26.733 32.494
ATy 9.326 16.347 23.751 22.596 26.182

4 sigHRE

AR P SOPRFAE 4 Android 110 41
B 3 AT . %5 0 S R BEAT 20 M, A S
T AR I I Android R P 1) 75 v 11
AT AR TR, FFVRN T2 B ¥ SR VA FE 5, VR INAR SL R 1

i, S AR EIIET ATHFE R Android I HE

R0 %07 Vo S ) A 7 (UM L K R AT AR, 9
B 2 R A W74 9 S B 2, T L
S I 0 A P A PO A T MR 7E X R
S50 A AR 1) e A e o, S
FHRFAE R Android [N F £ KL BT R T 1 G50 75
A P VLT T 01155 3, e T B Iy Y TE AL B R S
i BRG0P R 5 2 4 B, 308 8 390 8
FO S B . B0, T 1 2 B 43 A48 A S
S 2 D 2 A S O K P 09 <
F 38 38 A B0 A P S SR N, R L
F S L B B A f B4 2, T EL B 1 1 A
. ARET, BT EEINE R,

T b TR A ST MR Android

82 2 FEAR R s S5 51 1) 2% Aol AT 9 BEAT 0,
BETIF R B X Android B2 2 Fe S A GRS )8 AT
KT T AL, -
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