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Interest Flooding Attack Detection for VNDN

FAN Na, LI Si-Rui, ZOU Xiao-Min, GAO Yi-Feng
(School of Information Engineering, Chang’an University, Xi’an 710064, China)

Abstract: In vehicular named data network (VNDN), interest flooding attack (IFA) occupies or even exhausts network
resources by sending a large number of malicious interest packets, which results in the failure to'meet the requests of
legitimate users and seriously endangers the operation safety of Internet of Vehicles (IoV). Tqisolx;e the problems, this
study proposes an IFA detection method based on traffic monitoring. Firstly, a dis"pributed network traffic monitoring layer
based on RSU is constructed, where each RSU monitors the network traffic withinits communication range, and the
communication interconnection between RSUs forms the RSU network traffic monitoring layer. Secondly, a fixed time
window is set, and the network traffic in each window is‘ analyzed from three dimensions, i.e., information entropy,
network self-similarity, and singularity. Additionally, a new field is added to the interest packet, and thus information
entropy can be used to reflect the distribution of interest packet sources. Finally, the above three indicators are
comprehensively employed to judge the existence of attack. The simulation results indicate that the proposed method
effectively improves the accuracy of IFA detection and reduces the misjudgment rate.
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entropy; signal processing; network security

AR, ZRIRAE Dy B e 208 (1Y B B AT 0, S AT A, BG4 G e B EMR, WS
SRS B Tk 5 A0 2R S R R 5 0 i % IR I P A5 2 PR T P 1 R B A B ) 2 4 3B AT I DR B

O FEIH : Bevtig H S ERHE TR (2022GY-039)
WA R ] 2022-03-19; A& B [A]: 2022-04-14; K FHIS [A]: 2022-04-29; csa 7E£8 Hi RIS [A]: 2022-07-29

Special Issue & i 45ik 41

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/8832.html
http://www.c-s-a.org.cn/1003-3254/8832.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.008832
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20224F 53145 121

SR, BL TCP/IP L AR G 28 SRR ERE B 1 . &2
AR N 2553 R T AR AE B, AS REAR o i 3 37 ZE Bk
WA, T+ 2RI N R G 1 B DA 1 B G o 3 R 1k
WREVE, TEEBCM 5] N T i 4 B 4% (named data
networking, NDN) 224" 1 i 22 38 iy 44 204 X 4%
(vehicular named data network, VNDN). iy % B35 W 4%
VEJ9B— AR 28 B84, 2 DA 25 R O R 25

VNDN HA AN €, 43 il A2 V8 o F A 7= . TH
P B I Ik P4 (interest packet) 17 >R FT 77 1B,
A7 AR MR AL IR [ AH B ) 24 B (data packet).
VNDN AN T fi 4597 3 AN 45, 0 ol R A 2
MR (pending interest table, PIT). P Z47f# (content
store, CS) f¥% k{5 B J& (forwarding information base,

FIB). VNDN H=47 5 b FH 8 6 0 B 6 fr e A ] 1

) .
g !
Interest : --------- ;----‘--. -X---------\/--:
: )|
I N J . LR
I Data WA EFF Interest |
o B BUNACK i
P ! v PIT : Data
T ER 2 :
: G : :
E %37 Data H
\: A < AR
1 VNDN ¥ &L
VNDN b, S5 il KOs K E A SN

R BN DA Bt (interest flooding attack, IFA). K

BIEVEDGER T A KR PIT 2% H 7R Bl a2 |

2RI AFAE T kW S0 PIT i, AT 5 BFE R
PIT Wi, SEUA AR B TAG RN, b5
SR TR T IR AREUAR 1 A, IR A I 4 e f
VNDN [ TE 553 17, 15 S2hF 1A 1 125 B 3R U WA 5%,
[RlUE IFA P25 f5 5 T VNDN [F 4% 22 4.

AR K, ST i 4 B0 N 4% Hh 1 D 302 T
A KEWAR, IR EH R T IFA K01 7772, Abdullah
A1) 4 — R T RAR SR  TFA R R %
R AR ME R 3, TR A R AL AR S 4,
) 2 R AR YT R N T BRI B SR, %K
F 2 A EFRITH5L. Sattar 219 32— FIE T PIT 10K
W7 %8, T PIT H gt 7 1 M B B, 3 5 0 4
R 1 s RIR IS M LA, 4Rk T %Al

42 %HieZ7IR Special Issue

W) O 0 A BRI, %77 S B B A
Benmoussa 25! $2 H A 22 BN TFA K 7 5. 2%
96 £ 5B SRR R M A R P R R
%77 2 31 N P2 3 S8, DB G B TR T NS R
AR 547

Hou 2519 $2.41 TC Kol 7 5. %77 S8 XA AL kAT
S 4L, PR AL P RZELIFD 4 BR A 40 A SRl TRA. S i
BRI RIN, M4 FR M. AT %7 TE i R o
S ity A T B R TR I L
BRI i BIML. %07 % 10 B 34t |, Y
FINT R 2, LA SRR 1035 52 . Zhi 1%
SR P TS VMU IS B[ IFA JESUHLE i
ST KKT 2 M2 31, 120715 A5 2 ke
FIZEAR TFA. 6 AR50 3R 1 7 — R SE T AR iC (25
AT %07 AL MR AL R AN T B e 4% 1D R
1552, R FE B BB RUA BRI e o il P 2
L1 5 1 58 T 4015, S,

Mounika 251" 48t — 3T 77 Ko B RUM LA A
K TRA KT A FIFE R 7 K30 1 5 e SR (X 43 3¢
BALRTSR 02 5. Nguyen 21 $L 1 — RO T4 40
177 2. 3ot 47 R R A U SR AL R 5 2 26
B R T 3R B A TR B, V4Rt — U R 77 2.
Xin 4120 2t — R TN A HT ORI 7 T, %07 T
T [71) 36V M R 0 o V2 B (collusfye\‘i_nterest flooding
attacks, CIFA). Z&/NAR b 5 CIFA () fE B % &
AR o A AT O b T R B, SR
o T B S, AT AG I CIFA. Shigeyasu 2509 45
HES R I CIFA KWy . %07 Bt 5 v 4k % e
5 o217 8] 0SB SRR B, R T s R —
ol 55 T S TR0 U 20925 D e S 0% 1 I R 7 R
%07 S BT IR BRCS S (R B %, 3 LT L
SEPIXT IFA 1 CIFA [ 31X 4.

ik [3-5] 42 17 5E R F VNDN, it Sril A
S 1 i 0 2 M 56 VU 2R ST et Rl
RIS A 1 OB A, AT 0 A
IR, STk [6-9] ¥R R T MME F 52, SATT i T 75 1
A fIEh A, 163 P25 R0 B 0 A7 A0, 75 55 it
PR STHR [10-14] 38 77V 008 P F i 4 B4
4%, LR SRR B, TR T 7 ZE I R b R
A R AR RE.

X R IR IO, LR EBER R E . R

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 121

http://www.c-s-a.org.cn

i H AR SN A

BN ERE s AR ST P T M Y TFA
Kl 5 2=, 1 P ) SE A Wit (road side unit, RSU) 7k
Dy B I A, 4555 B S B A A B, A
RN A e AL M. AR D7 G838 T 4R 37 53¢, g
R I H IFA Tty ST Mo M AE A 2.

1 VNDN KR 534

VNDN #1432 B 7 R A Mo vk vz Beik, 28
ABLT A% G 19 28 H 1 23 A7 230 48 Ik 55 B ili (distributed
denial of service attack, DDoS). %= ZE il it K% K=
PR B PR B AR AR B RSUYY, (I R, &
BEVEE R TCIEAT B 2.

BEXI R AIEZ Bty ARSCE R LU AR AL,

(1) fRTELRTR TR A o] B8 0 1) D4 0 008 Mok

S LB A, A N 4R
L 4, L SR P 45 SRR 7 IO . K T 2
DU e 3o A PR P S B L 290 510 PIT
VEUR 1T S TR ., 1 N 2 i,
Vo e B R A I PIT VU, AT
U A B 24 10 P R 6T 826 TR A 10 2ot 2 Pl
2(a) . A2 IFA 7638 2R, BB
FEIRFIA] T Py DA — 6 5 3 3 % B, Tl
KN d. T B8 DB OZ TR S B T, il
e SIS

%
it d

T 4 -

(a) FATHRSTR FA S §

E)
*

% ’

i d d d

(=}

r ' r ¢!
(b) On-off 2574 IFA

K2 IFA R RER

(2) On-off 257 IFA: On-off 28 [¥] IFA B AT
Y [ DRz By, T SR B Lk 2L T 0 A 3 UK
HERIEL R 55 Wit (distributed low-rate denial of service
attack, DLDoS), &k 5 o, H s B A — €%

fE"). On-off JAY IFA HXud# B B AR, BRI
REFEFRES, SR m A T BARESR, KB
7, Ht 7 20 (s 2R R TFA M) 24 i b T
IEHCIRZS I, 452 1Rl On-off 2R AL IFA (K B i 75 &
W 2(b) s, TFRRY IFA Bah i S R k. sty
RAER T W, DAJE— 18 R AGE T RO R, F2:
i) 7, BRI d. TSGR TIFARF 3 Mt 22
B, FABh T 70T AR e 45 28 R 2% B ks

2 TR K TFA RS

25 % ) o 43800 LA PR A, A SR 2
S 0 T P9 ) 35 5 0 2 0 24 3
EORUL. PRI, A SCHR T RSU FO4 7 28 I 46 i B
WM. 1T RSU HHELAE 7K T 280 L (0 SLRE 77,
3 L RSU A8 ¥R FELE 3k T 4 96 0388 S L, LA
4 RSU 1E M W05 A%, B RSU Mo 90 38 w1 [ Y
(IR . RSU 2 [ H s 25 M 2 41 4, S 0
B H ST .

FOUR, ACHR 2 FE AR A T A 72 [ 71
DSFA (detection scheme based on flow analysis). 7 g,
SRERATE AN ) B 1 PR O T 2637 R e L0, S 3 A4
Y JEE 49 TR RS AT B55, £0 BUME P, T B
TR 3 ASFIBI G5 B PR3 B0 7 0%
SR 94346, VSRR Hurst 3650007 6 AR DL 275
S35, R S OB B A AT 7T 5 SR
2.1 RSU mz&%ﬁ%&ﬁ#&ﬂ%

WSO T AN T RSU MM TR I, ¥
TR WS 4E 55 M4 1R RS % RSU 9 4, Rk T
2RI RS . AR SR T B R A
W &5 AN HERS 1R 7] R, SEIXS VNDN At &R e 1 5K
. RSU A2 46 45 40 (9745 15, 76 VNDN HH4EAT o
B % ) AR E5. RSU BLEGEAS, TE AL RSU M 2% it = 1
MR, R H R R R %N B A 4 R4, i
2 HORCE NN A (access point, AP), Hi 5 5
AT AT, [ 5 HAR T AT RN
SO SRR J9 2 E A (route, R), A5 4R
EPEAE L, 5 B H Y AITIE (2. RSU 2497 s
B R mE 3 B

RSU 5157 53 4 7E 38 B4 T, 43 BAEAT B2 045 KR
Bl T 2 AR . E ZEIE A S S 2R R SR
YR, 5 TN RSU % Fi i 1502, B 22 4m

Special Issue & i 4¢ik 43

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

2022 4F #5314 55 121

R DAL E Bl ) RSU. 1% 2% 58 BRI,
IR [EAH L R L 2 R AL 1 R, IFA AR
KELB I RSU M4, & s R PIT %,
BEARG A v 1 s RO 175 SR R BB B k0 SR ek AR
Bl 2. R IR i, K ER AT AT RSU PE A EBE M
7 B W A A, RS RSU it 5 W 003 TS Bl P B9
FEROL. RSU W I 25 i 2 37 s 6 4 B, 14 4
&R T M4 rhAEAE T i 3 5, RSU W T ) I 48 37
S HH AR R R SR IR A R A
FE VR G Y 2 HH R WU U B PR AE, S T PN 55 7 T
2 IFA 3.

R: % A
AP: FENTI S

-

IR
- FERE .

h ! :
F8 4% VNDN kit

<& BETEH
—7- BEE

2.2 IFA AR

PLE IR W28 R e, AR — N R TR E
ST TIFA K631 77 % DSFA. M 3 /N4 B % i & 3k AT
AT, RS B A E R AL B g, I A Y
AL TR N B Source ID, HEURE; H G HE
Hurst $8 50K 9 2 11 5 AR S8 )5 256 % 1 iR
ANFRR, FIWT B AR AE; 5005 I /NBE A BT idon i &
(8T S PR HEAT A, B e P 2% i A S AU B,
(BLG T

44 Eip 453k Special Issue

AR 5 Ve s [ AR TR 7 1, A ) A — A
I TA) BT N R 5 . BRI R AR I Bk 1
fraw. Hodr, B3R 3 d i) Thl 5 Th2 435 2 6E E
Hurst $550 H AEX N BAE; Thl 5 Th2 222 KKK
BRI A IA.
9% 1. DSFA TAEiFE
N WHEE O T, N EREE X(T,,)
G B alarm, BCE RN 2 fygea

LiMHERWE
2. 1H45 Hurst 84 H 18 \ \s \'

3.0f E<Thl && H>Ththen | =
4. HURSES 5 R 1E
5. ifexist :=\t_rue the?l -
6. v areturn alarm && a0k
7. endif
8. else
9. HNT—AMEED T, REEE 1
10. end if
221 EEETHE

AT W T LR SRR T A3 AT, AR SO N R
25 F 3R T 15 24, S0 Source ID FFEX. Source ID 18K
IEZ DGR B B ID. MR AL RE A & 5 R,

Interest packet

Content name

Selector \
(publisher ﬁlte(, scope, ‘") =

3 -
\ - ‘Nonce
G

\ ‘ " Source ID
A\
B 5 kg

5 BhA5 505 66 S i A5 S5 IR 0 A BE ML AU 4RE 65
R HFE BIFEXT VNDN | interest BRI 741 1
DUHEAT SERH RS, 518 E BT ==t (1):

n
E == pilog,pi (1)
i=1

Hor, py 25 i AU SRIET AU I AR, M0
1B, E BUS/ME 0. RS 26 AL SRR T 55 H I 47
I 1Vn W, E BURKAH logyn. f1E AT LAt RSU
AT 5 T BRSO RIS . E K, U] RSU
FEWO A (R IR ERBE B 22, T B D 0, P Sf Y
B, LT S H BT R A v, RVAZAE R o Mo
PR T3 — W S s L. BRI ST R R M 2 A

© TIEREBA LR

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 55 121

http://www.c-s-a.org.cn

i H AR SN A

EAT R AR ARG B0, A1 AT B8 2 0 28 Sl Y A s
TR, FECM I serh, BT MR vk, M ok
V5o A G HUECABENL, RIME RSB AAE B3, e F
FRFRTSE R P DRI, R R A 3 ) R, 5 e ) FH 6
TE RGN TFA [RIFFAE.

2.2.2 Hurst 8%

& G2 W 2% TR [ IE 0 4% 9 B A7 E B ARBUPE, 7E
VNDN H, 752 ik, &% DDOS Hiili, K3 T &
E B RO 7 2, B AE 2 wT AT 0 R 5 A AR
P, T DLSI I IE I 2% i - B D 4 3t D 1X
REAT 280 56 BRG], RSB XF ) TFA 25480 T DDOS
Yook, Bt g I N BABAEAE 050 TIFA HIbRitEZ —.

Hurst F8H02 M —— /MR B AHER S35, B R

R o 4 U0 e 1) I ARVCLRE B2 sl oF 55 A, AT AT

LRI IR, 24 0<H<0.5 I, &I B A AL,
% H=0.5 I, P23 R ANRIL B AR 24 0.5<H<1
I, 150 26 70 e L B KDL, BV e ) R
¥ 2 70 B LA AR e e I 6 D 4 9% k10 B A9 L 7E
(0.5, 1) X[a]. W2 bk A IFA Ui, HAE S T R
AR FIRARAE, A SOl R/S L HEPY, Kl
TFA ({4 R/S J7 I SRR S5 2

B2 R/S Bk

N N O T, B EEEE X(T,) = (X, 1<IsL)
M H1H

1B X(T,) ¥ Lin NN n T 751
2. iR (2) KT FR A Al

3 MR (B) REEA T %

4. 1R 4 @) R

5. %420 (5) PIILEUT 3L, 15315 (6)

6. @ H AT 9 (logn, logE(R/S)) 4

7. WA HL >
8. SKALRE N H 3 !
TRAKAARY
Y(n):ZXi 2)
i=1
FEAR T ZE A
1 <& 1 2
$2(n) = ;;X?—(;Y(n)) (3)
WZETE AR

R(n) = max [Y(t) - ’—tlY(n)] - min [Y(t) - %Y(n)] 4)

0<t<n

H AR Fih A2 K &

R(n) H
E(S(n))N(m , n— 00 6)
KA
logE(%)zHlogn+c, n— oo 6)

Hrh,a. ¢ BINHEHL
223 ArmtER

{61 AL IFA 1 on-off A TFA #ARMLT 734 =X
FE 4R 35 Bt DDOS. %4t M 2% 1y [l DDOS el i)
90 245 75 B 53 AT 7 1 SR B 4 '3 AN JFTET: 10 45 97 B A
D73, S WA I SR U v, 19 2% R 1 AR UL
FoHR, TN R 1 5 X 8% 3 A Uy 9k e —
HILH B AR T B /NP LN 8 AR e, H7E
VIR S A T, A E TR B 2 R
1, {8 5L A8 4 T fil MR e J5T O S g bR B 7 S
TGV SRR R U H A5 5 SRR s /N A e LA T () 3
SHE 5 AT SR AL A AT B B 7, 20 5 R 4075 RRAE
DRI, ) FH /N8 A 45 ) 10 5 15 5 2 57 s IR A0 AR I L. /s
W B 5 B FEAR VAR A KL 6 P,

==

A
¢_ 1
— 4
e
4,

'
Kl 6 J%&/J\?Biﬁ)ﬁﬁﬁ%f 2]
K6 @Z—X?J RN it B, Hod g RoR
FRIOBK R, X RIS 5. 3 | /NI AR,
SR RS B A, EA R D, AR5 PRI
Gy A AT 2 BN R, 15 BRI B A, A0
& D, VAMEHE, S8R J P i a, 15 B0 &R 2
Ay Hi—H =R Dy, Dy, -+, Dy AR R AL FRIT AL
Z % (approximation coefficients), K N A5 5 I EE B,
A R B FRGN T R B (detail coefficients), [ NS 5
HILE B 4506 — N DIREE R w(o), &P
ARTEAT 2 R EL y; 1(0):

yia(t) =27y (271 - k) (7

WIRIGE 5 N x(6), F J F Nk RF R (8)
Fs:

IR

ﬁj\
J5
i

J
(1) = D ad k) D) + D ARy (8)

k =1k

Special Issue & i 45ik 45

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

20224F 53145 5121

Hort, & (1) /N BERREL, w4 (1) /N BERR L,
al(J, k) R/NERFEREL, d(, k) =2/ REL NE R
(15 SUA):

d(R) = <X, pi(H)> ©)
5 SR AN R E G B I AR
X0 = D di( k() (10)
k

ARSCR /NP AR el 2 s i) B AL BRan g3 3
B,

Z 4804 Ubuntu 16.04 LTS, 4 838 il A F f8hCh
IEEE 802.11p. A SCH#EFIE T /N AW (R 7 vk U2
BT AU ARG I T vk P R 3 T SR A I T
R Rt BT 2, SRR ER L 15 R U R A
Juxf Ee R bR, HoAth SEER S H0an3E 1 For.

S 3. AR AN A

BN I AV 1 T, PRI R X(T,), /NI SR8, /N ek
B J
B AT AL E

L AR4E R (8) XF X(T,,) HEAT J BN AR
2.forj «—J/2,J do &
3. WRIEX (9) REE—ZE TR 40, b
4 REER (10) 76 R RS 2, 85 k)

5. () UL, 8o

6. end for

7. forj — J/2,J-1 do

8. temp = ()< (0)

9. sum=sum + temp

10. end for

11. BEALEE sum

12, SREUR KAB A B, BIET 7 s AL B

13, 3R 5] 7 S s O AL B

S5 18
SR IEVE B (mxm) 1000x1000

LS R () . 100

SRS (%) \ B 20,30
G UK BE SR (packets/s). 10
RN UK ELEEEE (packets/s) 50
RSUKCEL () 85
\ RSUGE 4% (m) 110
SEAGEFIA] (s) 100

On-of Bt H I (T, 7) () (20, 10)

3 DR 8 RSP IR 9 0N 1 4 s R AE,
R INR 2. P TR 11 BE A B4R BUE — N BIE,
R TZAE B BB E N 0, T e T 55 THZ A8 1 AR B

JGUE. ERPA P RA R T P AR RO L |

fr BB 13 T REIR Al 2 AN B, o4 bl IE
LWL BN LE IR T A " .

N

El
*

3 et T
3.1 LWIMELE

N T BRAIE AR SR 1 B R 75 %€ DSFA, 18 H
ndnSIM fij 5 & 840 ar 44 Bdls W 2%, [FI iz & b
&R EBMIAEE. ndnSIM J& —Fi2EF ns3 [ NDN W
LR AR SaG B E 85 AN RSU i 1, MRk RSU #
BRI LE . Z WL, BT AR R — AN AT A
Bt Ak, AN ST 4 AT L Mg
16 NN s B oA =, A S E A B
R FUA BT U O S AR S0 A8 R AR

46 % it+Z71R Special Issue

3.2 KWERKRSH

IR E 4 AT E, SEIR R4 100 s, 4350 2
(1) on-off IFA, =11 & 7 b 20%, B 1) R AL R
BB N 50 packets/s, /& AV A S i, BUd A I E
N 20 s, BB A] A 10 s; (2) on-off IFA, &5 A
Et 30%, HAR & E LS (1) MHE); (3) MiFEA IFA, BE
1A B 20%, Bt R A R E N 50 packets/s, B
S A 20 s R4, 80 s 53K, %éiﬂﬂ: ]} 60 s; (4) &
BT TFA, SR 7 L 30%, HR B 5 (3) 41,
32.1 %Eﬁ-ﬁ‘ﬁgﬁ ' -

SO0 B () T FTOR/N R 10 s, THEAREANE T
R, SEIREE AN 7 PR, Thl 2% SR I
2. TEIGEHILT, 15 B0 7E A PR A FE 30,
IR 22 R S8 45 RIS A R RME Thl. BT 489
FIF BN, VNDN e k5 5 A B BEHLIE,
TR LT S SR . B 6 FTRLE H, 4 41
T G B0 BRI RCK S, 815 BREMK T
Th1; SR, FAUREES SRHEAT IFA B2 A HER 1.

fAl 5. IFA F1 on-off IFA 7 Bk & A= AR ] & 11 1A,
5 R T b fEMG ARG, 5 B BT X AR
Buii AR, W45 70 e 5 K ETC 8O, I B 5k
VET M, RS S T B B o s, 2% Stk
2 HIEFRE, 15 B0 T 6 5 IFA /£ B0 R (S
RUSTELERU/NIE SN, on-off IFA 1ETCs WA 8] 45 B A5 17
TERCKIE S, X BT Bt & RA WA A, Mg
BS80S B A B K s,

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F 3145 H 121 http://www.c-s-a.org.cn EN RS N A

53¢ - - On-off IFA-20%
52 - - {5 IFA-20%
51 | --#-- On-off IFA-30%
so L - = fi] 5L TFA-30%
. MR
g N < .
10 20 30 40 50 60 70 80 90 100
15 BT (s)
(a) Wi B ARk
6.1 —
ko -~ 4
L ¥ Low
6.0 l———:———l———l———l ———Fé— U S SN
! 4 ¢ ‘; ‘ T
39T s P P " )
" oo U [} o
W rrr i [I: 1 r.:a
Ll N S AW
w ST D
\l Iu |I“ ,"
56 o N I,‘
- vy
55 | V- - Thi
‘s’ - o - On-off IFA-20%
54 - -a . On-off IFA-30%
10 20 30 40 50 60 70 80 90 100
15 FLA ] (s)
(b) On-off IFA {5 Bl 5 Thl LL#
T -’,:-‘j
\ rvs
6.0 i'::\-z‘---l--i---I---l---l---l---{('---
\ N
58 W Iy
ARY P 3 . ’: Jf
= ' s “\ ’o ra
‘DI['@ 56 \‘ \ ":’J‘A . _- ’,:
ﬂ_ﬂ vt =T S '
[ i ~ rs
54 L W Teeal S
- a-Thl
52 - - {5 [FA-20%
- - 5 TFA-30%
5.0

10 20 30 40 50 60 70 ¥80 90 100
\ D FLMED (5)
C(OIFA SRS Thl b
K7 3R L

3.2.2 Hurst 3FfH

S T LI IR) B 1R/ R 10 s, SRE 8] % C1 P
(RIS 8] 3 <t; , packets;>, 145 Hurst 4630 Hb, ¢, 48
55 i MR TR 4, packets; 1612 BE A 313 2 8340 1)
Boim. 4 HSZIG 45 R 8 iR, Th2 242 IS
REIMAIE. TBGEEL T, B B A5, Hurst i
o TR0, mATEIEANBUE T N BB, ¥ 2 sk
KR e A KA N B Th2. B R AR, it

FELIF 18] A UEE SR A8 K M, B4 1 51 3
BB A HCE A L e B 7 5, AT RSN E
KRB EHCE BAT BEHLIE. BRIk, B 50T 19 Hurst
TR Bt 5 R Wi 8 R, R 4 A6
(f) Hurst 15 504742 B30, (B2 K870 Hurst 580K+
Th2. 5 b, SRR Hurst 182508 W B0t @ A iT 52 1.

0.9

e T N
A TR
08 p T oo
‘a_\:\,' o e,
(RN N P ¥
& 07 |4 FAl_de o a7 .
R AT A e v’
AN ‘\ \\\ 1:) N A
z ¥, .
2 06 v BT
\ . - - On-off IFA-20%
05 | - - i1 52 IFA-20%
. : --o- On-off IFA-30%
- - - E] 51 IFA-30%
- T
04 41— %IQEE 1 1
10 20 30 40 50 60 70 80 90 100
15 B IA] (s)
(a) Biki3% 5 F Hurst 550281k
0.9 -
L Tme e
a’e tm
L ’,”d ‘1__‘21‘
0.8 i ATTAT T
3 L ,i
ﬁ 07 + \‘ K
] Lk Ll BT TR TEEY TEPY PR TR T
T \.'
0.6
- -# - On-off IFA-20%
- -8 - On-off [FA-30%
- -k - Th2
0.5 1 n‘ 1 1 1 1 1 1
10 2(\‘ 30¢ 40 50 60 70 80 90 100
1 T
% = 17 IR 1] (s)
% (b) On-off IFA Hurst 84155 Th2 Lb#
a4
E 0.9
08 f a
' ,-" ’
3 M LS a s’
2 0.7 [ T e a
El h-vo-f@--e--9-- “zg-rie -~ e---
I \\ i‘ . r
A .l(
N
06 - - f#j 41 IFA-20%
- -»- ] . TFA-30%
- A Th2
0'5 1 1 1

10 20 30 40 50 60 70 80 90 100
17 FLBT 1E] (s)
(c) IFA Hurst 835 Th2
8 Hurst XL
323 AR AL
I 6 38 Ik e I A e e ) A7 B A o I R A I

Special Issue & it£iik 47

© EREERREST  hup/iwww.c-s-a.org.en


http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

20224F 5

316 %5

123

Z, S 4k

SR 9 iR, 4 IFA KA, 4 i

EEPEAERAR, %A MR N . B 9(a) A
K 9(b) 73 Bl E 7R T = A b EE 20% 5 30% I on-

off B IFA P S2is 45

. 80
Ol
iz 60
& 40
w20
0 1 1 A ) 1 h h
10 20 30 40 50 60 70 80 90
80
60 |
£ 40t
1 J\/M/V\,\/\ J\N\«v\
0 . Y W A
10 20 30 40 50 60 70 80 90
80 -
o 60 F
o 40 |
g0 | 'J
LI N
\ k]
10 20 30 40 50 60 70 80 90
L] N N
i B TE] (s)
(a) On-off IFA X (b 20%
80
P60
0
L0t
& 20
0 A 1 L I 1 n
10 20 30 40 50 60 70 80 90
80
60 |
£ 40t
20 | M M
0
10 20 30 40 50 60 70 80 90
80
o 60
40
& 90 | IL
0 .:IIII n. .}
1020 300 40 50 70 80 90
b 1ﬁEHTIEﬂ(S)
() IFA Ziti i bt 20%

B 9(c) A 9(d) 70 o 1 & =

B PRSI R B AR 20-30 s,

40-50 s« 60-70 s KMt & 9(a) A 9(b) A LLE
H, 75 Bid 3 ANX R N AR A 57 05, BT 483 3,

AN X TA] N AELE 2 AN 7 o, AEATS AT DA K 350 W e i
RIS Z].
80
60
Lol
= 20 L
0 I I I I n 1
10 20 30 40 50 60 70 \30 90
80 L
60 |
20
Q /\/\{\/\J\_N\ .IV\/V\MML/\_I\I\
10 20 30 40 50 60 70 80 90
80
p 60 |
;1}5 40
=20
S |
10 20 30 40 50 60 70 80 90
75 FLH[H] (s)
(b) On-off IFA Hili &7 Lk 30%
80
w oo
& 40
z 20
0 1 I 1 1 1 1 1
10 20 30 40 50 60 70 80 90
80 . ‘\
60 |
S 40t
20 b
Q m.mmMJNV\MMAAMWWN
10020 30 40 50 60 70 80 90
80
p 60 |
ji 40 |
= 20 }
) Mo omfl
10 20 30 40 5 0 70 80 90
A7 FLIS A] (s)
(d) TFA Yrifi 5 Lk 30%

B9 &5 s R LB (B ARFR R M L &)

st

20% 5 30% B {7 B A TFA FS2ie st . A seie v &
£ 20-80 s KBk HIE 9(c) T LUE H, 7£ 20-70 s
[X 5] N A7 2 A5 57 0, T 70-80 s [X[0] A RNA7EAE 75 57

R XS T B TR A fEFF AR

— B A, M2k F

T AN HEXT AR SE BB B, PR A A AR I AN R R AR
I OL. TR BT 45 5, 2R I H I, B 80-90 s
DXTR], H T R 2% AT B ™ AR SRR R, X B Lt i

TP Bk, 5T/ T HT R DT VR AR A B R I R

AL HEE9d) ATLLEE, £ 20-50 s X [A] & 60-80 s
X 6] Y AEAE 22 N 25 5 2, T 5060 s [X 8] N AN FELE 2T 5%

48 %it+ZfiR Special Issue

© ERSEBIK T

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

20224F #5314 121

http://www.c-s-a.org.cn

i H AR SN A

3.2.4 gl R ‘ A L T B Vi
ol & SR PEA SR = ﬁuféﬁ’] ﬁfi\,j\ﬁxloo% (1
KA T3 B . SETAME TS AT AL
N N N RN o o 3 - VA N = R I R N
ST N AT SR HAT R, 4 B LBk, 523 e % «100%  (12)
o , _ . ST HE TR IR
FRAMER . A L SRI L R0 2 s, ks B
. . N N o . YWERfAZ = (1 — 152 %= 0
SRR RO A AT (11)-38 (13) FR: HEf A = (1 - BHI) x 100% (13)
K2 IR (%)
. _ = IRHR HETf R
i s 20% 30% 20% 30% 20% 30%
On-off IFA 94.0 94.8 13.0 12.7 1 870 87.3
ETER k% o Y =
AT RIS fé L BYIF A 60.3 60.7 10.8 . 104 °89.2 89.6
N On-off IFA 93.7 92.8 12.24 13.2 87.8 86.8
SR TR AR A 78.6 77.9 19.4° 12.1 88.6 87.9
. . On-off IFA 79.3 83.51 11.7 12.4 88.3 87.6
ETABAE faj LRI TF A 90.4 902 * 14.2 13.8 85.8 86.2
K HEDSFA On-off IFA 92.1 92.4 9.7 93 90.3 90.7
fiij BLHIF A 91.8 91.5 8.9 8.6 91.1 91.4

»

TE: 2k PI20% 55 30% 70 30 287 TR s i B 200 M R L EE30%

¥
¥

12 2 T LA 7B A A HE N 20% 5 30%
THEOL R, A on-off IFA B, BRIET /NS 73 Hridiob, %
TEEBIE BT AAUE 5 ik A SCEE Y
DSFA #5745 5 i IR I %6 70 (R R A58 i AR DU 2 1) 475 100
N, W& AT AT A B 20% B, DSFA KR HIE R 9.7%,
HERZRIR 3] 90.3%; W= 11 A b 30% B, DSFA fi5%
FIRHA 9.3%, #ERFILE] 90.7%; BT HAh 3 Fh s
e AR E T E HEA 20% 5 30% TG0, A A e
IFA B, 315 B0 2 BTk 38 T A DL 4 Wik po ke
MR A BT BEA, 17 56 T /N o0 B vk A I 2R A i 4
T+. DSFA F kil 2 3% A BB A, B 4ERR7E 91.8% &5
91.5% HIEERIK T, FIRHEHI% 8.9%. 8.6% AiEMiZ
91.1%- 91.4% 40T FiAth 3 Fh757%. DSEA THI v 195 Fr
S TFA A I3t B 0 37 0 R U 3, 9 B
IR ZR, BT+ Bl AT 1 A .

4 Fw5RE

AR SCHRE H — ol I I ) TR A R 5 ik 1%
J7VETE B A IFA, 7370 9 JF R B TFA Rl F R TFA.
ZJTVEE A RSU 4 RSU P28 3t & I 2, 5
R 1 000 DX 245 3 . SR I W [ S PR R B 1, A A
& AR R 015 B0 Hurst F880% 75 5 4, Bk
FIWHZ T O N B AR S, R, 8 7 57 A,
AT DA T R R 2, Sl A s, B6AE 1%

AR BAT BRI AR, B T RAR, $ETT 1 HERR R,
E AR 0 AR v, T 5 20040 22 Ak Tk e oty SR R 52
HE— 2D BRI W 25 1) 16 5

SE 30K
LLTHr, O, BRI, 5. v 24 B0 N 48 1T 5T SRR THEAL
iH, 2022: 1-14. [doi: 10.11772/j.issn.1001-9081.20210915
L
76]
2 Yu LJ, Ai HL, Choir DO. Ceuntermeasures of interest

—_

flooding attack ‘in named data networking: A survey. The
Int\ernatiohal Journal of Electrical Engineering & Education,
2021. [doi: 10.1177/0020720920983518]

3 Abdullah M, Raza I, Zia T, et al. Interest flooding attack
mitigation in a vehicular named data network. IET Intelligent
Transport Systems, 2021, 15(4): 525-537. [doi: 10.1049/itr2.
12042]

4 Sattar MU, Rehman RA. Interest flooding attack mitigation

2019

of Information

in named data networking based VANETs.

International Conference on Frontiers
Technology (FIT). Islamabad: IEEE, 2019. 245-2454.

5 Benmoussa A, El Karim Tahari A, Lagaa N, ef al. A novel
detection

2019 28th

International Conference on Computer Communication and

Networks. Valencia: IEEE, 2019. 1-6.

6 Hou R, Han M, Chen J, et al. Theil-based countermeasure

congestion-aware interest flooding attacks

mechanism in named data networking.

against interest flooding attacks for named data networks.

Special Issue % it £k 49

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.11772/j.issn.1001-9081.2021091576
http://dx.doi.org/10.11772/j.issn.1001-9081.2021091576
http://dx.doi.org/10.1177/0020720920983518
http://dx.doi.org/10.1049/itr2.12042
http://dx.doi.org/10.1049/itr2.12042
http://dx.doi.org/10.11772/j.issn.1001-9081.2021091576
http://dx.doi.org/10.11772/j.issn.1001-9081.2021091576
http://dx.doi.org/10.1177/0020720920983518
http://dx.doi.org/10.1049/itr2.12042
http://dx.doi.org/10.1049/itr2.12042
http://www.c-s-a.org.cn

i E RSN

http://www.c-s-a.org.cn

20224F 55313 55123

10

11

12

13

14

IEEE Network, 2019, 33(3): 116—-121. [doi: 10.1109/MNET.
2019.1800350]
A, S WRER, S dm A4 B0 4% b B TR BRI
Interest P2 ik A I 5 B 0. opp ROBOR 2224 (HARFE
2 hR), 2019, 38(2): 273-277. [doi: 10.12130/znmdzk.2019
0222]
Zhi T, Liu Y, Wang JS, ef al. Resist interest flooding attacks
via entropy-SVM and Jensen-Shannon divergence in
information-centric networking. IEEE Systems Journal,
2020, 14(2): 1776-1787. [doi: 10.1109/JSYST.2019.2939371]
TRCHkK, Brism, SRR, 55, dr 2 50 W 2% b 2E T hrid 1)
Interest ¥Z FE BT G2 AT 78, vh B RO R 24l (B ARk
ki), 2021, 40(2): 204-209.
Mounika V, Sai NR, Bhavani V, et al. Interest flooding
attack detection method in NDN networks. Proceedings of
the 2nd International Conference on Smart Electronics and
Communication (ICOSEC). Trichy: IEEE,‘ 2021.298-307.
Nguyen T, Mai HL, Cogranne R, et al. Reliable detection of
interest flooding “attack in r‘eal-deployment of named data
networking. IEEE Transactions on Information Forensics and
Security, 2019, 14(9): 2470-2485. [doi: 10.1109/TIFS.2019.
2899247]
Xin YH, Li Y, Wang W, et al. Detection of collusive interest
flooding attacks in named data networking using wavelet
analysis. 2017 IEEE Military Communications Conference
(MILCOM). Baltimore: IEEE, 2017. 557-562. [doi: 10.1109/
MILCOM.2017.8170763]
Shigeyasu T, Sonoda A. Detection and mitigation of
collusive interest flooding attack on content centric
networking. International Journal of Grid and Utility
Computing, 2020, 11(1): 21-29. [doi: 10.1504/IJGUC.2020.10
3966]
FEE, FRNFF, . — A R U iy A2 HoahE L b Bk
BT . THSEHLIE AL 5 R R, 2021,158(3): 569—582. [doi:
3

X

9

50 T iteZEik Special Issue

18

19

20

21

22

10.7544/issn1000-1239.2021.20200448]

TKEE. AERR PR R JE T AL 2 2% 1 AT A B AR 5
HLARSNH, 2021, 30(3): 214-220. [doi: 10.15888/j.cnki.csa.
007851]

B, BT, MR, & T LTE-V EWEE RN E
WK 10 B2 9570 e 59 tHEHLAR GEM T, 2021, 302): 132
139. [doi: 10.15888/j.cnki.csa.007821]

Lee RT, Leau YB, Park YJ, et al. A survey of interest
flooding attack in named-data networking: Taxonomy,
performance and future research challenges. IETE Technical
Review, 2021: 1-19. [doi: 10.1080/05564602.2021.1957029]
Wang XC, Yang QW, Xie ZC,vet al. Low-rate DoS attack
detection bqsezi onga"WPD-EE algorithm. 2020 IEEE
& Distributed
Processing with Applications, Big Data & Cloud Computing,

Intematioﬁal Conference on Parallel

Sustainable Computing & Communications, Social
Computing & Networking. Exeter: IEEE, 2020. 384-391.
Liu L, Feng WZ, Wu ZJ, et al. LDDoS attack detection
method based on wavelet decomposition and sliding
windows. The Journal of China Universities of Posts and
Telecommunications, 2020, 27(1): 51-61. [doi: 10.19682/j.cn
ki.1005-8885.2020.0009]

IRELAE, ST, EIAKGE. HE T 0 R/S Al B R M 45 i
KA 73 Hr . KA I8 K27 2241k, 2021, 42(2): 114-119.
[doi: 10.13291/j.cnki.djdxac.2021.02.022]

2R, R, K, AT ) AR I 2 v I O R
WA U7 V. R AU BE K A A 4 12020, 44(4): 454461,
[doi: 10.14177/j.cnki.32-1397n.2020.44.04.010]
Ananthakrishnan S, Tahiliani l\/ﬁ’, Tandur D, et al. Group
based publiéherisubsériber communication primitives for
n(ﬁ}SIM. 2020 IEEE International Conference on Advanced
Networks and Telecommunications Systems (ANTS). New

Delhi: IEEE, 2020. 1-6.

(GRe e T HE DI

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.1109/MNET.2019.1800350
http://dx.doi.org/10.1109/MNET.2019.1800350
http://dx.doi.org/10.12130/znmdzk.20190222
http://dx.doi.org/10.12130/znmdzk.20190222
http://dx.doi.org/10.1109/JSYST.2019.2939371
http://dx.doi.org/10.1109/TIFS.2019.2899247
http://dx.doi.org/10.1109/TIFS.2019.2899247
http://dx.doi.org/10.1109/MILCOM.2017.8170763
http://dx.doi.org/10.1109/MILCOM.2017.8170763
http://dx.doi.org/10.1504/IJGUC.2020.103966
http://dx.doi.org/10.1504/IJGUC.2020.103966
http://dx.doi.org/10.7544/issn1000-1239.2021.20200448
http://dx.doi.org/10.15888/j.cnki.csa.007851
http://dx.doi.org/10.15888/j.cnki.csa.007851
http://dx.doi.org/10.15888/j.cnki.csa.007821
http://dx.doi.org/10.1080/02564602.2021.1957029
http://dx.doi.org/10.19682/j.cnki.1005-8885.2020.0009
http://dx.doi.org/10.19682/j.cnki.1005-8885.2020.0009
http://dx.doi.org/10.13291/j.cnki.djdxac.2021.02.022
http://dx.doi.org/10.14177/j.cnki.32-1397n.2020.44.04.010
http://dx.doi.org/10.1109/MNET.2019.1800350
http://dx.doi.org/10.1109/MNET.2019.1800350
http://dx.doi.org/10.12130/znmdzk.20190222
http://dx.doi.org/10.12130/znmdzk.20190222
http://dx.doi.org/10.1109/JSYST.2019.2939371
http://dx.doi.org/10.1109/TIFS.2019.2899247
http://dx.doi.org/10.1109/TIFS.2019.2899247
http://dx.doi.org/10.1109/MILCOM.2017.8170763
http://dx.doi.org/10.1109/MILCOM.2017.8170763
http://dx.doi.org/10.1504/IJGUC.2020.103966
http://dx.doi.org/10.1504/IJGUC.2020.103966
http://dx.doi.org/10.7544/issn1000-1239.2021.20200448
http://dx.doi.org/10.15888/j.cnki.csa.007851
http://dx.doi.org/10.15888/j.cnki.csa.007851
http://dx.doi.org/10.15888/j.cnki.csa.007821
http://dx.doi.org/10.1080/02564602.2021.1957029
http://dx.doi.org/10.19682/j.cnki.1005-8885.2020.0009
http://dx.doi.org/10.19682/j.cnki.1005-8885.2020.0009
http://dx.doi.org/10.13291/j.cnki.djdxac.2021.02.022
http://dx.doi.org/10.14177/j.cnki.32-1397n.2020.44.04.010
http://dx.doi.org/10.1109/MNET.2019.1800350
http://dx.doi.org/10.1109/MNET.2019.1800350
http://dx.doi.org/10.12130/znmdzk.20190222
http://dx.doi.org/10.12130/znmdzk.20190222
http://dx.doi.org/10.1109/JSYST.2019.2939371
http://dx.doi.org/10.1109/TIFS.2019.2899247
http://dx.doi.org/10.1109/TIFS.2019.2899247
http://dx.doi.org/10.1109/MILCOM.2017.8170763
http://dx.doi.org/10.1109/MILCOM.2017.8170763
http://dx.doi.org/10.1504/IJGUC.2020.103966
http://dx.doi.org/10.1504/IJGUC.2020.103966
http://dx.doi.org/10.1109/MNET.2019.1800350
http://dx.doi.org/10.1109/MNET.2019.1800350
http://dx.doi.org/10.12130/znmdzk.20190222
http://dx.doi.org/10.12130/znmdzk.20190222
http://dx.doi.org/10.1109/JSYST.2019.2939371
http://dx.doi.org/10.1109/TIFS.2019.2899247
http://dx.doi.org/10.1109/TIFS.2019.2899247
http://dx.doi.org/10.1109/MILCOM.2017.8170763
http://dx.doi.org/10.1109/MILCOM.2017.8170763
http://dx.doi.org/10.1504/IJGUC.2020.103966
http://dx.doi.org/10.1504/IJGUC.2020.103966
http://dx.doi.org/10.7544/issn1000-1239.2021.20200448
http://dx.doi.org/10.15888/j.cnki.csa.007851
http://dx.doi.org/10.15888/j.cnki.csa.007851
http://dx.doi.org/10.15888/j.cnki.csa.007821
http://dx.doi.org/10.1080/02564602.2021.1957029
http://dx.doi.org/10.19682/j.cnki.1005-8885.2020.0009
http://dx.doi.org/10.19682/j.cnki.1005-8885.2020.0009
http://dx.doi.org/10.13291/j.cnki.djdxac.2021.02.022
http://dx.doi.org/10.14177/j.cnki.32-1397n.2020.44.04.010
http://dx.doi.org/10.7544/issn1000-1239.2021.20200448
http://dx.doi.org/10.15888/j.cnki.csa.007851
http://dx.doi.org/10.15888/j.cnki.csa.007851
http://dx.doi.org/10.15888/j.cnki.csa.007821
http://dx.doi.org/10.1080/02564602.2021.1957029
http://dx.doi.org/10.19682/j.cnki.1005-8885.2020.0009
http://dx.doi.org/10.19682/j.cnki.1005-8885.2020.0009
http://dx.doi.org/10.13291/j.cnki.djdxac.2021.02.022
http://dx.doi.org/10.14177/j.cnki.32-1397n.2020.44.04.010
http://www.c-s-a.org.cn

	1 VNDN攻击类型分析
	2 基于流量监测的IFA检测方法
	2.1 RSU网络流量监测层
	2.2 IFA检测方案
	2.2.1 信息熵计算
	2.2.2 Hurst指数
	2.2.3 奇异性检测


	3 实验分析
	3.1 实验环境设置
	3.2 实验结果及分析
	3.2.1 信息熵评估
	3.2.2 Hurst评估
	3.2.3 奇异点评估
	3.2.4 检测结果评估


	4 结论与展望
	参考文献

