MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
Computer Systems & Applications,2022,31(5):65—74 [doi: 10.15888/j.cnki.csa.008550] http://www.c-s-a.org.cn
O E RGBT TR . Tel: +86-10-62661041

—— e Vo el 2 .
METAEHERE T HTARAR"
= SR S - S
(R EREER K, dERT 100049)

(R BEURRBE BOPEHFALFT 45 £ BRI 9550 %, L 100190)

BEMEHE: 2 N, E-mail: liwei2018@iscas.ac.cn

1 B MERH R R, BT EALURAR S E B AR AT Re, T v S IR 1) R ) A SRR SR R T
SRR ARG ERE AR Jr 4 TCM/TPM S5 61 T2 7 RSA. SM3y ECC &5 A JH BT M, Ho e 4
oA 52 2P RS 1T 28R S B BT e I E IS SLAIE G RO, TEM/TPM. S A A R THETRE ), LTS
ZONPUR TS TS G AT SR s, ASSCE X A E T AR R T R R A 2 PR, b s T PR T
AE TSR IR, SOt I th 1 BiiE 7l (ST RO R, FREE 5 A 1 5 & 13 B SR T SO AT A5 T S
PEEIARKELE, @ AEAE I & B EIE T GRS 7 EET TCM it & il E TR 28T
&, WAL A EE A IA JFAR Bk, TCM #0598, ImFEEY . LDAA SEHiE 7 5 Ry R oh i sol. &/5En &
WHAUTHET & PSR, B AR SR T TCM BRI D RS A REHEAT T AT, 45 R KW T &
WE AT T SR (22 4o, ELRL A 7T DA 32 10 I R T .

FEIR): PrE T EE; PLE TS S, TPM/TCM; Al S5 24 P 6, mfEIEm; 5 B %4

AN FERFEEFBERETIEIIEZE I FEHR TV RSN H,2022,31(5):65-74. http://www.c-s-a.org.cn/1003-
3254/8550.html

Technology of Quantum-resistant Trusted Computing Security Support Platform

LI Wei'?, QI Bing'?, QIN Yu’, FENG Wei’ ¢ \

!(University of Chinese Academy of Sciences, Beijing 100049, China) «
*(Trusted Computing and Information Assurance Laboratory, Institute of Software, Chinese Academy of Sciences, Beijing 100190,
China) \

Abstract: With the development of science and technology, the' deployment of large-scale quantum computers is
becoming possible, and the public-key cryptographic algorithmé based on some difficult problems will be solved by
quantum algorithms effectively. The security of traditional trusted hardware chips such as TCM/TPM will be seriously
affected due to the wide use of publiczkey cryptosystems such as RSA, SM3, and ECC, and most of the quantum-resistant
(QR) cryptographic a]gorit’hrﬁs cannot be implemented on hardware chips with limited computational resources.
Therefore, it is neceésafy to redesign the QR trusted computing platform. In this study, considering the security challenges
faced by trusted computing in quantum computing models, we summarize the present situation of QR trusted computing
research and propose a QR trusted computing technology system. Combined with the existing post-quantum
cryptographic protocol and trusted computing software and hardware technology framework, we transplant the QR
cryptographic algorithms and protocol on the trusted computing platform and implement a prototype system of a QR
trusted computing security support platform based on TCM. The work includes the design of the primitive root key and

QR extensions such as TCM cipher library, remote attestation, and LDAA. Finally, the results of function and
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performance tests on the emulator for the above TCM modules show that the prototype system is resistant to attacks by

quantum algorithms, with acceptable application performance overhead.

Key words: quantum-resistant cryptographic algorithm; quantum-resistant trusted cryptographic platform; TPM/TCM;

trusted computing security support platform; remote attestation; information security
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A LDAA 07 &, AW ETHE P 6 X0 A s 2
EAET 6 B A S O DD, il OR B {6 el 02K
2B 44 UE B S, 8 2R [ O M o A R A, R
TEHEBIR T (5 BT 6 0B 4 P RO o e

4 RGPS
4.1 HREWN

QR-TCM T & K B &2 Uk 4B /E 5 QR-
TCM FERLIR B %, Ho7 RA AT 4 Fios.

wwsn | mRm
TSM A {5 IR %5 R
QR-TCM #1152 TCM library
NRERIE R S TCM W% IK3)
TCM & 4 qu QR-TCM #ik | CPU

4  QR-TCM FEH-IRF 577 T 22N e

QR-TCM @it USB #:0%5 F /L7 G it 4@ (s, W
# @57 RNDIS (remoté network device interface specifi-
cation, ZCFE W24 ¥ 44 LAV 8582, EHLF B El
USB # 4% H &l id i ] QR-TCM #¥ Bk S 44 T %2 4=
DIRefI N H. 72 RNDIS %42 FffH TCP/IP #iX, USB
WA IB AT — MRS DHCP 45 %%, AN FH
SrHC—AN TP kb, 3@ x A 1P #E#%, JET USB [0l {5
B DL W2 b FA LA 3T I8 AE . R SRR
REHT:

(1) USB W2 7. BT ;o vF USB vl {5 H &
-G AE P RS RT RoR N TP R A FRAT T P AR

Yo A F 7 HL %l ) Linux USB Ethernet/RNDIS
gadget IXBNFEFT.

(2) TCM B PTE 79 . T TCM B4 Fr
ERNEET 6 EY RAFEMREHITE . XMSS FikL
Jo L-DAA .

(3) QR-TCM WZIKEN. AT EHT EHEIERSR
MAZH, TCM BRENFE 7 4E47 B 25 SCIF 1O RS, $efit
temSend H1 temReceive #/ERAIEFMEICK H QR-TCM
R HR. \

'

(4) TCMIib e il TSM JGS. REF-SHLT: & i
2, 15 o R 1 3 o o o e 1 PR 1 2
Hi%%, 3 5\QRETEM IR (5.

(5) 7t 51 PR AT A2, VT QR-TCM Rt
AETHE RS, BlanBEdL B e B R AR IE
HA 45,

4.2 QR-TCM & &E1ER

A J7 %K) QR-TCM ¥ 4% A {5 % (TCB) 1 3 #7>
H Al QR-TCM Uy, FiE T E S QR-TCMIib LA A
P P % UK. QR-TCM 3O SE Bl B P T2 4
e, YL T E QR-TCMIib LU Ao 3ERl, M
FIFE 7 He fit 2e A ThRE B D A o Sl Bh o g (e 5585
RS H AR AR . BUET 1) hash BRI SEIL).

BATNPUR T # EE QR-TCMLib & X 1 i H 1)
15 CUMLTE, A 5% % 4 T 4 SR PO W 1 7T 135 - 5 432
1, 40: J3 3 QR-TCME: H QRTCM_Startup, 231 8]
% APopen, %lﬁéiﬂ“rﬁqjltﬁﬂwﬁ( APclose. [Af],
BT AR Ih g B O, 0 4B — NSRS
FH SN TCM 34 B % 43 40K uint32_t QRTCM
LoadKey internal (apsess* sess, uint32 t keyhandle,
QRTCM_KEY *keyparms, uint32_t *newhandle), 3KHX
—/NEAEHAE] TCM H I FEXS AR I A uint32 t
QRTCM_GetPubKey internal (apsess *sess, uint32 t
keyhandle, QRTCM_PUBKEY *tcmdata). T N H 5
R A H IR YR tem buffer #E47H %, DL
43 QR-TCM & &F{SER

PR TS5k R 7E Lid QR-TCM H & (51T
MR B b, BB s 2 TR 1, NH -
LSRR T PR T2 2RSS, AN AR TS %
A Z IR B AR S AR AL ORI 22 4 TR T 7R (5
B R B o B ph s Py R 2 R P S, 1) P R P R )
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RERE I, 0 IR B PATIAEE (WIS 51 % ZeArE.
AMEIAT), SEFEEIA (528 S FIE B, BXCHHIE ).

WAVETFRIEH DR it THE TR T Z 2 H
5 XMSS. BT (1) 3 TCM. (2) il =21
APopen. (3) QRTCM_CreateXMSSKey 1] & % 4.
(4) 5 F A H, QRTCM_LoadXMSSKey _internal ;%
B3N QR-TCM FHArFL % AN, (5) B2 4 2= 1
QRTSS_XMSS_APopen. (6) QRTCM_XMSS_Sign i
1T XMSS i T2 4, 1% FR 1 Jels 1 1 i i) i 26
(BFRFEHAN .. |RELNE) Rixa SR, Bt h
BEAT B0 AIE, R R D B B DS RS B, AT A
LR NG, WA N IR R 4G P REE. (7) H
JURE B0 AE N 2B ] 5 M, U XMSS %44, (8) KM
244515 QRTSS_XMSS APclose. (9) %M 321k
APclose. £ It, XMSS %%ﬁﬁ?ﬁﬁi‘. AT EAE QR-
TCMIib % %% 1523 T XMSS (19IEsh e, LAEREAT
O B 2 AT 25 2 B0 AR

BT A i 285 N B R 4% B TCM iy 259
e CUBEAT UYE B 2, Nk 1 AR 2.

£ EAEER

Kz

A K %2
(B) A z*lJ ﬁl\_
2 QRTCM_TAG FriR 0x00C2
4 UNIT32 B FNEE ST
QRTCM _COMMAND_ QRTCM_ORD_Xmss_
(i]ifSg 555
CODE command
QRTCM_KEY HAND %4 %4H4]
- - v
LE 1%
R4 5 -
4 UNIT32 v
K
32 BYTE[] 152520 B o

K2 i

lL:B% Bzt 4R ik
2 QRTCM_TAG Frif 0x00C5
4 UNIT32 B i tH A R
4 QRTCM _RESULT IR AR QRTCM_ORD_
Xmss_response
4 UNIT32 LB &
< BYTE[] 4 KA P

4.4 FEBRGSISITE
EPiEFAETEN RS, AVEMH)Z K
T TCM & Fr, LB T L8 75 QR-TCMIib, i#
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i AR % IR K R B R OR, JEFIF R QR-TCM
BEAEEAR. EBLIERE B, RGN RS R PLE T
S TFEIIAE, W LL XMSS AJEREERE RS . B
FTEAE N . se%e bk B R AIE I L& L-DAA.

WA RE TS TR R R G0T T MR,
FERZZAE. AR UE B eI K. Wil R S
fHRCE 40 R ML CPU A 2.8 GHz Intel(R) Core(TM)
i7-7700HQ. 8 GB RAM, #1E &%t Ubuntu 16.04.1.
QR-TCM 4l €5 & Raspberry Pi4b, CPU 4 1.5 GHz
Broadcom BCM2711. 4 GB RAM. % XMSS i fd 1
(2 5 A= I 4 4% B TR] RN 56 40E BN 1)) 94T T
50 YRR, LESCIRIRBE, 2 B RE S 10 () Merkle
PR BT 1.80 s; 247690 1.85 s, B 2L 47
IR ] SEBRZE 44 1627 0.05 s; B4 I8IE T 0.000 89 s;
A KE N 2 532 B. (EFEAE S APfERE Sy s K
1S FH RS T, IR 1 R4 A2 T LA 2 11,

4.5 HEEITEY

(1) FutureTPM

BAVESE 1.2 3 &4 Future TPM #EAT 144,
FutureTPM ) AT XA H T IR T BRI o1
BB 45 . 7E LR LS I Future TPM #4841
F Dilithium H LTI G IBH, BIREBEL KA
0.265 s & QR-TCM HEHUZR 1] 5 fi5.

ot A%, — A B (R . Future TPM (15
A H AR TPM B, JF HH b SeBl i T
QEMU™"), PR A B AEA7 iU J% LLVM© [ fii
AT S R 2 IR H AT AL FutureTPM A
SR T SV 1 B AR

(2) TPM-Based PQC

TPM-Based PQC™" ¥ J5 & T S iE 4 i % Mbed
TLS #HEEFE T, Fe T IA 1 TPM DAL 5 &1 % Y
2%, @I TPM AT AS A4 B ) B A6 TLS $r )
PTG, A ToT B&RMEH R T2 XGAIERE

TPM-Based PQC K H %% 44 5% /& SPHINCS+.
SR AR M i Sk N NIST 26 3 25 & 1 5k
PEA.

TPM-Based PQC 7E Raspberry Pi 3b [ ¥ %55t 2% [
TEBEAT T AR, H SW(SHA2-256)+TPM(TRNG)
128 42 /96 25 37 5 S B &85 FE A S 06 i oA 0 1A
FEZI RN, ST 6 IR 416D 0.230 s, B4 1011E
1637 0.013 5. HiZ45 B AL, QR-TCM #ifil 28 F25 4 4
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i H AR SN A

I — fifs, (HAE 42 30 UE IS (8] B /) 330 48 S 5L I8
HEZE AN, BN QR-TCM I 45 BAaE T EHLF
% QR-TCM K BT %E, 177 TPM-Based PQC X 1E
LB FE A FdTHEE I

(3) Streaming SPHINCS+

Streaming SPHINCS+* Sy %t 52 [R % %Ak 1 )5
B4 E I SPHINCS+HISEBL, SR it AL dan sz
FEAIS T NAE R K. 107 S8 TR I X 1 TPM S
i, FF1E ARM Cortex-M4 & E3T 7 HEREN. Xt
TR AR 5, SEg0-F 6 SR B4 AL TR 7.54 s,
BRI 2.61 .

AR B E ST QR-TCM KA T4, TR 2%
J7 IR T TARIIFEIR AN LI & AT S s 25 55
Jr, HFEHUNA 168 MHz.

(4) Software QR-TPM

Software Emulation QR—ETPM[ZSJ\%}%T Future-
TPM E‘J?ﬁ#ifﬂ,.%&ﬁl‘ﬁﬁT%Tﬁiﬁ%%%ﬁ%
Kyber. NTTRU. Dilithium EL & L-DAA s+
TPM [R50, J5 RAE 15-5257U0 “F & 528 T QR-TPM
BT 28 IFHEAT T B 2 IR G PR R . SR &
- {f FH Dilithium FEBLIRAE A6 0.185 s, 2544 Wik
1637 0.175 s.

ZJ7 ik HE T Intel #3)°F & CPU, HitSH Ik REL
TH BRI &, P A 55 R (I () R4, (E0 2 A
O B S Bl iR A AT 2 25 M (E BUIK. 1 A% 8]
TR AR B %00 2 S VR R, AN FEREUE(F TPM AT
SRR FRY. 3R 3 g T O T A MR R VR
(EE

R3 BRIV ANSS o

% FRTEY AW KRR
g Fa ) T (s)
'S . XMSS 0.50 0.000 89
FutureTPM Dilithi 0265
N ilithium . —
KL S E
TPM-Based PQC SPHINCS+ 0.230 0.013
Streaming SPHINCS+ SPHINCS+ 7.54 2.61
Software QR-TPM Dilithium 0.185 0.175

R 3 I TE) T ARG B a5 SRAE B SR IR 2 &R e e
filg 78 SEBR AR P SR RLAF R F . 75 ZE UL I A1
B RIPUR T RE 7RI 28 )5 B 7 Skt g5k
U1 RSA U7 2842 SH T ik AR R B & 1 T H AL B

oy, SR DR T H 2 T 0 B R U O g A

BEWS 4% Shor SLVATE £ T AU [f) Ay i e, B B8 i i
B FE NPT E ALV, M2 8 RA B TE.
171 Ji5 B 1 BR300 XSS R PRt P AN A8 - EL e 4 P 21
R A, R T AL E A RER DR SR A,
BEHZE LR AGYE TR

5 45

BTN PR AR, XA E TR ROR, B2
TCM/TPM [ 2 1% W8 FIA RO 1™ % 425
W], 5 D0 A e AL 2 v 5 A 2 R e 1)
A5 S RSA . ECC. DH B B4 #e s
E%%ﬁﬁ*ﬁ@?ﬁ%@z%&mﬁﬁ%%, Hoz etk
W AR ARG . AT 5 4% B9 9 L) TE 7 X B 7 e Bk
AT FERI PP .

WAVRIE AT F I EHEAMKRR, 4G PE FHELHE
A $E T —MEA MR T E T R R &
ISR T — T TCM S A PR T
J& QR-TCM, B TCM i@ Tife, Ja@idfEH B
PR T ER IR, AR T HEIEK
diff e A, I HEA W DU Z IR RE T 4. At Fi3d
X AT AE B A AT A e, A HAE AN B35 PR A
A VRSO SR KT E T Bl AR T, AR SRR
TESEILE QR-TCM B R U6 T HR LIS %
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