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Improved PBFT Consensus Mechanism Based on Credit-Layered Mechanism

DING Ting-Chen, CHEN Shi-Ping
(School of Optical Electrical and Computer Engineering, University of Shanghai for Science and Technology, Shanghai 200093, China)

Abstract: Since the existing Practical Byzantine Fault Tolerance (PBFT) consensus algorithm applied to the consortium
Blockchain has the problems of poor scalability, high communication overhead, and low efficiency, the Credit-Layered
Byzantine Fault Tolerance (CLBFT) consensus algorithm was proposed. Based on the PBFT, a node credit score rule was
formulated. A mechanism based on credit-layered was proposed, which divides the nodes into four ecategories, to enhance
the initiative of trusted nodes and reduce the participation of abnormal nodes in order to achieve the purpose of good
system operation. The experimental results show that under long-term operation, CLBFT can reduce communication
overhead and improve system efficiency. . '

Key words: consortium Blockchain; consensus mechanism; PBFT; _CLBFT

X B R J5 L RE Bk ™, £ AR 4 VAR E RSB AR 2 — P,

A A, 73 25 LA 51 2% 52 FIWT 9T, Blockchain
S O ARG, EUA B e A MR A B,
2 R 5 A . N T R B T LM A
B AR B0 VO VE 2B T 5 ) L, X B R
R HEOHLRLE (S SR A R, B AR A X
BRI BTG, SESLRIAD SO0 A, SeB
AR G (X B 1 RN N 2 Bl A KA 2 10

ON B L R DX B P 2 T 5. LUy
A X B A B A ML, e o S X B A 25 44 O 41
ER LR (R S (6 U TR LA Ll (P SR
AR, FAEMR KT RE R IR, B & & A& 20 1Y
K&, AHEER T HEMNERERI NG . Bl LUK D5
(etherum) T &5 & — AN AT G FL 1 X HRBET- 51, 76 &
G AsEE A RELED. AH KR

O HETH: HxR HRRIERE S (61472256, 61170277); -3 T K2R & JE 34 (16KIFZ035, 2017KIFZ033)
Foundation item: National Natural Science Foundation of China (61472256, 61170277); Science and Technology Development Fund of University of

Shanghai for Science and Technology (16KJFZ035, 2017KJFZ033)

WA ] 2020-01-20; A& B TA]: 2020-02-25; K FHIS [A]: 2020-03-24; csa 7528 Hi RIS [A]: 2020-09-04

Research and Development fJf 7S & 255

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn/1003-3254/7592.html
http://www.c-s-a.org.cn/1003-3254/7592.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.007592
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

2020 4F 529 % 591

EEP MRS, KA EHEMNEE, AT L2
ANAEEIE HLUT ) B0 DRtk A A BEAE LR — 8 1) B,
BRRARN 22 4 Ml AT B (s, m Sk 220 O 7 S A
PRI P B B FAFD B s, St T R BB, Jhrh,
Hyperledger J& £ $iL [ 16 B 4 2R 451, 106 B B 7E A b 2
YL ERT 2 D). FEBE B X Bt op, U2 Ao iF
B AT RE Vg 1] P 2% . (R, 106 B IX R mT DAAR i b 5
FRAMV N R, HRAE A FLRIEUR IR S5 2 R H.

LML 2 X HBE A% O, XEUEE A PoW T PoS
SN Raft SLENY, PBFT B9k S 3L R, — %
TEOL N AFAEFE o5 2 M) T PBFT Bvkfg v, 7 o5 iz =0
WA AR B A T LSS AT R A T 30 e e
AT X HeE R G B R g SRR ), VR
2 AR R AH A H I, AN i LI P AR S AR AR
R I, JEIRAE SE BRI S i L. PBFT 25— 1A
SEBR S IF R B, RS s R G A
FE o i M () L AN i PBFT JCVEAE SRz e
V7 REFH, EAPAEA TR, S5 TR K, A A ] g,

BRI R 55, AR T —FhE T PBFT
o B — B H L, #RON CLBFT (Credit- Layered
Byzantine Fault Tolerance). % PoW FLiRHLHIHIfE &,
B T5 FH AR AN A 05 A, BT RS A ) R Al B
SRR, BAEKIIYERE R G R IFiaAT. i X s
%, TR R @S 58 KRR, S sw Rz
R IR, $5 5 R G 2 A RN R

1 PBFT
Castro Al Liskov £ 1999 £E ¢ i /) Sz FH I 7 |5 g

AL (PBFT) # A N2 i w2 o B s 2 [l i o

2. PBFT 2 N1 R G h AE R o B2 ik
B 5 AT I RS B — BRI ), R (R B R 4t 0E
JEH, 24 7R 5 R TR BRI, B
n A/NF 3F01. PBFT B3k £ B 45— 8t i, ALK
P4 b R 2 SUPR S 3 AN 40
1.1 — B

—E MR PBFT S 1A% 0, 1 BEE H 2 1%
UE X BBt R g (5 B IE B AR [H]. 78 PBFT &k
AFAE P iy (client), FE 715 55 (primary), M1 & (replica)
3R . B e FEAEH M E T SR IEE R
<REQUEST, o, t, c>, o NiE R I BARIAE, ¢ AEFATE.
F T mE I B 5 DA R B ORI E, T
AR p=vmod R, v RALEIG S, |RIZ T A

256 W7t JF K Research and Development

N, p R FN AT ET AT AR AT A
Z 55L T E 3 ARG B THES I B (pre-prepare).
HESF B (prepare)s AR BL (commit).

1) TRHAER B E T SR 3R P o ¢ BIE R, &
FHERRE R, S IERAE R EATHER, S n. 285
FAT R R G AR 5 — 25<<PRE-PERPARE,
v, n, d>, m>J4 5.

2) HEAE BB 15 RO A3 B TR % T B AT
WUR R S A S, U'\Ui&)\‘/ﬁ%fﬁ&, IR 1) HoAth 7
B (BHE AT 2 | <PREPARE, w, nyd, i>7H 5.

3) BB B 2R S 2+ 1 Al SRR T B
i 1 5 BB RO T DA B, 45 A 16 (0 45 7
P IS Al 7 % 3% <COMMIT, v, n, D(m), > 5.

K12 — IR — S BSOS AR, “Client” 2 % 7 b,
“Primary” /& 3717 s, “Replicall”. “Replical2”.
“Replical3” & 3 ™M 1. B “Replical3” & i [ 7 &,
RG] LIS — B .

Request | Pre-prepare | Prepare | Commit | Reply !
1 1 1

I
. 1
Client \ ! ! L L %‘7
1 1 1 1
Primary . : - '
I

B — e s A
12 MERHH
PR 0 B S 2 5 R, 4 R R
SR THIP. | AL 1A, Y
R b, WL B, WL S 1 B v, B

Replical

Replica2

Replica3

B, R GE0CE MR SR A Al 58 B — N X
YLt Rk T 746, 7R 2 i8] 7, N BEA W H 1
Fi[P) Pre-prepare |, BUELE R 2 I [8] T, WikA A4 R%
B X e, Horp T<T,. BRI iR S A e o —
A2 fih e AL O 0. 9 T PRAIE R S 1) IE A VRN
— M, WD) AT AR AE BLIEAS . View-
Change 1) TAE A2

1) MBI W OT 8 J5, T s AR v+1, I
BT A 1 s # View-Change 74 2.

2) BIIAT AR 2771 2% (B34 H £r)View-Change
HEJE, AL v+ T RUKIE View-Change-Ack
R, B ETT SR View-Change-Ack ¥ B F 3N

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20204F 55294 5591

http://www.c-s-a.org.cn

i H AR SN A

New-View F B

3) HTI AT R R A SR N New-View 1E 3K 1]
AR, 2R 5 AR 8 A M BB 422 204 BAT — B .
1.3 HWE LN

IS R, TASERKENHE, RaGK N
BAT TS KRGS A S r /e 2
AN RS BRI, B i HRIE ) H B S,
FEAR RGN AT A, LT il T B By e 5l Y 4% 117
R A AT s FE, e KRG R8T, R
Checkpoint Fr3C & B TAE, & /AT S — 2k
Jo 18 bR 4 T B R E 1.
1.4 PBFT Z7ERYE)RE

BAR PBFT Syt X e 1) 0 P RE BB 1R K,

ERAEIRAFAE BT K, ¥ E 2, 2R AR5 )t

26 PBFT S —Fhif o b ikt Bk, AT
AR A 5 25 DA R AT 25 PR 1K, 5
SUNNE FICES Y 2 S G RS el Nt
ISR, 3L, PBFT S0 7 2 0 SIS L AT FF
BEAHEIER. {5 N AT ELIISE R, PBFT 815 1R [
SABERRO(N2), it =W B2 e B AR O8N
AN(N = 1). 815 R ek, 24797 m ol — e B,
PBFT Wl MR fE 2 SR N BE. B A& PBFT Sk £
TR R, SRR SO (8, B R MR,

2 BT RSB
PBFT Sy i IR B R ARYE 5 1
FPAR AT 2 3745 5, I LG (00 379 s B0 T 56,

HERUER G 2 A Ve, PO RIE 28 HOR I ET

RAFAE T S AT BRI AR K, MR BT SR
Tk A0 P T e B A T A 3 Y s, 3 K B X B A 4,
PR T RABHCE. $i%ﬁﬁ{§ﬁﬁi¥1ﬁq$ﬂ”ﬁﬁﬁﬁﬁﬁlﬁ
PBFT 3% 1 LA ik, #8144 T CLBFT 3£iRHL#I. CLBFT
B R

1) il e (5 AR 43 B0, PPAS T S RS,

2) R HEAE AR 0 X7 s db AT o g, s BERAR T A
Z 5 —FUWEY, $EmET S AT

3) fE G m BB A A, RO BT
X RGISAT FIWIR, 1 IBAE T, 1R = R A RCE.
2.1 ERP KN

TE S C AR SIS ARy, 49 R B4E 90 K1)
SN 4 ANEH: AL By C. D. RIII B S S A

9 Coomate I 15 204E .55 71 104 9 8005 P43 2
W3 IR 15 S RGBT MK B
U A2 AN 1 45 7 R s A U 2 X e
U3 AL 5. 15 EE CoomaiSCr<Cooa X A1 TS
SR B, IS LA ST 0 A 0 P
KF Cyooa B, B C>Conq, H#LAS FILLI I A; 15 A
9 Coud=Ci<Coomma . T 2L LA N9 C: 24795 21O 5
FHEET: Coag I, B C= g W5 L HOFEFIZEH A D. s
SR A R 2 R, |

B2 & APIRES 7 4

WA A5 I O3 R0 WORs 17 R 22 DU SR, B3R5 A
e e s A T \

BRFIRIBUIR. A 259 200 220 g, 00 5 L7 19
RLHUOR B IR, 2 AT RO R 5 HE B AR

1 P 20 0 A3 A 1L 40 1, (ELAE R T DA
NN RS 5 X BSR, D 2875 55 GO KRR, ARE
Z 5IR. BUR 73 A RERS KRR R 9 i B,
111 ELAT 28005 3% 5 RN 1 L A RO R
T 2 53R R (3 5 R AED View-Change 22
BERHL, B RGO, AR 1 X1 RUBUR.

K1 TREBIRS R

12 ) LA T 5 AT AT 05 AT T R
A N v N
B X v N
C X X N
D X X X

2.2 CLBFT #iR537%8
CLBFT Hk R fEan i 3 pros. B 56, MRS A
A3 P BT SR AT 2 . A A R UCRY FE B R

Research and Development fif 727 & 257

http:/fwww.c-s-a.org.cn

© TEREBIK R


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

2020 4F 529 % 59 1

zCT, Horb CT R & A i I, 2 8 R 8 K4 &
b R ORI S IE I R 2 SRR IR 2CT 3
B RUE RS, 3T RS R 0 AN R G0 28
Ja, AT R AT A R BORLRR, A7 A BEAS R FR) 49

ARGy, S m B2 A RE RGO, BEANES
A A A PR RBREUESG T, 25 31 g, &
IEET AR R L. BEFR, EN RGNS S —
BOME B, JF MBS P DU W S R T AR
View-Change H 3 B 1) AN BE I ik 25 A 0BT, i
SO I, S T, AL v+, I AR R X
BHNIXHREE. f5eJa PAT ESOEE R 22 P (Checkpoint)
B A IPUAER) H BT B, BRAR SN AT,

CHE D
| st s x|
T
| bt o A e 1 |

N2 F

| s

| BT 2 i |

B3 CLBFT {ifEEl

3 PEREM TS S

PBFT 5920 545 i BUBOR B i, A2 AR 2 19

L K 93800 245 0. IS 77 13 2 ke 1) 40 2
AFE 2T AU AT RE VR AR OK, SR I D) 48 b WU 2 i
PR BT 46 300 15 TRAN, A T R GEAE. ASCHR HY i
CLBFT 5% 2% PBFT ARy okt il sE /5 A #i
T, VPAS T R FARAS . AR AE ARG X0 rUdkAT 4 41,
TR S 5 — S, T SRR 32 PR, $8
MDAV, TERTE T SUB B 3 R, B R
RGUSATIREIR, WD IBE T, FEm RARCE.

it B — R BRI ) Y R G AL BRI S AL,
& 1SR ROR T RGUR S R, A3 S5 B 1 R
A5 RE D). TEIX B i, — R A28 58 TPS
(Transaction PerSecond) K37, Hll:

258 W7t JF K Research and Development

TPS = transcations|At )
HH transcations 3R] N RGEACHERT 580, At A

H P ).

RYRE{FELE N Inter Core i5-7300 CPU, 8GB W
7. Linux &4:7& Ubuntul 6.04, 124 Hyperledger Fabric
VI R 20T 6. SR £ AT 4 A Rt
7.
3.1 BAESR

B4 ZA 510 1 RO m, R RE ML ) i
HIRER Jy p (p 7 P34 0 A WL IR o S
YR o5 L), g B TS5 BB R

PBFT B it BB 3, 35 b 1 52
APERO(N?), TBAEIHN 20— 1). YIS 13
{E AN -1). FTLL PBFT 75 p % F R AL
¥l E ) RBE R BT L5 2n(n — 1) + pn(n— 1), B:

w=(p+2)n(n—1) ()

CLBFT 4 Fil 5 i1 43 G b WA 2808 0077 452 4
PR ET A, FERIRAER T A 2 535, CLBFT
FERAEMEVIRIOMEERA p, pr<p. 15 H A
MM iR, R G — A R A AR
SN AT AN R RS, SRR B B R4 HA
WAL BT HEAS BN (n-1). BTUA CLPBFTHVAAE
oy MR T 52 AR 00 0 D B REOH: 2n(n — 1)+
pin(n—1)+n-1), Frbk: ."
w=(pi+2)n(n—1)+@-1) (3)

\CLBFT 8 3 B 5 A0 i, B4
SRR LA R M, W04 kK ARG, T L
pr<p. AEORT LA RO (N2 )JBAS TR B AR A
3.2 HEEMEK

] 4 B, PARKR A R G, BAKR N R G005
IRl FRGEUEE 100 AN A, BT A B AL MR
TBIE 33 AN, AR RAHT A 0 AT 3f4L, OB A,
L% PBFT Al CLBFT f 7 ik s il i 6] A5 4k 75 & H5 0
FEl N, PBFT HIRCREBEA RIS FE p R AR 1. B
RYGKWLEAT, 3£ T35 M 4% 1 CLBFT 554 b2
B RGN TR B S R kK R
1§, 9 SR T I, VLRI U B2 R I,
AYeRa s MR A BT
33 BIEFFHRIT

TEE S oh, AT 9 [X BT 2 B — Uk 3@ A5

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

20204F 55294 559

http://www.c-s-a.org.cn

i H AR SN A

B, BEALAR O RGP I RUE 9T A I E 20,40,
60,80,100 EL# PBFT A1 CLBFT Fifi %5 75 s 4 £ 3@ {5 A%
k. B RGEN T ARG N, CLBFT J# {5 45tk PBFT
RN, WIS BT,

120

110
1)
& 100

90

80 1 1 1 1
0 20 40 60 80 100

Time (min)

4 PBFT Al CLBFT ) TPS B} i) L2

x10*
20 F -
————— PBFT y
2 —— CLBFT
215t
] ’
> ’
=} 7
g .
2 1.0 | /
Q ’
‘g
= .
=
£ 05 | 2
o P
@] 7
O 1 1 1 1
0 20 40 60 80 100

Number of nodes

& 5 PBFT Ml CLBFT [t 5 sl £ @545 1,

4 5

AR, X BUEEAE 2 AU H 28 AT ME R IXEREE

7 b 2 R 30, AT B A B B A S ) S R AT ek AT
Fi BAZ LR, %ﬂa‘ﬂéﬁ{ﬁﬁj)ﬂ W, A SE R
i REZR A ST (PBET) A7 (ERL AR B0 %, RG0BA5TT
IR, KR SN G R G0 CRME F 4% 3L A iR
H 7 —F3ET PBFT 5k () CLBFT Bk, W B sk
TAE R B J7 8, Y5 SAE RS BRI 77
FRANE B, PGS A2 5RO, WF
RACE G A T AL ST A B A R Pl A5 TR URTR 2. O LA
REW, IERFEKWIZ1T T, CLBFT K T KRGS
THH, T RGRCE.

S

1 Nakamoto S. Bitcoin: A peer-to-peer electronic cash system.

2

oo

1

—_

14

15

https://bitcoin.org/en/bitcoin-paper. 2008.

PRIAEE, B RS, XM, —FhEET-(5 A S0t PBFT bt
B, THEALS AL, 2019, 36(9): 2788-2791.

KT XHUBERLIECT 1) S RN T BB A R 7. 244X
2%, 2018, (22): 144-148. [doi: 10.3969/1.issn.1007-9378.
2018.22.060]

E 5 T R B Y XSS L IR LI AT [ Aoy
R3] I #4F K, 2019.

Liang XP, Shetty S, Tosh D, et al. ProvChain: A blockchain-
based data provenance architecture‘ inz“cloud environment
with enhanced privacy and availability. Proceedings of the
17th IEEE/ACM International Symposium on Cluster, Cloud
and Grid Computing" (CCGRID). Madrid, Spain. 2017.
468-477.

OB, 2 PR, F5 ). —HhEOR PBFT Sk (A LLA Y
FARLA B 7T 5 SEBL. THEEHLN TS 3K, 2017, 34(10):
288-293, 297. [doi: 10.3969/j.issn.1000-386x.2017.10.051]
PSR, He Tt PBFT S0 1) X ekl R R i Th 5 5
[ LA S ). AR B OR 2, 2019,

BRwr U, SA0E, KA, & KEUBEROR: 8k Kb R, 1HE
L2, 2018, 41(5): 969-988. [doi: 10.11897/SP.J.1016.
2018.00969]

Hull R. Blockchain: Distributed event-based processing in a
data-centric world: Extended abstract. Proceedings of the
11th ACM International Conference on Distributed and
Event-Based Systems. Barcelona, Spain. \2017. 2-4.

sk, XUERE, SRR, 5. XHBE SR GA. TSR,
2019, 45(5): 1-12. | o "

Ongaro D, Qus%erhout J. In search of an understandable
copsensué algori;chm. Proceedings of the 2014 USENIX
Annual Technical Conference. Philadelphia, PA, USA. 2014.
305-319.

Castro M, Liskov B. Practical byzantine fault tolerance and
proactive recovery. ACM Transactions
Systems, 2002, 20(4): 398-461.[doi: 10.1145/571637.571640]
Lamport L, Shostak R, Pease M. The byzantine generals

on Computer

problem. ACM Transactions on Programming Languages
and Systems, 1982, 4(3): 382 —401. [doi: 10.1145/357172.
357176]

Thai QT, Yim JC, Yoo TW, et al. Hierarchical Byzantine
fault-tolerance protocol for permissioned blockchain systems.
The Journal of Supercomputing, 2019, 75(11): 7337-7365.
[doi: 10.1007/s11227-019-02939-x]

Wang YH, Cai SB, Lin CL, et al. Study of blockchains’s
consensus mechanism based on credit. IEEE Access, 2019, 7:
10224-10231. [doi: 10.1109/ACCESS.2019.2891065]

Research and Development ff 78 7 & 259

© TEREBIK R

http:/fwww.c-s-a.org.cn


https://bitcoin.org/en/bitcoin-paper
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1000-386x.2017.10.051
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.1145/571637.571640
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1007/s11227-019-02939-x
http://dx.doi.org/10.1109/ACCESS.2019.2891065
https://bitcoin.org/en/bitcoin-paper
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1000-386x.2017.10.051
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.1145/571637.571640
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1007/s11227-019-02939-x
https://bitcoin.org/en/bitcoin-paper
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1000-386x.2017.10.051
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.1145/571637.571640
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1007/s11227-019-02939-x
http://dx.doi.org/10.1109/ACCESS.2019.2891065
https://bitcoin.org/en/bitcoin-paper
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1000-386x.2017.10.051
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.1145/571637.571640
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1007/s11227-019-02939-x
http://dx.doi.org/10.1109/ACCESS.2019.2891065
https://bitcoin.org/en/bitcoin-paper
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1007-9378.2018.22.060
http://dx.doi.org/10.3969/j.issn.1000-386x.2017.10.051
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.11897/SP.J.1016.2018.00969
http://dx.doi.org/10.1145/571637.571640
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1145/357172.357176
http://dx.doi.org/10.1007/s11227-019-02939-x
http://dx.doi.org/10.1109/ACCESS.2019.2891065
http://www.c-s-a.org.cn

