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Model Based Web Application Second-Order SQL Injection Test Suite Generation

YOU Feng, WANG Wei-Yang, SHANG Ying
(College of Information Science and Technology, Beijing University of Chemical Technology, Beijing 100029, China)

Abstract: SQL injection vulnerability has been the one of the most problems that threaten Web application security.
Among them, second-order SQL injection vulnerabilities are more subtle and destructive than the first-order one, and the
detection usually depends on the tester’s prior knowledge and experience. At present, in the Black-Box Testing scenario,
there is no effective detection method for the second-order vulnerability yet. Utilizing the idea of model-based test case
generation, in this study, a Test suite Generation method based on a Client Behavior Model (CBMTG) is proposed to get a
test suite capable of detecting second-order SQL injection vulnerabilities in Web applications. In the CBMTG, firstly, the
mapping relationship between transitions and SQL statements is established through the execution of the initial test suite.
Then, the topological relationship between transitions is established through the field analysis of the SQL statements.
Finally, the final test suite is"geﬁerated under the guidance of the topological relationship. The experimental results show
that the method in this study performs better in most Web application than the state-of-the-art second-order SQL injection
vulnerability detection methods.
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B B2 SQL A if)iE Ay I B EUE # 1) SQL B
FZHE. AR SQL EAEIE TR, N R 5N
PN B, 2 FH P BN 110 50 R i 2 el A N B
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SQL 4], b} % SQL A (1) 1E # 2 48 4 58 0. AR
fith 1 FOARAS 2 JoR T —A Web I H s n -5 5 57 H
FE B RS B BT & 1 = SQL AU .

X5 1. addUser.php 1

1. Slink=new mysqli("localhost", "root", "root");

2. $query="INSERT INTO Users VALUES(‘?*, <7, ‘?°)";

3. cmd=cmd=] ink3>prepare($qurey);

4. cmd—>bindparam("sss",cmd—>bindparam("sss" ,usemame,$password,
$emai1§;

5. $cmd->execute();

{45 2. updateUser.php

6. $query="SELECT * FROM Users WHERE username=‘?" AND
password=*?"";

7. result=mysqlquery(result=mysqlquery(query);

8. row=mysqlfetcharray(row=mysqlfetcharray(result);

9. usemame=usemame=row|"username"|;

10. email=email=row["email"];

11. password=password=_POST["newpwd"];

12. $query="UPDATE Users SET username=‘$username’,
password=‘$password’, email="$emal” WHERE usemame=

‘$username’";

13. rs=mysqlquery(rs=mysqlquery(query); )

{E addUser,php S AR 1A/ 9140 13 385 ) R 4
F A5 S48 NSO 2R, 17 A3 &S 3 SQL i 4. H
T DBMS 2533 5 A7 745k i ¥ SQL ¥4, 1E B3 i
SN 2R EL 28 52 A, T RHOE RO SQL B A
PATZ 4R, BT DL Bl 2 il 77 1 Re 8 A7 200 B 48— By
SQL 3 E AT ;. 5K email i A\ ~N<123° WHERE
I=(updatexml (1, concat (0x5e24,(select password from
admin limit 1), 0x5e24), 1)); -- ”, 3% =&l N 4 17
NEHE 2 1) “users” & W1, 7F updateUser.php X4+, 6-8
AT AT 5 FE B WS B N users R EUH FH 5 BT
TRAF B N AF R, 7258 12 TR T A A B FH P 45 B ahab )
A EHTH P B SQL 154, T BTEEHE FEHh email
AR B HE, R ) SQL 15 4) y“UPDATE
Users SET username=‘XXX’,password="XXX",
email=123" WHERE l=(updatexml(1, concat (0x5e24,
(select password from admin limit 1), 0x5e24), 1)); --
‘WHERE username=‘XXX"”, % EH) S lid #1715 S
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SQLs. A T ARUE CBM L[5 — AN % & Be i S i
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WA B4R, IF B, N 7 3RIE B IR A
SQL & H) LA K ARUEFE 7 IR 1E 5 32 4T, #1468 A 3]
% K BB L.

AN B A i R e AN IR PR AL 7,
BT A CBM 1] start 7 s T 453 £ 3585 BL 25 1) exit 5

e, WAL AR FR VRO (RS, IR
i BB PR 191 T A S 7 2 2 A a8 R 1
o BRI, ) 26 A% U P 91 F 5 A R, ELE) CBM
B R A s 4.

DT RE - FOR AT AT AR 4% R Sk, LRIk
BB 0L A, AR T Aok 4= AR DR A1 i R 9
LT, WAL ST R TR, LR S AL
A AT P 914 FF LA 35 B CBM th BT 8 1
i B % AT AT AR, A SO 4R B o 2 — BT, L
% 0 BT LSS 00 BV SR AR 76 SRARL AR o, 4 1
SR R 2B T A R 5 R, A e
YRR AT YRR B 5 S I P TSEA 1 AT

ST 1A P ) S A RO, L
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HEFEIE RS, itk A SR 1.
ik '1.‘ T TR 1614 P
iﬁﬁ){: CBM<S,T>
b M 14 C

1. Array outgoTran[][]//store all outgoing for each state
2. Array outgoState[]//store all outgoing for each trans
3. Array C=0;

4. while not allcovered(T) do

5. Array transList=0;

6. nextNode=‘start’;

7. while nextNode!="exit’do

8. nextTrans=selectByTimes(outgoTran[nextNode]);
9. transList.push(nextTrans);

10. T[nextTrans].coveredTimes+=1;

11. nextNode=outgoState[nextTrans];

12.  end while

13.  C.push(transList);
14. end while

15. return C.
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SQL i3] 5 NAH A (¥ SQL &%), I LAMR L FRITAR,
HIVxE A LA R R A AT R 2544 1K) SQL 18R] AR Y L
Z—, RASFENITRE XS B SQLs. fir UL SOLs &t —
A~ SQL 1EAJ#BANAHIE. & 3 J&7m 17— SQL @ i
7. FEATE 8 literal 17 sl i) 71 i 00 R, A
AR, P4~ SQL AT 5 4 AR

[SELECT*FROM,,, WHERE, ,,,,=? AND password=1

’SELECTI|Select_list||FROM||Table_list|WHERE [Where_con(i

lIdentiﬁerl lIdentiﬁerl ’Identiﬁerl |Litera1||ldentiﬁer| Literal

Users| Usemamgl Password|

B3 SQL fittfrit

FEASCH, SQL B ) A fil & — [ SQL 33 A A 1
W R AT U 2 7~ o SQL 1) 2 18] AR % &R,
MR G Z ] I AT B AT 2. SQL iR F)
Z AN R 58 LR

TE S 2. W sqly NEEFBLE a 1 select 257 SQL

WA, R o NK AR, HAFAE S — 4 insert 2k |

update K SQL A4 sql, LA a 1 S8R F B, MIAR
sql, AT sqls,. g .

FENR B4R R, ST RS Web S F AT #RAF 1)
BN, AT Y SOLs 2 AFAE gt e 5, B —
ANIERE NS N £ A SQL 1 A), ASCHE LAl [ TS
Z A AR IO R, 845 24 B A AL 7% 2 TR R AR O SRk
TR E, BT SQL i) 2 A B AR 0 R Bl 2, A
& SOTH 2 [ AR OC R U .

5E X 3. WITH# At) TAFAE SQL 1 5] sqly, At
1E1E SQL B 4] sqly, #1453 sql, W T sqly, WIFK ¢, A
T 1.

ilan, IEF% ¢, XIS SQLs 4 {select name from user

where id=‘userlnput’, update schoolinfo set info=
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‘userInput’}, iIL# t, 5B SQLs N {insert into user
(name) values(‘userlnput’), select info from schoolinfo},
FEZGIFITRE 1 WRLT 1, RIS 2, T ¢,

FETE L2 1, TR AR A R SR DL RS
FAF B BRSO, AT LG 75 5 pR I e
R B PR - B, 7 BE 2B A M) information_schema.
columns JRFREX.

4.3 Topo B4R

CBM HE R Al MR 5 BA Topo B HITE K
F1%, Topo BIE L F. L %

& X 4. Topo B F N e <N, E>, Hrk
NCT, E BB MR AR 4, E A e %
T <heads 1> T theads fat EN.

FA ) —IeH <theads tair> RN Ly WIT theaq. W
Kl 4 FrosZE 1) CBM BTt Topo B, Bl
W RRRITR, WRRKOCR. 7TLLE H CBM HH)
by, ts, tg, t7, tg THANFE Topo B, IX A R A IX BE T #2 1
K5 HARIT R = KOS &R F5E | Topo EIHRH4F—
XA DG R R R A T il R — By SQL VEN R #2
A R A2 (R ARAT I

%

K4 Topo

5% 2 7 Topo B RUEE DN ARRY. 755 5 17,
5 P8 T B SQL-parser''® Sk #E47 SQL & A) (IR HT,
SR BT B A SRR S (% L RFFEEH T 4.2
T SQL 1EH) £ TURERAEH). EA— AT o] XS B
ZANANFEZEAL SQL 1E 4], MUA SUIE I storageAttr >k
13K insert Fl update #AE 1) B, usageAttr Ridx
select #AE I 7B, SR f5 1l SR 9y 3 (138 R SRR A3 1T #
Z ARG &, HO R BRE A ) 16 4T 76 12 /79 %
AT A TR AN Topo FH, 18 14-20 47 AW e 4]
HIH O 2R, B AAE 21 17 M\ Topo B M B A FEEAE
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% 2. Topo EARK

N A LR H X SQL 44 SOLs[][]
ik #i4hEl Topo

1. Topo=obj();

2. foreach sqls in transSql do

3. topoNode=obj();

4. forsql in sqls do

5 buf=parseSqlToObj(sql);

6. if buf.type=="‘insert’ || buf.type=="update’ then
7 topoNode.storageAttr.push(buf.attr);
8 else if buf.type=="select’ then

9 topoNode.usageAttr.push(buf.attr);
10. end if

11.  end for

12.  Topo.addNode(topoNode);

13. end for

4. foreach nodel in Topo.nodes do

—_

15.  foreach node2 in Topo.nodes do
-
6. ifisIntersect(nodel.storageAttr,node2.usageAttr) then
17. Topo.addEdge(nodel,node2)
¥

—_

18. endif N
19. end for .
20. end for

21. Topo.delAloneNode();
22. return Topo.

4.4 MK AHIEERK

N R i B SQL Y N IR 06 E A, B A
FHER L Topo BIH ARG R, 52 132 F 491 4
il AL X Topo B H AT 2 — Wkl o< &<ty 1>, 1
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5 Jro. e 2 (R I ul ) 4 A — AN Bl 1 (0 e
b, BRI e P I B FF A A7 A 1, RISt
JRHBY 3 $RAT 15 00 368 3oL R0 2 A LR, i DLIE RS 22 1]
A7 AL A ] 4R L3 AL AT iU BV AT

9 ik A R, A D 81 L FD i A A N
NP ) R —BE LT, Web RLATIE 2% F PN
BEATIL U8 AL SRR, XA A\ R e
PR SR T AR A AN 2 B AT, B0 BRI AEL T8
AN B Hrk (K H A, B DA B SE e e ) B 1)

H ATXT SQL JE ATk (¥ Bty [y & kAT Dy 3 i 07 i —
oy N LR RANGIRG . SR B, S g
P, AR, MRS d S FIRFT S, HTTP
SRR, PLRIX SR 7 s LA U R A SR
O T AR ey R B S AR AR, B A R A
AR a2 (BNF) T AT 08,

prefer Trans HJ4H16 4 Topo FEIH S 01T
i 44 outgoTrans [][18 CBM HURA AT

R HIER S outgoState [ CBM
AR R H FRIRE; edges [114
Topo P F AN 15 8 B IL M &

Topo Bl R 5H RKbhric 172

NG

El

transList=¢ ,
nextNode=" Start’ , isNew=False

i transList

=

3 nextNode!="exit’ «—

=N
E

5
WA e — A
JERAEN nextTrans

=]

2
Ll outgo [next;lode] rh %P
REUR D L AE N NextTrans

M preferTrans =B |
nextTrans, 371t
Topo P&l 5 A

nextNode=outgoState [nextTrans],
#% nextTrans B TransList 1

edges [nextTrans]=¢? S

G

B edges [nextTrans]

TR B2 1 b R,
U RN JE 90 NIH 3 R B
N3 preferTrans H1

K5 IEREEREE

isNew=true

0

5 SEESVEAN

N T ARV CBMTG ZE46 — B SQL 3 EA
TR TR RE 7, A SCHE R NI A )

(1) CBMTG £ % e A JOHAS I H Web N H
I SQL VENII, 5 4T AT 72 AE s R anfer?

(2) CBMTG 1 ] Topo A 75 fe A #tfs S 4
X B SQL A N\ Jh e Fr - e 4] 4 2 2
51 IWMRESMERE

AR 1B 4 ANJFIE Web AT T
SEEG, X4 Web B IE A PHP 1F 9 5 v A, H H.

Software TechniquesAlgorithm #1F4 AR 5% 149

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20204F 55294 55 8 1

DL MySQL 1E A% . 128 5 H #R 7] LA Sourceforge
IR F.

* 1 HINET
P FEF R/ (Byte)  CBMAHZY K/~<S T>
SchoolMate-1.3 5085 323 <38,75>
addressbook-9.0.0.1 3898 299 <20,30>
phpaaCMS-1.0.0 1843 117 <37,69>
Webchess-1.0.0 484 743 <14,36>

T SEIRHRY P R, TRORBI TR SR

SLIGIREE U1 R . CPU: Intel(R) Core(TM) i5-3 470
@3.20Ghz; 1 1#: 8 GB DDR3; #:/E £ %: Windows10;
W 2§ Chromever.78; MK 13447 T A: Python3.6.4+
selenium3.0.1.

52 ZLWLHER
521 JRiRGE

N T PSSR IR AT BE VT, ASOR CBMTG
55300 [11] T HI2ER 7 i BL K% RIPS T EE4T T 5t LL,
X PIRR T v EORTRS I B SQL vE N IR i R 7
5. RIPS /& HATACA P RERL I —Fr SQL ¥E NI 1A%
ek TR, R A T 30HR [9,10] HHIE&TT L. L6
iR 2 iR,

£ 2 IRk
B RIPS SCHR[11] CBMTG
ALL TP TP TP
Schoolmate 144 1 1 1
Webchess 24 1 0 2
phpaaCMS 3 0 — 0
addressbook 7 0 — 4

TE: ALLZEZRRIPSH S # T iR, TP IR B SEAF 78 FIR R

M 2 AU H, CBMTG BELL RIPS LUK SR [11]
(R T 2 1 ) SQL VENINAR. RIPS 18116
AT 97 KA TR, T A Hh LR 25 1A B
3G % T S A7 E U 203 6 B e S 1) 4307 AL,
RIPS 4 K & 1) 3 BEHE 1 A2 O o — i AN [
FEMEE R AT LA ) RIPS 75 phpaaCMS Fil addressbook
ARSI SR AN AR X RO A BT R AN A,
phpaaCMS #1 addressbook (U5 HA 5 N & I 454,
FEE T T RIPS IERS - TRE Ju. TSk [11] BT
[FREDS SIS A AT I AR, B TS0k R U &
MR PR ZE M) (bhtneZer . “dr 22107 B ik,
FIt LA SC B 13 2% phpaaCMS LA K addressbook
K&t 3. ALK CBMTG A& —Fh B & iR i 7%, fr

150 A4 AR 5% Software TechniquesAlgorithm

- 2

DA 2% FIRE T 5 i AN 2 52 7 VAR I 285 . FRAT 1K
I CBMTG FfA& M phpaaCMS #: H — B SQL AT
T, 32X T B 2 o A ) H ) e R A T
P 57—~ SQL 1B 5], B ARFLE B 1) A7t 31« HL
HRIE R, (B S Az R HAEE B ENTRIR.
522 CBMTG B3k

R T VTR Topo B A 481 A= s (1) F8 =4
F, & fE Schoolmate. Webchess. addressbook %5
3R B CBMTG i)ﬂiﬁ@iﬁﬂiﬂﬁﬁﬁ!\jﬁﬂ’sﬁ’—ﬁ B HLAE
BRI P A1) B 3 AT XS t!:iiﬁ%j. AR AL A RS K
14 (5 5 CBMTG A: sl FH (14 I RE i K, B
za{zjﬁ$miﬁgfﬁﬁiﬁﬁf? 20 Uk, BUT M F A 4k

IR aE R 6 Fron. #Ah AR S R T RN
BN DU 9 A ) I G B . B 6 TR R LR
th CBMTG AT BEATLH Il A ) A 7 v, U B CBMTG
W 1) Topo IR L RES A Rt e S 00K H 41 1 A=
. [R5 A I B 5 f5 R B, BT X Schoolmate
A 3K P £ 4 B K, - BB AL 4K P 491 2 A 1% 8
M ERIRILE CBMTG It A 51 4 58 hn$i, oA
PE K I FH 451 £ B8 4 AL 78 2 (3T BE 2 2 A,
XL ST —F SQL VN U VA MR (1) 2 .

. \
40 | == CBMTG
= Random
35t
3.0
g
=/ 25+t
=
m 20
bii=4
E‘i 1.5

1.0 +
0
School mate (17)  Wechess (4)  Address book (9)

K6 CBMTG 5BEHLIGE A FI5EXS HE

6 45 REH

£ Web M H, ZBr SQL FEAR I L —Fr SQL
VEN IR S HE S I, 72 RSSO0 T, Hnie el —
T R0 A 75 0 R 0 2R T 2 B i 1. AR SR 2
TSR ] AR AR, $R HE— PP TR AT
B (CBM) AR I 56 A2 BT i, A %5 7 3 AT
B (CBM) SEiSLIE R 5 SQL i A 8] (L 5% &%,

© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

2020 4F 529 % 5 8 1

http://www.c-s-a.org.cn

i H AR SN A

IRJESRBGT R Z [E R b 58 &, LIk di T Bl 414
PR SRR S5 R, AR 7R P A I 41
BERENS A ROBAT I Web B2 H ) B SQL VEAIR
. A5 5 St — B it T, 1535425 FE AR BLA T H]
15 (Ll 25 BR AN DRIE A LLIK S48 oy s T A 00 2%
R H B, FRHR R R A ST 20 e B A 2R R — B
EAN LRl E

—_

[\S)

w

W

SE 30k
Symantec. Internet threat report: 2012 trends, volume 18.
Apr. 2013.
OWASP. OWASP top ten. https://www.owasp.org/index.php/
Category:OWASP_Top Ten 2017_Project.
CWE. 2019 CWE top 25 most dangerous software errors,
http://cwe.mitre.org/top25/index.html.
Taylor C, Sakharkar S. ');DROP TABLE textbooks;--: An
Argument for SQL injection coyerage in database textbooks.
Proceedings of the 50th A‘CM Technical Symposium on
Computer Science Education. Minneapolis, MN, USA. 2019.
191-197.
Halfond WG, Viegas J, Orso A. A classification of SQL-
injection attacks and countermeasures. Proceedings of IEEE
International Symposium on Secure Software Engineering.
Arlington, TX, USA. 2006. 13-15.
Sharma C, Jain SC. Analysis and classification of SQL
injection vulnerabilities and attacks on web applications.
Proceedings of 2014 International Conference on Advances
in Engineering & Technology Research. Unnao, India. 2014.
1-6.

nccgroup. Second-order code injection attacks. https://www.

nccgroup.trust/uk/our-research/second-order-code-injection-" !

attacks/. (2013-08-23). -2

Bau J, Bursztein E, Gupta, D, et gl iState of the art:
Automated black-box web application vulnerability testing.
Proceedings of 2010"IEEE Symposium on Security and
Privacy. Berkeley, CA, USA. 2010. 332-345.

9

10

11

12

13

14

15

16

17

18

Dahse J, Holz T. Simulation of built-in php features for
precise static code analysis. Proceedings of the 21st Annual
Network and Distributed System Security Symposium. San
Diego, CA, USA. 2014. 23-26.
Dahse J, Holz T. Static
vulnerabilities in web applications. Proceedings of the 23rd
USENIX Security Symposium. San Diego, CA, USA. 2014.
989-1003.

Yan L, Li XH, Feng RT, et al. Detection method of the
SQL Web

|
Proceedings of the 3rd International Workshop on Structured

detection of second-order

second-order injection  in applications.
Object—OrientedvFormal Language and Method. Queenstown,
New Zealand: 2013. 154-165.

Liu M, "Wang B. A Web second-order vulnerabilities
detection method. IEEE Access, 2018, 6: 70983—70988. [doi:
10.1109/ACCESS.2018.2881070]

Javed H, Minhas N M, Abbas A, et al. Model based testing
for web applications: A literature survey presented. Journal
of Software, 2016, 11(4): 347-361.

Wang W, Guo J, Li Z, et al. Behavior model construction for
client-side of modern Web applications. Tsinghua Science
and Technology. [doi: 10.26599/TST.2019.9010043]

Buehrer G, Weide BW, Sivilotti PAG. Using parse tree
validation to prevent SQL injection attacks. Proceedings of
the 5th International Workshop on Software Engineering and
Middleware. Lisbon, Portugal. 2005. 106—113.

A validating SQL lexer and parser with'a focus on MySQL
dialect. https://github.com/phpmy?dmih/sql—parser.

Tian W, Yang JE, XuJ, et al. Att.éck model based penetration
test for SQL injebtion vulnerability. Proceedings of the 2012
IEEE 36th Annual Computer Software and Applications
éonference Workshops. Izmir, Turkey. 2012. 589-594.
Appelt D, Nguyen CD, Briand LC, ef al. Automated testing
for SQL
approach. Proceedings of 2014 International Symposium on
Software Testing and Analysis. San Jose, CA, USA. 2014.
259-2609.

injection vulnerabilities: An input mutation

Software TechniquesAlgorithm FX AR H% 151

© TEREBIK R

http:/fwww.c-s-a.org.cn


https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
http://cwe.mitre.org/top25/index.html
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
http://dx.doi.org/10.1109/ACCESS.2018.2881070
http://dx.doi.org/10.26599/TST.2019.9010043
https://github.com/phpmyadmin/sql-parser
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
http://cwe.mitre.org/top25/index.html
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
http://dx.doi.org/10.1109/ACCESS.2018.2881070
http://dx.doi.org/10.26599/TST.2019.9010043
https://github.com/phpmyadmin/sql-parser
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
http://cwe.mitre.org/top25/index.html
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
http://dx.doi.org/10.1109/ACCESS.2018.2881070
http://dx.doi.org/10.26599/TST.2019.9010043
https://github.com/phpmyadmin/sql-parser
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_2017_Project
http://cwe.mitre.org/top25/index.html
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
https://www.nccgroup.trust/uk/our-research/second-order-code-injection-attacks/
http://dx.doi.org/10.1109/ACCESS.2018.2881070
http://dx.doi.org/10.26599/TST.2019.9010043
https://github.com/phpmyadmin/sql-parser
http://dx.doi.org/10.1109/ACCESS.2018.2881070
http://dx.doi.org/10.26599/TST.2019.9010043
https://github.com/phpmyadmin/sql-parser
http://www.c-s-a.org.cn

