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Secured Data Sélf-'Destructive Service Platform Based on WeChat
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Abstract: Facing precarious status quo of that users’ information data in social software is easily leaked, we have carried
out a research on secured self-destructive service platform of social software for data. We make full advantage of WeChat,
combining TLS protocol, a self-destructive method based on network and OAuth2.0, an open protocel to allow secure
authorization from the third party webpage of WeChat to construct a secured self-destructive s_c;rviée platform based on
Wechat. We ensure the safety of data transmission between client and server b}"f‘vTLS protocol, take a modified method
based on network as the secured self-destructive scheme for data onithe server side and make the advantage of OAuth2.0
which is a secure authorization from the third party webpage 6f WeChat to accomplish users’ identification. theories and
example analysis verifies the feasibility and safety of this design plan
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<xml> ZH P
<ToUserName><![CDATA[toUser]|></ToUserName> ToUserName T RS
ST
<FromUserName><![CDATA[fromUser]]></FromUserName> FromUserName - }Fji%'{ﬂ{(’f!—l J
CreateTime W B ) ()
<CreateTime>12345678</CreateTime> MsgType news
<MsgType><![CDATA[news]|></MsgType> ArticleCount SCTE BB BRIy 10 LA
<ArticleCount>2</ArticleCount> Articles %R EGHR
. Title : PN S it
<Articles> Description | | & SCTH B R
<item> \ PicUrl . P
4 Url Rl B SO BB R

<Title><![CDATA[title1]]></Title>
<Description><![CDATA [description]]]></Description>
<PicUrl><![CDATA[picurl]]></PicUrl>
<Url><![CDATA[url]]></Url>

</item>

<item>

<Title><![CDATA[title]]></Title>
<Description><![CDATA [description]]></Description>
<PicUrl><![CDATA[picurl]]></PicUrl>
<Url><![CDATA[url]]></Url>

</item>

</Articles>

</xml>
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(6], 06 2048 FE 2 M B o 0 Bl R R Bk X T
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Sk Bl S

RandomKey = Generate ();

CipherData = Encrypt (RandomKey, InputData);
CipherHash = Hash (CipherData);

Piece[0] = Combine (RandomKey, CipherHash, Lengthof
(CipherData ) );

64 R4Gi# % System Construction

For n=1 To <Lengthof (CipherData )/(1024*8)>

Piece[n]= Split (CipherData, (n-1)*1024*8, (n)*1024*8);

End For

For Each Piece in Piece[n]

UUID = GenerateUUID ();

CreateBead(UUID,Piece,ExpirationTime.addSeconds(

RandomDelay.ToSeconds () ) );

Strand = Strand + UUID;

End For

Strand = “SDD://” + Strand;

Return Strand; . \
Hrp SSD (self-destructing, data) Bl NG B R AR
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PESTful Webservice
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MIME

| Hibernate | | Mybatis |
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{H7& HTML CAKH T HTTP (HyperText Transfer
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YEy HTML SCA.
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AL OAuth2.0 HURIFREL, BRE 5% 77 P B 0 25K
28 5, B0 P — $RIRAF OpenlID 1E
BRI SO SR AT AES B 58— KN E R,
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v
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<
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