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Credibility Verification Method and Calculation Based on Application Behavior Declaration

YU Xue-Jun, XIAO Ran
(Faculty of Information Technology, Beijing University of Technology, Beijing 100124, China)

Abstract: Based on Application Behavior Declaration (ABD), we proposed a new method for credibility calculation. It is
based on the idea of “words and deeds”. In the software development phase, tracking module is implanted to extract the
action path of the behavior. Then, we compare the behavior declaration of the software with the action path to achieve the
purpose of evaluating whether the behavior is credible. Explicit and implicit indicators are proposed?for"judgment, as well
as an implicit indicators model based on K-means clustering. This model is app}ied to'the credible calculation of single
behavior and the credible discrimination of similar behaviors. Experiments i:arove that this solution is feasible for
providing new ideas for credibility testing. '
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{
“actionld*:"10000001", / \ “actionId"."10000002",
“"actionMame™:" SHIEMMEES ", “actionMame™: " SRIFHEE| MBS S SN,
“credibility *:"*, “credibility™:**,
"crepercent”: “crepercent”: ,
"click"{ "click™{
L L
exposure”| TR A exposure"[
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“environment":{ \en\nmnment":{
“environmentId®:"3001", “ervironmentld®*3001°,
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“hardware":[ "hardware":[
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“hdd” “hdd"
L 1
TpuTSIZALT, e s "cpu™ TE6543",
“file™:"write”, “hile”: "writa",
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“type"."3", "type""3".
“timeStamp”:"TIME_STAMP" “timeStamp ™" TIME_STAMP*
} }
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*wlﬁ%%%l 173 Hre W 45 i 1% B Spring MVC 22 #)

() Java 55 25 SCHF, AT DASRALAR E 4 1 SCHF, Vi ial 1)
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BRI HFEARAT R & nTE AT N Bt fe PR AL,
FR, X AEAT NAT R S, BRI AT IES 2
(AT £ B A w28, TEATEAT AR IS L B AT
v, B bk, ot il ook B 8 ZHANRIEAT M.
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RS H, P IR B A BN AT A, VTS
FEVFE A RS FEARRIA R T 0.9 DL B X IR FH AR )
BRI 84T 9, WIS FEALE 0.68~0.90 2 [H].

FEXRT AN TABAT ARG S, AR, 53—, Xt
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© TEREBIK R

http://www.c-s-a.org.cn


http://www.c-s-a.org.cn

20184F 55274 111

http://www.c-s-a.org.cn

i H AR SN A

AT, KRN LB R S T 0. 35, Rnt
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A1) S ALBHRIIEE 2 BiR, Ho Action 10955 7
XTI 54 AR,

1 SR AL i 5 LT f

Action Test1 Test2 Test3 Test4 Test5
s R 0.96 0.95 0.99 0.90 0.89
iz 0.99 099 0,98 098 0.97
Yl b—1 0.89 0.87 0.86 0.92 0.93
i~ —1 0.94 0.98 0.94 0.95 0.91
FIIF A 0.99 0.98 0.96 0.97 0.93
FIIF AR 0.91 0.95 0.93 0.94 0.91
Hazhidt ¥ %% 0.88 0.87 0.93 0.89 0.90
X £ 0.80 0.83 0.78 0.68 0.77

22 SRR AT NI S AT

Action Test 1 Test2 Test3 Test4 Test5

HEBCE KGRI T 30 0.10°, 007" 0.11 009 0.13
s TR . 0d2 013 009 015 021
Yl b—1 (R 0 0 0 0 0
Ve F—5& (FEHK) 045 056 039 0.67 045
FTTFSCH: R T 80) 0.05 010 012 003 0.16
FIIFSCAE R (140 0 0 0 0 0
HaBldk B 5% (1 148750 0 0 0 0 0
FEM 263l (R R ) 0 0 0 0 0

B2 2 R YT DL B, A IR AR Ik B bR
(947 9, M7 32 R HE B 00 ) 8 N AT A FE O 7E IR AT
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[65, 0.346, 0.813, 0.834, 65530, 93562, ......B789]

[58,0412, 0.768, 0.877, 65874, 91817, ... ,9108]

[73,0.357, 0.799, 0.985, 65764, 93245, ... 8882]
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[62, 0.281, 0.872, 0.901, 70965, 97765, .....,B829]

K12 Hdhs A

¥ A AT N IEAEFEFE Matix 2 A\ K-means WX SUFE
Fe. A0 ESCHR 7 R, WAL BT S, TR LR A
M. R AR (4) FIAZR (5), DRI F0 A S 7T 5 2
B r, ¥ BAT NIE 25 N B AT 12 R ICP Y, B3]
B X} A AT {E AL N 0.835, AHXF C(V)#e E—1) #
T A 0.811. % C 47 Jo e MW A0 B (170 2% T 48 K
) I, FiRLRE 7 A A AR S 0.231. 5 B &2 ¥ o
e, Eh A IR DU 1 T 43 340 9 A LA T A .
2
4 ZEip \ =
e 3o T AR ik TR T A G
i, 55— R B S 3ot e T R B
HHIEH TR . 55 — SR 43 I 5 S B AT WL,
AT 75 WY e, 32 H B R BB FR O Y K-means
T35 F PR SRR, S P T AT A T B . 2
VAR {0 ISR, R S A R, 1
ST BB A RN AT S b, MR T 4R . St
R LA A 7

S 30k

1 ILEFE, e E, TR, & nETH R RS RE. $
Bl (5 BRLE, 2010, 40(2): 139-166.

2 hE e, TEBK, WK, & WA E VAR AT SRR bRt
PR TR 2431, 2016, 27(4): 955-968. [doi: 10.13328/).
cnki.jos.005024]

3ERE, R E, BEE, F EEXAEGR. FERBE
E #5: 15 BRI, 2007, 37(2): 129-150.

Special Issue & i 4iik 25

© TEREBIK R

http://www.c-s-a.org.cn


http://dx.doi.org/10.13328/j.cnki.jos.005024
http://dx.doi.org/10.13328/j.cnki.jos.005024
http://dx.doi.org/10.13328/j.cnki.jos.005024
http://dx.doi.org/10.13328/j.cnki.jos.005024
http://www.c-s-a.org.cn

i E R %N

http://www.c-s-a.org.cn

20184F 55274 111

4 Yu XJ, Jiang GZ, Wang P, et al. Research on application’s
credibility verification based on ABD. Wuhan University
Journal of Natural Science, 2016, 21(1): 63—68. [doi: 10.1007/
s11859-016-1139-8]

BB R TAT R W A T R T vk (R AT 5 [

AR, A5 R Tk R, 2016.

6 ZE SRR, HTAT R WA 3h R T AE 1 BT S
B A 22 18 30]. ABaE: dba Dk oR2E, 2017.

7 X R, F AT AP I REST UM #4 m] {5 0 i
F5 RN 22 Ar 1830, bt JEat TR 2, 2017,

8 BRAL, WK Y, TR, N AT ATE IR & B it
AR 545 B AR, 2013, 21(3): 31-33, 45. [doi:
10.3969/j.issn.1005-1228.2013.03.011]

9 fENI, =B e, M, & BT E R M AR
PG 7. 1BAE 244), 2016, (3): 117-128.

10 R EVE, DHTE. Web B AT 5 ME BB VE V5. WEEAL
N HBFFE, 2014, 31(4): 1072-1076. [doi:10.3969/j«issn.1001-
»

%

W

¥
¥

26 %it+Z71A Special Issue

13

14

3695.2014.04.028]

BGETE, TR, TR K, 5. FET B Z 0 ik i 18 72
R R G0 AR W] 5 MR AL A TR, 2018, 1(1):
7-11.

Su D, Li J, Wang ZY. A method of dynamic trusted
researching of software behavior and its trusted elements.
Network Security Technology & Application, 2013, (4):
14-17.

Dugundji ER, Poorthuis A, Van Meeteren M. Modeling user
behavior in adoption and diffusion \ of twitter clients.
Proceedings of 2011 IEEE Internzitioﬁal Conference on
Privacy, Security, Risk and Trust and 2011 IEEE Third
International ‘*Coyhference on Social Computing. Boston, MA,
USA. 2011. 1372-1379.

Gan T, Lin FH, Chen CJ, ef al. User behaviors analysis in
Website identification registration. China Communications,
2013, 10(3): 76-81. [doi: 10.1109/CC.2013.6488832]

© TEREBIK R

http:/fwww.c-s-a.org.cn


http://dx.doi.org/10.1007/s11859-016-1139-8
http://dx.doi.org/10.1007/s11859-016-1139-8
http://dx.doi.org/10.3969/j.issn.1005-1228.2013.03.011
http://dx.doi.org/10.3969/j.issn.1001-3695.2014.04.028
http://dx.doi.org/10.3969/j.issn.1001-3695.2014.04.028
http://dx.doi.org/10.1109/CC.2013.6488832
http://dx.doi.org/10.1007/s11859-016-1139-8
http://dx.doi.org/10.1007/s11859-016-1139-8
http://dx.doi.org/10.3969/j.issn.1005-1228.2013.03.011
http://dx.doi.org/10.3969/j.issn.1001-3695.2014.04.028
http://dx.doi.org/10.3969/j.issn.1001-3695.2014.04.028
http://dx.doi.org/10.1109/CC.2013.6488832
http://dx.doi.org/10.1007/s11859-016-1139-8
http://dx.doi.org/10.1007/s11859-016-1139-8
http://dx.doi.org/10.3969/j.issn.1005-1228.2013.03.011
http://dx.doi.org/10.3969/j.issn.1001-3695.2014.04.028
http://dx.doi.org/10.3969/j.issn.1001-3695.2014.04.028
http://dx.doi.org/10.1109/CC.2013.6488832
http://www.c-s-a.org.cn



