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Abstract: The microservice architecture facilitates the service decoupling of application services and the separation of the
technology stack. However, more microservices also increase the frequency of stateless servige invocation across
processes. How to ensure secure service access control between stateless services while ensuring service performance is a
key issue for the microservices security architecture. In this study, we designia flexible microservice security access
control framework. Combining the features of microservice API gateway, the lighfweight microservice token construction
mechanism and the flexible adaptation of microservices security co_n{rol strategy, we improve the flexible security control
ability of microservice. After the experimental analysis, the cost is smaller, and the validity of the framework and the
method is verified in the actual project. -

Key words: microservice API gateway; service access token,; flexible safety access control strategy
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