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Vulnerability Analysis of OpenSSL Based on Code Audit Technology

DU Jiang, LUO Quan

(Chongqing Engineering Laboratory of Network and Information Security Technology, Chongqing University of Posts and Tele-
communications, Chongqing 400065, China)

Abstract: This paper discusses the process of applying code audit to analyze the vulnerabilities of OpenSSL source codes
and proposes some specific fixing advice for OpenSSL. Source level analysis mainly contains data flowianalysis, dynamic
taint analysis and path constraint solving proof method, etc. Because various code audit techniques adopt formal analysis
on software architecture based on their own security requirements, they usually produce gooa effects when aiming at
some particular scenes, but they lack universality. When auditing important mature projects like linux and xen, it is even
impossible to exploit vulnerabilities efficiently with using these cod_e“audit techniques with high false rate. In this case, the
collocation use of different code audit techniques is applied, as well as a new method of the security attributes definition
from the bottom to improve the accuracy of software security requirements description and to avoid the defects in its
audit. These methods increase atudit e‘fﬁéiency, decrease false positive and process deep vulnerability exploitation while
retaining the advantages of the high degree of automation of code audit.
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‘Struct{-

. fnt type;

Char[20] name;

Int max;

Int min;
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Int[20] nextnode;
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static char ssl_next proto_validate (unsigned char
*d, unsigned len)

{

unsigned int off = 0;
while (off <len) {
if (d[off] == 0)
return 0;, ° =
off += &[off];’
'\‘ off++;
}
return off == len;
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2 OpenSSL i 71
2.1 iR
OpenSSL H A5 42& — /M 3. LA ss13_connect,
ssl3_accept %R £ 2% connect. accept 551815 bR 2
PLIZE B 1 77 RAERR T (I8 47 1 78 2 RO 5 0 % 55
1. 7E ss13_accept. ssl3_accept S BIZLH, W ¢ b
TR JE BR B ) connect aceept 5 bR AL, S ILE (S i FE
i, SRR R . AR R T AL
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BRI Ym 5 CVE-2016-2179, W 5 if {5 /A @] (Netscape
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https://git.openssl.org/?p=openssl.git;a=commit;h=f5
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The maximum size that a DTLS message is allowed to be is defined by

max_cert_list, which by default is 100k Therefore the maximum amount of
“orphaned” memory per comnection is 1500k

Message sequence numbers get reset after the Finished message, so
renegotiation will not extend the maximum number of messages that can be
orphaned per connection.

Az noted abowe, the queunes do get cleared when the connection is closed.
Therefore in order to mount an effective attack, an attacker would have
to open many simultaneous connections.

Issue reported by Quan Luo.
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HARG A

len = msg_hdr.msg_len;

frag off = msg_ hdr.frag off;

frag_len = msg_hdr.frag_len;
if (msg_hdr.seq !=s->d1->handshake read seq
&&!(s->d1->listen && msg_hdr.seq == 1))

Return dtls1 reassemble fragment(s, &msg hdr,
ok); ¢\
ToRACHD Fr BUE S, T2 udp 0dfs £, 204 f.47
E 3% 52 1) (¥ HOHR G 7 A0 % 5 K506 WGP AS — S50 1) 1 10,
Jif LL OpenSSL # {1t 5 i 5% %% dtls1_process_out
of seq message 4 FT B H (1) udp B4, oh S04 B
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A BRI IE T B3 — IRPER I, (9 H A A3 1A

if (item == NULL) {

frag = dtlsl_hm fragment new (msg hdr->
msg_len, 1); if (frag == NULL)

goto err;

memcpy(&(frag->msg header), msg hdr,
sizeof(*msg_hdr));

frag->msg header.frag len = frag-

>msg_header.msg_len;
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frag->msg_header.frag_off = 0;}

Z U, HH TE BN AF RS, # RO UG B
SEREBAR AL S5, T AN Ik B 5% 1] S SR T, AN
TR T B P A7 8t ) A BERE O AR 15 R AR

if (item == NULL) {

frag = dtlsl_hm_fragment new (msg hdr->
msg_len, 1); if (frag == NULL)

goto err;

memcpy(&(frag->msg header), msg hdr,
sizeof(*msg_hdr));

frag->msg_header.frag len = frag->msg_header.
msg_len;

frag->msg_header.frag_off = 0;

}

(unsigned char *)s->init_buf->data + DT:.S1 HM
HEADER LENGTH; ' '

1= s->methqd—>ssl_‘read_bytes(s, SSL3 RT_
HANDSHAKE &p[frag off], frag len, 0)

}
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