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Design of Clock Synchronization System for Security, Critical Embedded System
LI Xiang, WU Xiang-Yang, ZHANG Ji '
(The 32nd Research Institute of China Electronics Technology Group Corporation, Shanghai 201801, China)

Abstract: In order to meet the requirements o}: real-time behavior correctness and certainty of safety critical real-time
embedded system, ‘the paper ‘shows a design and implementation of clock synchronization system with hardware
timestamp charactéristics of the of ETSEC Ethernet device controller. The real-time embedded operating system
ReWorks and IEEE 1588 precision clock synchronization protocol is adopted for the implementation. The
synchronization accuracy is less than 100 ns, and the accuracy and precision of the clock synchronization system are
tested and verified.
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static void *motTsec ptp parse packet(M_BLK
*pMblk, ul6 *eth_type)
switch (*eth_type)

{

case ETH_P_1588:
ptp_loc = pos;
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if ((ptp_loc[0] & OxF) <= 3) {
PR */
if  (pMblk->mBlkHdr.mLen >=  (((char
*)ptp_loc - pMblk->mBlkHdr.mData)
+MOT TSEC PTP_HEADER SZE))
return ptp_loc;
b
break;
case ETHERTYPE IP:
iph = (struct ip *)pos;
if (ntohs(iph->ip_p) != IPPROTO_UDP)
return NULL;
pos +=iph->ip_hl * 4;
udph = (struct udphdr *)pos;
if(ntohs(udph->dest)!=MOT_TSEC PTP_EVENT PORT
) ‘ >
return NULL; ’
ptp_loc'= pos + sizéoféstruct udphdr);
if(prlk->mBll€Hdr.mLen>=
((ptp_loc-pMblk->mBlkHdr.mData)+MOT_TSEC_PTP_HEA
DER_SZE))

return ptp_loc;
break;
default:
break;
H

3.2.2 frfifin i)k 1
P2 P SRR ST AR I Bk, IR LS
AR, A 7 .
KRS BT
Void motTsec ptp store rxstamp(ETSEC DRV CTRL
*pDrvCtrl, M_BLK *pMblk, struct motTsec ptp_time *rx_ts)
ptp_loc = motTsec. ptp _parseipacket(prlk, &eth_type);
if (ptp_loc == NULL)
return;
switch (eth_type) {
case ETHERTYPE IP:
tmp_rx_time.ident.netw_prot=MOT_TSEC PTP_PROT _
IPV4;
break;
case ETHERTYPE IPVé6:
tmp_rx_time.ident.netw_prot=MOT_TSEC _PTP_PROT _
IPVG6;

break;

case ETH_P_1588:

tmp_rx_time.ident.netw_prot=MOT TSEC PTP PROT
802 3;

break;
default:
return;

}

/*data part:identify the PTP message*/
tmp_rx_time.ident.version = (*(u8 *)(ptpiloc + 1)) &
0XOF; ‘ e

tmp_rx_time.ident:msg, type=(*(u8 )(ptp_loc+tMOT_TSE
C_PT\P_HEAD]*fR_MES_OFFS)) & 0x0F;

tmp rx_time.ident.seq_id=*(unsignedshort*)(ptp_loc+M
OT_TSEC_PTP_HEADER_SEQ OFFS);

-

memcpy(tmp_rx_time.ident.snd_port uuid,ptp loc+tMOT_TSE
C_PTP_SPID_OFFS,MOT_TSEC_PTP_SOURCE_PORT_LE
NGTH);
tmp_rx_time.ts = *rx_ts;
/* insert timestamp in circular buffer */
motTsec_ptp_insert(&(pDrvCtrl->rx_timestamps),
&tmp_rx_time);

return;
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