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Android Text Message Privacy Protection Software Based on Lightweight Symmetric Cryptography
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Abstract: The numbe{ of malicious software targeted on Android system is rapidly increasing. Therefore it is important
to implement privacy protection software on smart phones. This paper introduces a new design and development of
privacy protection software which encrypts the text message using lightweight block cipher encryption algorithm. This
Android App provides software login protection, mobile contacts importing, conversation key setting, text message
importing and message encryption and decryption features. This APP prevents the privacy leakage from the text message
in Android devices.
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