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Abstract: There are serious security vulnerabilities in BGP (Border Gateway Protocol) which may lead to route hijacking.
In order to overcome these BGP security defects, RPKI (Resource Public Key Infrastructure) was proposed by IETF
(Internet Engineering Task Force). However, with the development and global deployment of RPKI, a lot 6f concerns about
the security of certificate authority in RPKI have been raised. In this paper, it carries outiexperiments about two scenarios
(resource reassignment and unauthorized resource assignment) on our RPKI testBed, and analyzes the security problems
they may lead to, based on our research and analysis of the process of resource allocation. Besides, for these two kinds of
security risks, this paper presents and implements a pre-control'mechanism. Finally, it conducts further experiments on our
testbed to prove that the pre-control mechanism we presented is feasible and effective to avoid the time limit for recovering
from the failure caused by certificate quthority’s operational mistakes during the process of resource allocation.
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root@-# load_asns_secure ‘-i apnic apnic2Asns.csv
Unauthorized Resources Found: apnic2Asns.csv "twnic  65551"
AS 65551 does not belong to apnic
Please modify "apnic2Asns.csv”, and run "load_asns_secure" again.
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root@-# load_asns_secure -i apnic apnic2Asns.csv
Resources Re-Allocation Found: apnic2Asns.csv "65540"

AS 65540 is allocated more than once.
Please modify "apnic2Asns.csv", and run "load_asns_secure" again.
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root@-# load_asns_secure -i apnic apnic2Asns.csv
root@~# load_prefixes_secure -i apnic apnic2Prefixes.csv
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child: cnnic

ASN: 04498-64505

IPv4: 192.0.2.128/26,198.51.100.128/26
child: jpnic

ASN: 65540-65550

IPv4: 203.0.113.128/26

Child: twnic
ASN: 64497
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