2016 4 £ 25% $£3 M HEILAR G N H

T ECDLP By SIP IAIEZ4Rh RSN

o

(BeVa B T 2Bt B 5 ENRRE R, HF 723000)

8 2 SIP hBCENHRIEHIPML, v T3 SIP WS 2e 4k, SCrh B 146 53 i 2 1 oxt 30 i) L (R XE AR VL, 4
BRI S FP A4 R BT FQ, 2 T —Fdk§ ECDLP ¥ SIP YR S i bl PG fE 3 2 h
el M BNAIE. D BEMUE 4Lk, Za ], S SEEL 7 XUARAIE, $24 1 2 a2 ih# i,
REARHL I AR Bl o PR N il . i, B 788l Denning-Sacco BUili%5. SRR, A AT
1§ ECDLP ) STP Ak § DM SR AT S 1 20 2k, R SEAF 0 S B o, -

KRR M i 2 2 Ot O ATIE; B P; SIP; R TRRELFOL

http://www.c-s-a.org.cn

SIP Authentication Key Agreement Protocol Based on'ECDLP
CAO Yang
(School of Mathematics and Computer Science, Shé;nxi University of Technology, Hanzhong 723000, China)

Abstract: The'SIP. protocol is a controlling protocol of the application layer. In order to improve the security of SIP
protocol, based on tfle intractability of the elliptic curve discrete logarithm problem, combining with the user’s identity,
password and one-way trapdoor function F(), this paper proposes an SIP authentication key agreement protocol with the
basis of ECDLP. The agreement process consists of four parts: initialization, registration, login authentication, and
changing password. The safety analysis shows that the proposed protocol not only provides two-way authentication and
a safe session key, but also resists the password-guessing attack, man-in-the-middle attack, replay attack, masquerade
attack, and Denning-Sacco attack. Compared with other protocols, the proposed SIP authentication key agreement based
on ECDLP has higher security and can better meet the application demands. ¢

Key words: elliptic curve discrete logarithm problem; certification; key agreement; session initiation ‘protocol; one-way

trapdoor function F() Y

SIP! Ml 802 e T SCA I — Tl s % s BRI, 2

MRS, En] DU 2 R 2 ih, i
LHEH SIP ARSI, « 75 22047 B Bk, BRIl
WECE R SIP w4 [ (g 2L . 4, K
R0 SIPY )% 4 o) R Yy T 2 A e HM s,
B — R 51 Wip A7 AE S5 K I RAT 28 2 10 44 0
Denning-Sacco MUt 55 [ @, 4n: SCHR[7]7E 25 Hon ok
@iz I, #F Diffie-Hellman Z 432 e HyL3R H 7 —Fh
WIEPM CAE ik SIP FA7E 22 4 Al /R, AHZ P LTS 98
TFAE B9 28 10 4 %5 M X o5 1 Denning-Sacco Wili; STk

(81T Xk STHR [7] 7 16 (K9 1) R, 47 Hh4 — i 56 T A ] s
Diffie-Hellman % $152 He S5E K R ROAE PR, BAR
VR T WAE TR SR EFIPAT I 8], (PR AR AR
HA %M Al Denning-Sacco Mi; SCHR[9]145 &

IFi) s 7 R H5OR e 0s B T 2 T BEATL 3 6 250 1) v R
WAEPRX, EHRTE AR, 2iE%H L2,
B B2k A5 T Al Denning-Sacco Wiki; SCHik
[10145 BB BER . 12 AEYRHMIE = E R IR E T BECC
FI=HF SIP IANUEHM, EPRSATIRAELE T 42550 B
oy, HICXUAAAE. SCHR[11], JET B Eo a5, K

© HEETH:H KB AR RS (21373132): B P54 BH 1T % BITUH (151K 1139); e 2 T 225 #HDTHHRI(SLGKY 14-09)

WA BT []:2015-06-02; Y50 1)1 B4 A Bt []:2015-09-06

Research and Development W5 & 225

© MERERBATRT

http://www.c-s-a.org.cn



it E N R g N M

http://www.c-s-a.org.cn

2016 4 £ 25% % 3 M

SIP & —Fh%tT ECC AYCSCEAIE Sz 5 5 bl s X,
EZ P STIRAFAE B 2 1 S M ey, BT Lo ) 2,
AEER S H AL R bE T R F(),
TR FH £ 2 RO S R O ME R, O SIP R T —
FAE 251 Bl A .

1 AR ] pth 4 28 SO0 2] et

M I3 il 28 25 59 U'2)(Elliptic Curve Cryptosystem,
ECC)Hh 1 21 A4 [ h 2 2 CAEA BRI, A IR F,
ERIME L E(F) € XNy =x+ax+b, HH,
a,beF, 4a’ +270* #0(mod p), p KN T3MEL, ¢ H
E(F,)) BRI, ¢ NG Wi (¢ h— DR RRE.

WIRTFERE T (0<i<q-1), 0=I1G, W1 H~NO
LA G AZEREHN . T E(F) ER—S G R HE
BN o, REH, 15 0=1iG MR EFK e i 2 L
{7 B 0 4] B elliptic ourvediscrete logarithm problem,
ECDLP)"2, {5515 4 5 0 s 1 2 P/ DR e
WHIR, JF NS R B IR B i) 22 421k

2 NIEE PR Y
APPVOEFE FEEH RGAIIR M B,
I AAE g DU AR 2 2R, B s B B0 =S50S X
R
S: k%5,
Uy: #5755
E(F,): A7 BRI ith 28,
E.(O): FHSEMN Bk ne;
D,(): FHEFXTH BT i

>

FO: RS BMR AT RS, RAaSA st

SR 2

HO: TR TR R |

pw,: FIREA; 7

D P B

®: FHEH.
2.1 RGAIA

IR 5 5 SRR 0 7 R TR — 4% WG IR W 2% E(F)
5 38 SR I — /N B HLEL r e [1,q - 1] 16 9 B LI AL,
W R =G IERECHAY, ATF5%q a b, G, p,
H(), Ry, FO.
2.2 EM

FE P 7 4 35 R AR 25 58 2 I HEATSE D

226 #FFIF K Research and Development

TREA:

(WH P UAEBUBENLEIDAE N E S S 1y, 3EEL
BEHLE P, AF N 04, IR E, (D, PW,) 1R3E
458,

() 55 25 SUL B M P UL K IE ) E, (ID,,PW,) JF
W5 D.(E, (ID,,PW,)), X,=H(D,|R)®PW,, F¥
(D, PW ) A7-fi T e 5% o 2 4z F - Bt P
2.3 BRIAILE

(DU, > S:(FUD).E R) + |

FH P U 22 BB AL 7, < [Lg=11, 15 R=1,G
R =R®HUD,|\PW,) .41 H T M 2R, FH
(F(IB,), Ey (R)) RILHS.

(2)S > U, (Eg(R,, X))

SWCEIF PRI 8 S (F,(ID ). E, (R)) J&, KA
BB [T R EARID,, FFRIIRID AR 75 720 2.
FIDAATERHE PEN, AR S5 2% S5 1R BAT s, 4B 44
BR. BN, RESESHHE PW, =X, ©HUD,|r) ,
D,(E, (R) R, Mkt R =R @ HUD, | PW,), T}
% & AE R — BN %oy, W HE R=rG,
SKs =r,R'=11G X, =H(S||ID,||R"| R, || SKs) ,
(Ex(Ry, X)) K 1% 4 Uy, JF i 8 3t = % 4
SK=H(D,||S|R'||R, | SKs | PW,) .

(3)VU, = S:(Fs(ID,), Ex (X,))

UL IR S5 RAE B B EMRL X)) J5, THE
D, (Ex(Ry. X)) . 18 Ry, (X, V5L SK, =R =1,rG
T X, =H(S H{D}XHR IR ISK,; ), FHHIWT X, 25Kk
KR x, MBEE, BAME, AU &b, B,
U INAE T B % %8S, T Ua o B 55 3 8 4
SK=H(D, SRR, || SKs || PW,) )
X, =H(D,||S|SK,, | PW,) , & (Fs(ID,),E, (X,)) K
IEZ IR 55 75S.

(HSTAIEU,, LB AE

ik %5 % S W 2 A /Uy K i#E K H R
(Fy(ID,),E, (X)) J&, SRAE 517 B 7] o6 $ Foop,) 15
IDs, NEA U, #5UAEE, V5 D(E, (X)) 19X,
5 X, =HUD, | S| SK, | PW,), FFHIWr x, &5 K%
KM x, AHEE, B, MRS AL bl B, ik
FANIE TP UL S, B2 o il % 4.

W LA EDIRIATERIER, W Uy fIRSS 28 S
SEELT M EANE, SERCT SR, X7 i %
SK=H(ID, || S||r,G||rG||rG | PW,), NI it

© PEREE ST

http://www.c-s-a.org.cn



2016 F 254 %3 M

http://www.c-s-a.org.cn

it E N R g N M

U, N

W'ﬁIDA{égﬁﬁé{é}S‘ﬁ‘w

nE[1q-1] F.(ID,).E, (R PW, =X, ®H(D,|r)

Ran (F,(ID,), E, (R)) D.(E, (R)

R =R®H(ID,| PW,) R'=R®H(ID,||PW,) '£&—HibL¥cr,
R, =1G SK;=rR'=rnG
X, =H(S|ID,||R'|| R, || SK)

D, (Ey (R X)) (Eg(R, X)) SK=H(D,||S||R'|R, || SK || PW,)

SKy, =1, R =1,rG
X,=H(S|ID,|[R|| R, || SK,,)

SK=H(D, | S| RI| R, || SK; || PW,)
X, =H(UD, | S| SKy,, [IPW,)

ARRFIIRITEECRAID, D, (E, (X,)

(Fs(ID,), Ey (X)) ,
X,=H(ID,||S||SK || PW,)

SK=HUD,|S|r,G|rGlrrGl PW,)
FEE 1 s,
K1 B MEhE LR

24 O%1EK

M ULREE E O 2B e MR 2 2 B
U A, DT DLodid B Ph SO FE B e 1 4

(D) P UL AT 8 S IE I 5515 3K, IR R 45 23S
R MR LR, A 1 T A E P,
TH5 P, =H(SK || SK,, )®PW,', X=H(SK||SK, |PW,", Jf
B (F(PWy), Ep (X)) KIEL R S5 28S.

()55 #2 SULENTH . (Fy(PWy). Ex (X)) Ja, FIFH
PG TTRBCR T P, , ARRHMENES X, TR
PW,'=PW, ® H(SK||SK, ) , X;H(SKHSKS |ew,". tn
THE, REHERBEE&DO S, &
Y, = H(SK, || SK |"ACCESS") , Ff ¥ ("ACCESS",E,(Y,))
RIEBH T, REGWITHE X, =HUD, |HnePW, FFH
X, & X, A EEEIE . RS, RS A%
4B 04, 5 Y, = H(SK, | SK |" FAILURE") , Ff
H ("FAILURE"), E, (Y,)) KB F1UA.

3 TIES
3.1 REeMSHh § !

(1) HEHL & B i

DRI A 2 125 W B0t AR 25 5 e A, 368 5 o] L
B 1) 855 W P B RS B RO& ), BB, R R %
B2 1A S Bt

T, BB B E MR S5 4 - 08 P2 3R E T
PSR X, BN X, PiEEO4 P, &R
CINEs

BB EHEEHME — N0 L H i HEH
H(D, |r)=X,®PW,, HETIEWAE H(UID, || r,) FIEHf

Y, BN NSHIRAVEH, FF IDpfR i #2 i it i pa]
BT TR R R T

1582, i En] Refilcn i - M Mook

E & B b6 ML % i & R=1G , ¥
(Fs(ID,),E (R)) KIEZ WA ES, S5 &SULEI A
KW EFIE KM B G, KA TR EAFID,, W
E,(R) & R , W 5 pw,=x,@HUD,|r) ,
R'=R ®@H(ID, | PW,)=,G®H(D, |PW,) , R,=rG ,
SKy=rR'=rrG®H(ID, | PW,) | ,
X, =H(S|ID, | R"| R, || SK,) . FFH43H = (Ep (R, X)) Ki%
4 Ua. B0 HESREL T B (Ey(R,. X)) J&, it
BIVRES 2 TR BGE, W ((EL(R,, X)) BEATIRE,
S sk, =Sk, . B 41 i
SK, =n,G®HUD, | PW,) . AMERE#ESR T R, X,
{EAR AR TG VR IR IR X, B IERAME, SEI0E X, I IR A 1 2
JRHINIE SKg, 1, r, MBEEHBREE A R, R 15
o, r, WIEIKECDLP A &, K kAPl gEHPL A
A% M B

(2) P A At

W #HEREMENEE X, X,, TEHIPW,
KR % 2 RNV o, T MU AN AT REAIE P, Jor,
BN pw, FI o RPN RLEEAS S, BT DA & TG0
EN NG EPNEG T

(3) #i&#tDenning-SaccoMii . | |

BBt % o T R IS T4 & il
#, Eﬁt%ﬁtﬂ{:ﬁ?&%ﬁﬂﬁ%%ﬁ, AP A4 R S%
A AAEH, WU AT AE Denning-Sacco B ifi . A L,
R H B TR S sk, HLgiskid
N T RERITEM 2% ERATRIE R, 26 2T A 2L
S0 =1 O A v = A R Y G < A - A
S,'=H(D, || S||r,G | .G ||r,r,G | PW,) 5343 B 415 % 5
SK AT LR, MEEM G, rG iHEH rrG MTH I
ECDHP(Elliptic curve Diffie-Hellman) ] S ATECDLP|]
.

(4) HPUE B

i, RAERE S R 7N, HR%S S
th FOG A P AT . TR ORI B R R
TEREETTREBCH P Us S 247 /47, H R il
I 7 A AT I, EEAF E R A AURIE R &
1D, MIFAEH 7, , INAEPEISREE T ECDLP o). [R,
REHCPT H i Sk

Research and Development W5 & 227

© PEREE ST

http://www.c-s-a.org.cn



E R g N M

http://www.c-s-a.org.cn

2016 4 $25% B 3 M

(5) #MPLE mYE

Wi 5 o E 78 P BRI IR 5545 S, TR At AN A
TEH P EI A4, Wi JoiEiE IR S sl =R B
R A X,, FIFEEEHELIEE RS 2 ik g -,
RIMASFIE AR S5 25 O RAEH r,, R TCVESR AR R B 1] bR
B F.(D,) 1S H DA, IWTGIETHE R, HELTEEE
IHEEEERE R X, R, BINESIE RIS 48 K%
Pk ERAE B AEAE I A2 R X 7 A AT N2, 25
8 BAR SRS B RS FH 7 B SS #R RAEH, i)
UL PR X S T-ECDLP ) 8, At DALMY GRS HRHT B 78K
.

(6) FEALXFNIE

s, R AR SS A 2 TR At 1 XA AE.
WHATIE R, RAAERIIRS 4 A4 Gt P BI3E K
fE IR L, AR 55 A SCR i 2RI JBR E o
R BT PR A, WA, L
BOFEL X, IE X R R, PR X,
IOUF RSS2 B Sy, [EIREIRSS 2dad F P ik 2h ks
a0 X, BWuEH P S, BN RA AR P A R
IEFRBIARAVHAT T4, AT SEEL 1 XAl A R

(7) $Efhze i 2%

Witi# BB SK, , SKg, R, R,HfEHr, 7,
BT E L TR R, A AR S T ECDLP
FAIECDHP [, KBz E ikt 5 s ahi
B B BGEE ESAS T H P Ua MRS 48 S Z TRl 3
—R SR sk, 1 Diffie-Hellman S5 8580, il
WHREHESH AT Uy MRS 48 S 28 F—# el

W SK, PUONEREE—fe 1 s YA 1 AR Y

BENLEL, DRI, PhUREE T SiE e At
3.2 FHRPMN LR -

AP 75 T4 25 B  Denning-Sacco
Tediy SUEIAIE, 2242 B T 5 51 5 P 3
HISCRRI7-1 AT b, s 1 iR, JL S R4,
NS FRAN 4, P FRHAE, NP FR R

X1 MK

SCHALT] W8] e 9] X 10] SCRLL FHHR

EERen NS NS NS B ] B
[=R2 b G NS NS NS NS NS s
DenningSacco Xt NS NS NS s s s
SHAE P P P P p P
RELTEEH NP P P p P P

228 #FFIF K Research and Development

3 45k

ASCEERE SIP LI 22 A B, 6T i 2
BEHON SO R AR, R B A
B[R B AL FO, $RH T SIP IGESH BRI
WCEEMARGIAIL. WM BRIE, 04 &%
AN AR, SO TRt i A B i
Mgidi s IEIAIE . 226 80 % A4 7 TR BT 42 £
BIUGHEAT AT, AT BT, BTN SIP ERH
YR B A, SE R S &

L &E

1 RosenbergJ, gchulzrinne H, Camarillo G. SIP: Session
initiation protocol. RFC 3261, 2002.

2 Geneiatakis D, Dagiuklas T, Kambourakis G, et al. Survey of
security vulnerabilities in session initiation protocol. IEEE
Communication Surveys and Tutorials, 2006, 8(3): 68-81.

3 Lee CC. On security of an efficient nonce based authentication
scheme for SIP. Int. J. Netw. Secur, 2009, 9(3): 201-203.

4 Xie Q. A new authenticated key agreement for session initiation
protocol. International Journal of Communication Systems,
2012, 25(1): 47-54.

5 Liu FW, Koenig H. Cryptanalysis of a SIP authentication
scheme. Communications and Multimedia Security, Springer
Berlin, Heidelberg, 2011: 134-143.

6 He DB, Chen JH, Zhang R. A more secure authentication
scheme for telecare medicine information systems. Journal of
Medical Systems, 2012, 36(3): 1989-1995. :

7 Yang CC, Wang RG, Liu WT. Secure authentication scheme for
session initiation protocol.Computers and Security, 2005, 24:
381-386.

8 Durlanik A, Sogukpinar 1. SIP authentication scheme using
ECDH. World Enformatika Socity Trans. on Engineering
Computing and Technology, 2005, 8: 350-353.

9 Tsai JL. Efficient nonce-based authentication scheme for
session initiation protocol. International Journal of Network
Security, 2009, 8(3): 312-316.

10 Yoon EJ, Yoo KY. A three-factor authenticated key
agreement scheme for SIP on elliptic curves. Proc. of the
2010 Fourth International Conference on Network and
System Security, 2010: 334-339.

11 Arshad R, Ikram N. Elliptic curve cryptography based mutual
authentication scheme for session initiation protocol.
Multimedia Tools and Applications, 2011, 10(11): 787-789.

12 RH i, s — Fh 36§ ECDLP 47 & A IE¥) ECDH
P 7 A LR RS9 ,2012,24(1): 118120

© MERERBATRT

http://www.c-s-a.org.cn



