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Abstract: With the development of enterprise informationization, the enterprise business system continually increases.
The added business systems often use different technologies and security policies, and maintain separate authentication
and authorization system, thus it is easy to form “islands of information”. Unified authentication based single sign on
technique emerges at the right moment for eliminating such isolating access control. However, there are some
disadvantages on the security, scalability and maintainability of existing single sign-on models. In tffis Eiaper based on
the Security Assertion Markup Language(SAML), a unified authentication single 51gn -on framewerk with high security,
interoperability, and loosely coupling is designed and implemented, which 1ncludes the identity providers filter
(SSO-IDP) and service providers filter (SSO-SP) modules, single sign-on interaction protocol and security mechanisms.
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</saml:AuthnContext>
</saml:AuthnStatement>

</saml:Assertion>

</samlp:Response>

<samlp:Response xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" ... Version="2.0">

Format="urn:oasis:names:tc:SAML:2.0:nameid-format:entity">Https://idp.once.org:8444/idp</saml:Issuer>
<samlp:Status><samlp:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/></samlp:Status> .

<saml:Assertion xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"

B
ID="_6581efe78ce79a059f0fa63f975f16b5" Issuelnstant="2013-04-14T09:32:55.130Z" Version="2.0">
<saml:Issuer ...>Https://idp.once.org:8444/idp</saml:Issuer>
v
<ds:Signature xmlns:ds:f"htt)i)://www.w3.org/2000/09/xmldsig#">...</ds:Signature>

<saml:Subject xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion">

<saml:Name[D>********@foxmail.com</saml:NameID></saml:Subject>
<saml:Conditions NotBefore="2013-04-14T09:32:40.183Z" NotOnOrAfter="2013-04-14T09:33:55.1832" ..>
<saml:AudienceRestriction><saml: Audience>https://saml.salesforce.com</saml:Audience> </saml: AudienceRestriction>
<saml:AuthnStatement AuthnInstant="2013-04-14T09:32:54.575Z" ...> ¢\

<saml: AuthnContext><saml: AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</saml: AuthnContextClassRef>
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