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Authentication Mechanism of Crossing Clouds in-Hybrid Cloud Services
ZHOU Yi-Hua, HAO Jin-Zhi, ZHAO Hang
(Computer Department, Beijing University of Technology, Beijing 100124, China)

Abstract: With the rapid development of cloud computing, more and more businesses and individuals put there storage and
computing needs into ‘clouds. But as people have no more effective solutions for the security problems, the use and
development are limited when getting data across the clouds. In this paper, we present a Kerberos-based authentication
mechanism of crossing the clouds in hybrid cloud services. In this mechanism the Cloudterminal get to the certification
with the Private-clouds directly. Issued by the tickets of enterprise Private-clouds Cloudterminal can get the access to the
data in the Public clouds in a way based on authentication. In this mechanism there’s no need to manage and issue
certificates and the key management is simple and easy to control. This paper achieved this certification system, laid the

foundation for secure authentication and access controlling when getting data across clouds. ¢
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