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Abstract: Xen Hardware-Assisted Virtualization(HVM) is a service that one can run a virtual machine which is a

unmodified OS on Xen Hypervisor. HYM causes a loss of management of the process granularity for the reason of

VMM's lack of interference and understanding of the guest OS. This paper presents a lightweight process trace method

for Xen HVM named Xen HPT. With the assistance of guest OS register information (mainly the ESP) collected by

VMM, Xen HPT can implicitly capture the real-time process information of target guest OS outside on Domain0 with

little effect on guest OS.Xen HPT has been tested by Linux guest OS and result shows that the method is effective.
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volatile long state;
void *stack;

......

struct task_struct *parent;
struct list_head children;

......
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struct thread _info{ "
struct task_struct *task;
struct exec_domain *exec_domain;

......
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b 28 — ANl b *stack 24 [AIAHAY. thread_info £ 44
M 48 £ BERE Z B A0 7. Slo ok &R A A AR
task_struct .

2) & /HIHLA HEE HMA R 3RE

ASCHRY XenHPT £oA, A/ x86 163~ ESP

FAE B G URTAR TA . 4 8 ] THREAD! SIZE
R/NHIRIT, $AT 20 A .
struct task_struct* get‘_currentltask{
struct task _i-struct'*p;
p =~ (THREAD_SIZE-1)&esp;
p =map_page(ctx, vcpu, p->task);
return p;
3
— 45 5 &”IE5 p = ~(THREAD _SIZE - 1) &
esp SEAL YR BERL ) thread_info, p->task BRAETS [ 24
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UL a0 s R R A p->pid (5 ) 73 2 HERE
pid:
int returnpid(size_t *task_addr_machine)
{ \
struct task_struct *p = (struct
task_struct*)task_addr_machine;
réturﬁ p->pid;
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root@ubuntu12e4:~# | 1 |
root@ubuntu12e4:~#
root@ubuntul2e4:~# ./process_trace 2

_Arsp: FRFFFfff8lcOleas”_»

_Athread_infor_~
b>>guest: TTTFFFTfB1c00000 i
kk<<machine: 0x7f7862b36000

|e@task_guest: FFFfffffeicedeze
Wizl thread_infoiE fitask struct

_Atask_structh A
b>>guest: fFFfffffaicedeze
k<<machine: 8x7f7862b360260

state:0
E@ 3.2.6-33-generic #52-Ubuntu SMP Thu Oct|

>>QUESt Frffffffeicedeazs EEf I l 18 16:29:15 UTC 2612 x86_64 x86_64 x86_64 GNU/Linux
<<machine: 8x7f7802b30028thread i r00t@UaD1264:~% cat [jboot/System.nap-3.2.0-33-generid
fe@thread_info: FFffffffaiceense }---J | grep ' init task’
) [

| A roct@uani2ed:-x

l"J‘PROCESS TRACE BEGINA_~

1 Xen HPT 3k thread_info 55 task_struct 42 H.
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root@ubuntu1264:~/xen-4.1.2/tools/xentrace# ./process_trace 5

A_APROCESS TRACE BEGINA_A
1
-->Root processi<--

-->self: ffffffffaicedeze
-->parent:@xffffffffa1cede2e 28 7 S 0:00 \_ [fsnatify mark]
-->pid:0 gg: g g:gg t {e:mst]fs kthrea) 2
T £ ' crypto,
= FRansConagperi0 38 2 s< 0:00 N [kthretld]
. 33 7 5 0:00 \_ [scsi_eh 0]
--sChildren process:<-- 40 7 5 0:00 \_ [scsi_eh_1]
41 7 s 0:00 \_ [kuorker/u:2]
-->parent:0xffFFFfffa1cedaze 61 7 ¢ 0:00 \_ [devfreq_ug)
-->pidi<1> 195 2 s 0:00 \_ [jbd2/xvdal-6]
—->name:[init] 19 7 < 0:00 - [extd-din-unurit]
434 8< 0:00 “\_ [kpsmoused]
. 1037 7 s 0:00 \_ [kuorker/0:2]
oS- OX EECTRERORdaRRR0D 1041 7 E 0:00 \_ [kuorker/0:0]
-->pid:<287> 1042 7 s 0:00 \_ [kuorker/0:1]
-->name: [upstart-udev-br] 8 s 0:00 /shin/init
[upstart-udev-br]:child-total:e 287 7 8 0:00 upstart-udev-bridge —-daemon
291 7 Ss 0:00 /shin/udevd --daeman
-->parent:0xffff88003d680000 | 394 7 s 0:00 \_ /shin/udevd —-daemon
- ->pid:<291> 409 7'# s 0:00 \_ /shin/udevd --daemon
o “ 453 7} g 0:00 upstart-socket-bridge ——daemon
znene:fudevd] 550 7 55 0:00 dbus-daemon —-sustem —fork —-active
7
-->parent:exffff880037250000 Ha > oS f!z;jsgéa me R0 S ALY
-->pidi<394> 587 7 ss 0:00 /usr/shin/sshd -D
- ->name: [udevd] 667 t1yd S5+ 0:00 /shin/getty -6 38400 ttyd
[udevd]:child-total:e 674 11y §s+  0:00 /shin/getty -8 38400 ttus
681 tty2 §s+  0:00 /shin/getty -6 38400 ttup
- ->parent:@xffffa80837250000 662 tty3 Ss+  0:00 /shin/getty -8 38400 t1u3
- opid:<a09> 684 T1Y Ss+  0:00 /shin/getty -8 38400 ttys
B e 689 7 Ss 0:00 acpid -c /etc/acpisevents -s Juar/rt
Sy 715 7 Ss 0:00 cron
[udevd]:child-total:e 216 7 e 0:00 atd
[udevd]:child-total:2 773 7 Ss1  0:00 whoopsie
828 ttyl ss 0:00 /hin/login --
-->parent:0xffff88003d680000 924 ttyl s 0:00 \_ -hash
-->pid:<459> 1043 11yl 0:00 \_ps axf
- ->name: [upstart-socket-] zhnuudnng@uhuntu 5 _
[upstart-socket-]:child-total:e
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