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Automatic Signature Generation Algorithm of Polymorphic Worm
CHEN Xue-Lin
(Department of Mathematics and Computer Science, Mianyang Normal Uni\/ersity, Mianyang 621000, China)

Abstract: This paper researches the feature description and automatic signature generation algorithm of polymorphic
worms. It proposes a new signature generation approach for polymorphic worms - MS-PADS (multiple separated string
position-aware dlstrlbutlon sighature), which integrate the advantage of PADS and Polygraph. It solved the problem of
PADS signature wldth determination under strong background noise conditions. This method could generate high quality

signatures of polymorphic worms with low false-positive rate and high detection precision rate.

Key words: polymorphic worms; signature generation; content-sifting
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