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Access Control Model Based on Spatial Specialty
GUO Lei, LIU Yong-Lin
(Department of Mathematics and Computer Science, Wuyi University, Wuyishan 354300, China)

Abstract: Targeting on thetineffectiveness of authorizing mobile clients in the access control system, SDT_RABC--an
access control model, which based on supporting space and time dimension was provided. It defined the constraint of the
activation area in ‘theﬁspatial environment, spatial cardinality constraint of role activation and separation of duties spatial
constraint, a generalized and well-represented control mode was finally set up which enhanced the capacity of spatial
safety description to the traditional role-based access control model.
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Contains(SR, LOC)=FALSE};

3) ML A i K In_Range(SRS(Auth(r,
ob,p,loc))={<r, p> | rERAPE P/\"Co\ntains(SR, LOC)=
TRUE}; >
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Auth(r,ob,p,loc))={<r, p> | reR/Ap&P AContains(SR,
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S(unAppoint(u,r,loc))={<u, r> | reRAu€ UAContains
(SR, LOC)=FLASE};
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