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Implementation of Graceful Restart Mechanism in OSPFv3 Protocol
HU Jian-Ping, PING Dan

(School of Electronic Information, Hangzhou Dianzi Unlversny Hangzhou 310018, China)

Abstract: This paper discusses an approach that supporting GR mechanism in OSPFv3 protocol to avoid the routing
oscillation and data forwarding interruption during router restarting, thereby improving the reliability of the network.
Based on the reaIi‘zatibn of OSPFv3 basic functions, it focuses on the working principle and the concrete realization of
IETF standard GR mechanism, analysis the running process and message interaction of OSPFv3 GR in detail. The test
results show that the GR mechanism can ensure the data forwarding flow without interruption during protocol restarting.
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0x000b. Link State ID il Advertising Router 73 5l 4y & 3%
% Grace LSA ({4211 ID Fl 2% ID. LS Sequence.
LS Checksum F1 LS Length 435l 1% Grace LSA XJ W [f]
FEHI'S BB RN B KB TLV #8435 4% Grace LSA (1%
Pail oy, Horp iy T GR MIAHAE B, OSPFV3 il H,
£~ Grace LSA #Rily 1 41> TLV =Jo4l:

O Type =1, Length =4 ¥ TLV, UtH] Value 25 GR
JEBAF IR0 B, GR R A I 1) B fh J e B s AEE N
GR T JH AR B &, F 118 %5 J& 1l v 4% 76 % B 1) B
P AR SRR B A AL R R, R B AT
SYCIPAR

@ Type = 2, Length = 1 f#] TLV, JLiN Value b
HHEN GR IJEIA. B A 0 FRon RARI, b 1FoR

Experiences Exchange Z:4625%i 209

© hEAEFEER ST

http:#/www.c-s-a.org.cn



i EONL R g

http://www.c-s-a.org.cn

2012 4E 5213 5 11 3

WAFE)S, A 2 RN EBTHH, A 3 Kon &
81
2.2 GRRestarter 33

GRRestarter # A\ GR HJHifE G, ~HFfir4r
JERARMEN A LSDB AP, 78 GR =HjH 2,
GRRestarter N2 2E R %28 LSA, WEIE /T H OB
(1) LSA WAHEATRE b 28, T 4T 24k
FRid, & GR B AR S WG g —BEATRIE AL 1. 534
WA A1314H F GRRestarter & i A2 Bl LSA HEAT %
T, DMRIE GR 2 Hh % by 0 (1) B 8 AN &2 8
MV 25 AN H T

>4 GRRestarter 7 GR J& Py 5 GRHelper ik
ST AREEKR R IR T LSDB, M GRRestarter 5S¢
GRE A, iBtH GRIfFE, #E A OSPFV3 I Hife. ik
H GR IR A5 J5, GRRestarter 2 Flush Grace LSA, BlIZE 1%
Jf 1] GRHelper % i% LS Age 4 3600s l%l’d Grace LSA, LA
UL I % GRHelper W £ 05 M GR i, [ I,

GRRestarter 77 2 [r] #: A FIFT A XA 5§ = A 2425 LSA,

7E GR s BN B 7 AR I B2 AbRid i LSA
75 B8 — AT Z AR R AL 3. Ak, GRRestarter
I T B il e A B B RO N R B R, RIDETAH
INE 3

2.3 GRHelper 3231

JEi V% %40 I 3] GRRestarter 7232 1) Grace LSA J&,

M FEEHE GR JEIAF GR A JR KN4 GR A5 &,

EATAR SRS 3. AR SRR A M 2840 0 48— 2 47 ) e O,

FiHEm, WHEA GR WL, Bk GRHelper.
WA FE A GRHelper J&, 5 E4E GR JA I (1) i)

Wi N P GRRestarter 56 GR v, s

GRRestarter S T EEABERFR A 1-way Hello
HSCI, Hh T2 VG T 4RO R I AT T
GR 1%, GRHelper 9f 1" 23% GRRestarter M40 Ji 413
PER, ASER AR LSA JFREAT B thih 5,
M2 4 E R TYERRER s SR I 2-way Hello 4R3CRHE
ITHEBE, 4Rzl I E4EdE S GRRestarter [F)46 KR,
DA SR ORAIEAH IV 2% FH 2 30 PR RS e FH 45 S8 5 R 55 TR AN
. Y GRRestarter $2 t LSDB [f] 2 iF K I,
GRHelper 2:¥4 52 %4 1) LSDB L2 45 GRRestarter, 13
SCHEAT B (R SN ) 2

24 GRHelper Y% LS Age & 3600s 1) Grace LSA
I, %7 CM1 GRRestarter BT HE 7 | H S RIFFD T

210 ZAIATH Experiences Exchange

LSDB, iiil/] GRRestarter T4 15 GR H= 3, N
GRHelper 2} GR ¥, #EA OSPFv3 IEH i fel. 78
IEH GR RS, GRHelper 5% [ N [¥ T 47 [X fik
WE RS LSA, I Lk A5 6 b vF SR BT A B
SR
2.4 OSPFV3 GR iz{Tid#g

IETF #x#fE GR [igfTid e 2 fros. H,
RT1 A k4, HAA B4 BiX RTLAIRT2
L TARIZ SRR, LSDB ik #FW R, I H
RT1 L1l T GRRestarter ﬁ‘gfjj;' RT2 LAlifET
GRHelper ﬁEjz. 1

RT1 RT2
& -
Grace LSA -
Hello o
. Hello
DD _
B DD
LSR _
B LSU
h LSAck _
3600s Grace LSA :

K 2 OSPFv3 GR izf7idfs

IR RTL AT DS S 5, KA
VRREBEATAH I AL H: g
DRTL AN sk E 4 8145, 4T GR AR

Koy 4 A VEEA GRARES, WY GRRestarter, HEA
GRAEJ i,

2)RT1 A GRRestarter J&, AR RT2 Ji%k
Grace LSA, H:rp#47 7 GR J&3II 1) ] & Al GR i3
JRIH%E GR MHCME R, Y RT2 HHHEA GR HEi
e

3)RT2 Y ®| RT1 kKi%[F) Grace LSA J&, $#2Hl GR
AT S, HEATHRSOMS L A0 IR A DA B I 28 1 4 25
K. 27 A5 f0iF 8 GRHelper, #EAN GR LR, 1
24 GRHelper, 7t GR Jif HiJ [a) (i) % A P8 RT1 #2647 GR
C=R

HRTL Wil e 5K 5 RT2 R AR KR,
il RT2 k1% 1-way Hello #3¢, H i RdE s 5 RT2
RIS S

5)RT2 I 3] RT1 A% 1-way Hello R )&, T

© hEAEFEER ST

http:#/www.c-s-a.org.cn



2012 4F 5213 & 11

http://www.c-s-a.org.cn

i H LR g N

ZHICE S RTL @O0 T AR s KR HMIhdAT T GR W
i, R I 1-way Hello 3224 i 2-way Hello i 3L
AEFE, 7E 1A RT1 A& 3% 2-way Hello $1 3¢ H 4k 4238 15 &
RT1 (AL 4R K &

6)RT1 W% RT2 k3% (1) 2-way Hello R 3, JTF4h
5 RT2 37T DDA HATLSDB [0, RT1ilil LSR
I RT2 iR AT (1) LSA. RT2 W@ RE LSU ]R30

SEHEK) LSDB Wiz 4 RT1, il RT1 #HATHE K E

RT1 ##| LSA JEilid LSAck T THfA;

7)RTL 765 RT2 FHid . T AR RIFRD T
LSDB J5, In] RT2 %% LS Age A 3600s [t Grace LSA,
%N RT2 45 GR JiifE. RT1 7EiBH GR B AG,
HEN OSPRV3 IE W s, HFE SIS LSA, ZA Ak
B GR L FE PRI B CAE R LSA, FEH b k4
e VSR A

8) RT2 i1 RT1 3% 1) LS Age J 3600s (1] Grace
LSA J&, #0005 RTA R T A48 3L RIS T
LSDB, N GRyFE, N OSPFV3 yiifs, HHr Ak
FJ5 LSA, I Hfh ok A0 b vH 5 503 % R A S

3 AMMER S DhRe R E
B =S %44 RT1. RT2 f1 RT3 #/& 3 &or
MR, Hp RT2 Ak s, BA ERHEL

RT1 RT2 RT3
Eth0/0/2 Eth0/0/2 Eth0/1/4 Eth0/1/4
area ( area 1

1000:2::1/64 2000:2: :2/64 2000:4::2/64

K3 IR M

3000:4::3/64

RT2 ifijd Eth0/0/2 2 15 RT 1§ X 35,0 1141,
it i) Eth0/1/4 B2 11 5 RT3 G X IR 1 948 ). i 32 ping
v 4RI RTL AT 2] 3k 3k L J% s i
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IPv6 i fil: 1000:2::1/64. 1EHf T RT3 A LL—H ping
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[RT31ping ipvb - 1000 —n 1000 1000:2::1

PINGE (104=40+8156 bytes) 3000:4::3 -->1000:2::1

56 bytes from 1000:2::1,iemp_seq=0 hlim=63 time=16.000ms
56 bytes from 1000:2::1,iemp_seq=1 hlim=63 time=13.000ms
56 bytes from 1000:2::1,iemp_seq=? hlim=63 time=1T.000ms
56 bytes from 1000:2::1,iemp_seq=3 hlim=63 time=63.000ms
Request time out
Request time out
Request time out
Request time out

56 bytes from 1000:2::1,1cmp_seq=8 hlim=63 time=8.000ms

56 bytes from 1000:2::1,icmp_seq=9 hlim=63 time=13.000ms

56 bytes from 1000:2:: ,icmp_selFll] hin=63 time=13 000ms

56 bytes from 1000:2::1,iemp_seq=11 hlin=63 time=11.000ms

56 bytes from 1000:2::1,iemp_seq=1? hlin=63 time=18. 000ms

——— 1000:2::1 pingh statisties ——-

13 packet(s) transmitted, 9 packet(s) received, 30.8% packet losz
round-trip min/avg]max/std‘dev = 8.000/19.667/68.000/17.333 ns
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F ping iy 2T S5 WK 5 Fion. LU S| RT3 —H
A LA ping il RT1, M) RT2 7EFEAT W3 T i a3 4451
e b B o A LB i R R T, — ELRE LR R AT
Kl k.

[RT3]ping ip¥b —c 1000 -m 1000 1000:2::1
PINGG (104=4048156 bytes) 3000:4::3 —->1000:2::1
56 bytes from 1000:2::1,icmp_seq=0 hlim=63 time=15_000ms
56 bytes from 1000:2::1,1cmp_seq=1 hlim=63 time=150.000ns
56 bytes from 1000:2::1,iemp_seq=2 hlim=63 time=30. 000ms
56 bytes from 1000:2::1,icmp_seq=3 hlim=63 time=25_000ms
96 bytes from 1000:2::1,1cnp_seq=4 hlin=63 time=28. 000ms
56 bytes from 1000:2::1,iemp_seq=5 hlim=63 time=18. 000ms
56 bytes from 1000:2::1,1cmp_seq=b6 hlim=63 time=54.000ms
56 bytes from 1000:2::1,iemp_seq=T hlim=63 time=22. 000ms
56 bytes from 1000:2::1
56 bytes from 1000:2::1
1
1

,1cemp_seq=8 hlim=63 time=35. 000ms
,1cemp_seq=9 hlin=63 time=18.000ms

56 bytes from 1000:2::1,iemp_seq=10 hlim=63 time=11.000ms

56 bytes from 1000:2::1,iemp_seq=11 hlim=63 time=31.000ms

56 bytes from 1000:2::1,1cmp_seq=12 hlim=63 time=23.000ms

-—= 1000:2::1 pingh statisties -——

13 packet (s) transmitted, 13 packet(s) received, 0.0% packet loss
round-trip minfavg/max/std-dev = 11.000/35.385/150. 000/34. 68T ms

K5 ffifig GR L
DRSS R AL, THLAE OSPRV3 fhil Hh SCHF GR AL

i, AT LAFE B ISUEE R B A (e R e e AR e
L el e s TN TE N TR G

4 Zhif
ASCAE OSPRV3 PRI AERS EER T T —Ffs al g
PEHR——GR ML, 7] LRI Bl 23 75 EAT Pl
Jit B A (A R B e A B AN T T, A
S A i RS A S5 R . AN RS R R FEAS T
(FHE28 193 1)

Experiences Exchange £:46353i 211

© TEARSES T

http:#/www.c-s-a.org.cn



2012 4F 5213 & 11

http://www.c-s-a.org.cn

i H LR g N

£F 0.48 Lo A7 (1 IA—4k 51w I P 25 AR 2] B {EL (K 10).

3 4R

SEAMLFASE WSN AR D[l — TSGR AR, H
PEAE A E S B ORI B H bR B A BRI B
BRI 7 T i B LA A ST 7k B B M A
SR, 9 A0 A0 A — B AR, ok S 80™
o7 R A )

AL 37 B R B AL ) AR S T 2 I B 7 Wi AN
REMAR AN W L. AT AP B e, XM
BORTCRLN. RSB ATAEA R GV, ik LP HESE,
FEHHTEAE FS Rl BF X PP sink Bk 71k, BeAl 10T
LU T PR 32000 P 48 A5 i IR s . B9 45 SR AR
TRA sink AT RIS P09 8% 43 P 5 M A 24K Tl it 2
W1 BF SRR RS A5 Al i KA S,

- SELH
1 GBI T 52 P00 E ) WMSN fr B BaFA. HH 5 HLN
FH 5 %:4+,2011,28(3):137-138,165.

2 UM, 0 302 BUE SG AL ER B 3  BFA DR SRR
THEHLTFES #1,2011,32(3):839-841,1032.

3 BRIB, J5 im0, BRI A, 55 AL I 25 ) 48 v 6 T-J5 30 s A PR
2RI B B FA SR Bl I S PL A4 4R ,2010,33(9):1736
-1747.

4 EFEFETBHAET LBS M ERARY B T5E
JE24),2011,33(5):1211-1216.

5 AESHTALZR. AL T B VANET A7 B KA %242
DA PPAR (10038 75 3% v SN LR FH )T 9,201, 28(2):728-732.

6 Yang Y, Shao M, Zhu S, et al. fbwalrds event source
unobservability with mlinimum network traffic in sensor
networks. Proc. ofthe ACM Wisec’08, USA: Alexandria and
V/A,2008.77-88.

7 Cheng Z, Perillo M, Heinzelman W. General network lifetime
and cost models for evaluating sensor network deployment
strategies. IEEE Trans. on Mobile Computing, 2008,7(4):
484-497.

8 Brook A, Kendrick D, Meeraus A, et al. GAMS: A User’s
Guide. The Scientific Press, 1998.

(228 211 )
AT, M3 s T W4 (R e e PEFI AT Sk s IpL
TR IR AP 9 3 R 9 e b AT )32 N .

S35 Uk
1 Fa e I W i R R B R SR T s e B op R B AR 7= i,
2011,19(15):19-20.

2 Emh %0 % B T T B S I ,2011,23(9):

151-152.
3 Coltun R, Ferguson D, Moy J. OSPF for IPv6. IETRRFC2740,

¥

1999.
4 Moy J, Pillay-Esnault P, Lindem A. Graceful OSPF Restart.
IETF RFC3623, 2003. T\

5 Pillay-Esnault P, Lindem A. OSPFv3 G'racé'ful Restart. IETF
RFC5187, 2008. §

6 SN, T A, S HLE T OSPF 05, e i 1 i 2 L3
RO SV EERL TR oA 2006,27(14):2653- 2656.

7 KPR K Ik I LT OSPF B3I Graceful Restart
AP SEIL A A A SR AT ,2007,14(6):21-22.

3
*

(h#Ess 221 50) © 4
FH,2003,23(4):26-28.

3 Ratle A, Sebag M. Genetic Programming and Domain Know-
ledge: Beyond the Limitations of Grammar-Guided Machine
Discovery. Parallel Problem Solving form Nature(PPSN
2000), Berlin: Springer, 2000,211-220.

4 IRESE IR T AR LR ORI M AZ 4. VY B 2 B A IR,
2010,24(3):60—62.

5 KoZa, John R, Keane MA, Yu J, Bennett FH, Mydlowee W.

Automatic creation of human-competitive programs and
controllersby means of genetie programming. Genetlc
Prograrnming and Evolvable Maehines, 2000,1(1-2):124-164.

6 TR, A g . H 3h 16X 3%,2002,23(10):1-6.

7 RPARRAE R — MR TR R LG N BR AR S
KL £C,2005,22(4):178-182.

96-100.

Experiences Exchange 46259 193

© hEAEFEER ST

http:#/www.c-s-a.org.cn



