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Abstract: Aiming at the performance of packet capture, this paper realizes a new protocol family dedicated to packet
capture called PF_ZEROCOPY. Based on Zero-Copy and memory sharing, PF_ZEROCOPY transfers the packet from
network card to the memory that user program can access directly by DMA, so that bypasses network protocols, and

reduces the times of data copy. By using the descriptor ring of DMA buffer, network card and user program can work

without collision to access the shared memory. PF_ZEROCOPY is easy to use and transplant by packaged into protocol

family. Experimental results indicate that the throughput of PF_ZEROCOPY for random size messages is above
900Mb/s, and PF_ZEROCOPY surpasses libpcap’s in performance. \
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étyuct su_buff {

“char packet[1514];

unsigned short len;

}
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typedef struct dma_desc {

unsigned long buf_addr;

unsigned long buf va;

unsigned short buf_len;

unsigned short flag_access;

} dma_desc t;
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struct{

dma_desc_t descriptor[BU F_C"OL\JNT];

unsigned int read; "

unsigned int write;

} rx_ring, tx_ring;
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int map_fd = open("/dev/imem”, O_RDWR);

map_addr = mmap(NULL,ring_mem_size,

PROT_READ|PROT_WRITE,

MAP_SHARED, map_fd,

ring_mem_addr);
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static unsigned long va_to_phya(unsigned long va,
unsigned pid){

struct task_struct *pcb_task = pid_task(

find_vpid(pid), PIDTYPE_PID));

find_vma(pcb_task ->mm, va);

pgd_t *pgd = pgd_offset(pcb->mm, va);

pud_t *pud = pud_offset(pgd,va);

pmd_t *pmd = pmd_offset(pud,va);

pte_t *pte = pte_offset_kernel(pmd, va);

unsigned long pa = ( pte_val(*pte) & PAGE_
MASK) |(va & ~PAGE_MASK);

return pa;
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static const struct proto_ops zerocopy_ops_spkt = {

family = PF_ZEROCOPY

.owner = THIS_MODULE;

.sendmsg = zerocopy _sendmsg;

.TECVMSQ = ZErocopy _recvmsg;

}
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