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Protection for CA Private Key Based on Secret Sharing Scheme
ZHANG Zi-Zhen, BI Dian-Jie

(College of Information Engineering, Anhui University of Finance & Economics, Bengbu 233041, China)

Abstract: For'the hﬁigh—sécu;ity needs of CA private key, a new (t,n) secret sharing mechanism is proposed. First, the
CA private key is generated using the RSA algorithm to ensure its un-Forged; then CA private key is shared based on the
new (t,n) secret sharing mechanism. It uses its identification as a share of the private key and the private key as a secret
share. It also provides a simple and efficient method to detect partner deceive, there is no real secret share is needed
when secret is reconstructed, and without the need to maintain security channel too, so it enhances the efficiency.
Applied to CA private key protection, it improves its security.
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