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Information Security in Enterprise Data Exchange
LIN Bi-Ying, WU You
(Department of Computer Science and Technology, North China Electricity Power University, Beijing 102206, China)
Abstract: In the Modern Enterprise Applications; data information needs to be exchanged between multiple appli-
cation systems or between multiplefusers of a system. Therefore, it becomes more and more important to
ensure the security of data transmission. The design of using SSL encryption and XML encryption to ensure
the security of data exchange and its concrete realization are described in this paper. It is verified by some
examples and of practical significance.
Keywords: SSL; XML ; security ; encrypt ; data exchange

Internet

g

I I’lte m et W XMLIN# R
Internet TCP/IP \

AL SSLIEE

o
wAmE

e

Internet

:2009-07-20; :2009-08-17

166 Experiences Exchange

© FEREGERAIIGTT hitp://www.c-s-a.org.cn



2010 19 4

SSL XML
SSL
XML
1
2.1 SSL
2.1.1 SSL
SSL
2.1.2 SSL
SSL (1]
http SSL
https https://ip:port/
https
Web Server
2.2 XML
2.2.1 XML
( )
XML
XML XML
2.2.2 XML
XML
XML
A A
B B
XML EncryptedDatal?
EncryptedKey
EncryptedData
EncryptedType

XML
XML
EncryptedData
XML
XML
EncryptedData
EncryptedKey
3
3.1
SSL
3.2
3.3
SSL

© HERRERI

XML XML

EncryptedData

EncryptedData

EncryptedData

EncryptedDat

XML

Experiences Exchange 167

http://www.c-s-a.org.cn



2010 19 4

3.3.1
SSL
XML XML
XML EXCEL
XML
XML
XML XML
EXCEL EXCEL
XML 2
J—=BEN BEN
: F/mode\x\smxmlxml‘ CJ D
Finshshsaml | (] (uch () (ossax)
Colw= v [Fnststani (0]
2 XML
XML 1( XML
) Order Pay-
ment XML
XML ) .
2 XML XML
B <CipherValue>
CipherData
EncryptedData (&l
EncryptedData XML
XML
XML 1
168 Experiences Exchange

Payment
XML
3 XML
XML Order
Payment
Payment
« \(
) Payment
1) 1¢% " XML
XML A Order Payment
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<purchaseOrder>
<Order>

<BookName=>book</ BookName >
< ItemId>123-958-74598</ Itemid>
<Quantity>12</Quantity>
</Order>
<Payment>
<Cardld>123654-8988889-9996874</Cardld>
<CardName>visa</CardName>

<ValidDate>12-10-2004</ValidDate>

</Payfnent>
<7purchase0rder>
2) 2 XML
<Cip-
herValue> EncryptedData
XML xmls
XML XML Type
XML )

<?xml version='1.0"' 7>
<EncryptedData
xmins="http://www.w3.0rg/2001/04/xmlenc#'
Type="http://www.isi.edu/in-notes/iana/assi
gnments/media-types/text/xml'>
<CipherData>
<CipherValue=A23B45C56</CipherValue>
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</CipherData>
</EncryptedData>
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Payment

EncryptedData— )
<?xml version="'1.0" 7>
<PurchaseOrder=>
<Order>
< BookName >book</ BookName >
<Itemld>123-958-74598</ Itemld >
<Quantity>12</Quantity>
</Order>
<EncryptedData
Type="http://www.w3.0rg/2001/04/xmlenc#Element’
xmlns="http://www.w3.0rg/2001/04/xmlenc#'>
<CipherData>
<CipherValue=A23B45C564587</CipherValue>
</CipherData>

</EncryptedData>
</PurchaseOrder>
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