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Abstract: Hash tables play an important role in network message processing, especially in the processing of messages
with states. With the rapid growth of hetwork traffic, the hash tables of traditional software can hardly meet the needs of
network performanee, and search is one of the key factors affecting the performance of hash tables. In addition, the
improvement in the search rate of hash tables has always been a difficult problem. The research reveals that the existing
network traffic presents the characteristics of Pareto distribution, namely that there is a small number of massive traffic
data—elephant flow. On the basis of the computing mode of software-hardware co-design used in the current data center,
a large-scale hash table architecture with software-hardware co-design is proposed on the basis of DPDK+FPGA.
According to the characteristics of existing network traffic, this method divides the traffic into elephant flow and

background flow, and meanwhile, the hash table is divided into a hardware table and a software table. A small-scale
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hardware table is constructed in FPGA to unload the hash calculation of all messages and the hash search of elephant
flow. In the software, a large-scale software table is constructed on the basis of DPDK, and the hash calculation is
unloaded by FPGA to speed up the search of background flow. As the software has all the flow information, the sampling
method is used to identify the elephant flow and update the key-value pair of the elephant flow to the hardware table of
FPGA, so as to accelerate the search rate of the large-scale software table in the software. The Xilinx U200 accelerator
card and general server are employed as the hardware platform to realize the large-scale hash table with software-
hardware co-design, and the traffic data in line with the current network characteristics is constructed by the tester. The
accurate forwarding of DPDK is used as an example to verify the performance of the hash table with hardware-software

co-design. The results reveal that when the hash search of elephant flow is completely unloaded, its performance is

64%—75% higher than the original accurate forwarding of DPDK; when the elephant flow is not unloaded, its performance

is improved by 5%—48%.
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I WEEER R }

i
\ e

¥ S —

{mtesmmnccien oo — SIS0 voter

1

K8 BIE IR IR

3.1 FRHFIRSCALIBIRIR

AR SCAG IR AT R B HORE FL Ay BT 3 AN, 45l
AR SRR SR SC TR R (BF 3.1.1 1), KRR
BB (B8 3.1.2 %) DAACBR AR ne A AR (38 3.1.3 719),
HHE R S A S RO R AR B T e K BAT Ak,
BT 132 A B iR S AT A3 DA R B R
SCE TR 2R T E R SC, R IR R B AR A i S
WU KGR, FSEi S F R B 1R 3, SR B 47 37

AR A TR,
311 BARAROCAL B R0 R R
RS AR 54RO R — AN EE AN R
i) worker ZEFEHA i, TS worker 22 1K) T RE #RAH 7).
B —> worker ARG TE K 3 LA, K IRAHH
PR TR SO R, BRI A HE S H R o k. H
ARG 518 9 Brn. NEHRI A R, worker
SRR A TT B i S0 5 AR A SR S, ) Ak BRI
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DREAE 2R B AR SO T i A S 2, PRIERE A2 T R4l
SCAR A I R E T S IS 3k B8R Atk A B

i, BL64 MRS —H, AR 64 MR STEAN— A,
LA SR AT ISR

-

CPU RING BUF 1

| I worker 252

Y

I I

Y

O Rk >

'y L e——r JUEE 2
= = = RO
—> HRIR T

K
=
®
&+
i

----{ P2 5 S

HARARSCAE B > FR RS R

e Worke 20 -2

-

_______

-

B9 Worker ZFE e

2&?5"]7?%3?%?1‘2%&%@??, worker 282 5
AR VLR AE BB — — X L, B — > worker ZEFEXT
RE— AR AR, (A o N — AN BAF. B a4 S Ab HE R 4y
BF R BB AU — B B8 i 5L, R B 4R SR Sk
HR R VCEC 5 SR 4T X 49, KA DG E (R i SCAS B AT 3K
PR AR, X o DU A A0 SRR 3 3k Hh f i 75 80 4
TR,

3.1.2 KRRk

KGR B K G AR DL B R 1 5 15 26 M Bk,
FI AT K SR 1 77 v 2 B4 N30, LRU (least
recently used)”*! DL R RAEVERY, — Mokt ik 21X 44 37

B 0.1% KL, ASCUAH KRN, AR KRB

e W B, RE AT 1 s 5% 1 min AT AT,
ST S R RO A e, AR TSR
ST KRR B4, 3B AR SR TR, e
SEALR BT R SRR AR AT T
) o AR B TR R 5. K e
SRHUHE (key), 5 HE 15 M5 1 X4 52 5 1% B
.

R 5 2 50 /AR I, O A L
iR R I ELAE T2, A0 B SR A
Tl B L. A SR P19 2 P 7 P 2,
RS A v R S 5 4 B 1, R R e
B30 L, LA 2 BB 5 0 S 2 1 0,
SRHAA 0 L, VNIV B 8 95, 2 ST

68 R4 ¥ System Construction

PEHR 2 K R topn VIR, B SEE RARLIR 1
G (key) X FTATBPE AL AT, SR T G
(key) REREIE. HoJ5 15 504 B8R HERT, % A B e
BT (key-value) A5 LR 2 B4 50 MR
55 T T 0 2 S BT AR SO RN T, 2RS0T 485
HETE B AR, LA 64 AMRSCH— LR R0
S5V, BRASAE 64 MRSCHLPLA 4L LAULA AL,
?ﬁ)’ﬁﬁ?%\ﬁ%*?ﬂ@#?@%%ﬁ%&xﬁ worker £ 12,
LB AT R 2 SR SO RS T SR
AL 4L R S A S 4R, FCRL 2 ey R 10
P, W55 85 TR e, 4 A
SRS S R AR S ST AT e, PR 25 1788
HRG P 25 ORI 22, X TR A R 7 R R A
REFRL.

P
" N
2 .----7.7 Worker2
R P

WL §

Bl 10 BRSO K

3.1.3 BRI
AR ST worker 28 FE 5 KR yRBiH. %)
worker ZFET 5, He 75 B P X B A 22 2 4R R 1
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i H AR SN A

BRI SCEF AT B, ARG RN S, LHEN
FER B (key) BN IOME (value). 3R AEH
A0 A5 R 5 A LR TR B, A 26 FE B I 8 A
5 I %o A A A5 3308 )73, 99 ok e ek 2 A e T (0 2 T30, 9
IR AR RE A 0 K. R AR SCW B N AR e A R
(NN AR

AR SCAT FH IR R A 0 A5 R T DPDK BG4
DPDK M %5 FE T cuckoo Bk DL K BB R BERIE
FhoTEsE I, ARSI E 11 s, e 2S aF
F 2, DPDK £+ cuckoo HiZ 5 A KB IEIL [FAE
F, BEAS IS A5 32 e A A R, B A r B AT DA i
8 ANHRAE X A B IS A5 v 55 75 21K I [H], DPDK MG Ay
RV T BT h(x) 18 prim G2, LI A(x)™ 3K
H alt 78, sig AMGAER S 16 £, —IRIGH THE 1S
B E, DU EAT cuekoo Sk AL i A
AR 1 cacheline (1% A4, DPDK HLHUH 7 %
16 AL PR b &bitsig, B X LLECHT He LU AR sig, 1170
7 H AT key (HBI LA, FE T UL EHE AL BE A R
f, FIH prefetch 7] PLE IR Em B R,

ey

h(x) h(x)e

L Ipim[ [ [ [ [ Jar] |

1 1
Sig{ E <_> E }Key

K11 DPDK M7i#
=

AP 75 RARN R, L% T R fHERA 2,
Gt IR 5t I FE S A, TERR A R ARG IE LT, B
ST B TR G Al N I, I SR 3% PR A A 3 25 () R
R, A RAE N B R R, R T K/
o7 L AR R T R, [RII H - A 3R 1k A B el
P HIPERE, TEIR R AR /N S FAEREE W, A
R 8] B 1% A2 Fe 2 1. DPDK FRE 75 3839 i 1% 75K, Rk
ALk DPDK a7y FEAE N A%,

CRC32 #1 sR HOAH LB A 1 5 ek £, Bs1)3)
5, M IEERAR, PR R, A R T R AR i S R

HITFRRARE, IR AR SR, B A3 DL SR R AR R 38R
Fl CRC32MPEG2 11 75 ki 4.
3.2 RX TX #&#k

RX TX B H (172 7 H QDMA 3Kz, # i 5
5 FPGA ") 22 Bil %, PR FEXUT EdE L 515 &
AEU A AR E M. BRSNS 43, 43 o8 DPDK
PAF1 5 &5 A7 4% . % DPDK K, HARE M <2L4L, 33l
WO =, i H 8 R T R R T R R SR ),
¥ R 122 00 2 B 08 O % JR BN B 1 B A R
Y 43 B0 0% 2 BA B 7 A SCRIRSEH 7 8, Ak e
% FPGA ¥ AW, % QDMA TE i £ DPDK 1, DPDK
(4.3 %) QDMA I &k QDMA ) i 41, QDMA Tk
BN HIER £ 4 I\ 51 505 5 I MR R BA B B R %
BIA F A BA A, LLSRE 22 BB I E4E A% i, & —
AN BAF A R BB, S e R 1) $ 0 A5 i 25 A7 4R 7o
VIR AR 0L 5 A . R A AT DA R 3 A7 A A%
HE.
3.3 REBENH

A N BR R A BE VRN B S FPGA B1E
HIR SO 20 DL K ZZ i 7 6. A SO CPU 51 FA2 B
o HE 3 2K, o AN BB R OC, AR SR B L B
AR SR AR 5L, S5 P RS & T R oC. FdE ik
RAD—ASALT 64 75, AL HADIRSCEK, i
i 2% T T 4 S SR v T AR ﬁ%‘%ﬁ%‘ﬁ%)ﬁﬁ%ﬁﬁi@%
B, WA R S BUGRSC USE K AR R T TR ST K 45
RS KB, W T SR, 0 AR RSB, AR
8 $F R S5 B 2 4R S A — s P AXI
StFeam 4 2 f 461, T 1R 2 15 BUR SR AT AXT_Lite
SVERAER. ASCAERE 3.3.1 WA AR, 5 3.3.2 71
VN2 CTE '
331 HdEiRoaC

B AR SR YR A A B LA it = () TCP Hh i 4Kk
LA K UDP Bk 3¢, MR &, HeRH S
FPGA X7 A& 1, A SCHE R 46 — R i BB A S |
SE SCHTAR Sk ok A6 38 25 4k 445 2R DA RS B, AR 4 2K
S 1 N 1 N A= TR T o a1 2 P N O
g

(1) FRI7IH

R MR CSCR SRanE 12 Bos, 38R R
FR) S i SCAH B D 4 i e, /T 8 A A i X 4 s
T S A 2 B TR O
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0 8 64
JR A (K FERTR)

12 FRIT A PEHRE R
() AT
AT R OO S B 13 Fow, frEALH T
F O B AR £ 00 H 1, DURC S5 SR T A5 & 2 ar s
W BAEEMRPIULHE, LULRCLE RN 0 B, value
B0, WA EN Y AT (key) THES RIS AE, N
i 2 A cacheline K/, o4 24 fir 25 F DAME T AR kY
. HJE AR Y value {8, XN AEAEIE ) value
Y, B R AR EAR .
0 7 8 40 64
b iR o o] mAEe2en | &M et
Value (£ [ 4E)
JE A HCAR (K 7T )

43 {:ﬁﬁ'f’rﬂﬁ‘]%ﬁ&?&i

332 PR

PeBIR SO 5 FPGA [P, 1 8% 33 1
A, BT 7 S SR AT 2 AR
T 43 U 2 5 AR S LA e AR SR IR S

(1) B2 5 T A0S

B3 5 4R S e R A B (R 3 A A, SRR 3
T, BRI, 3 R T R,
Bk AU B 14 BT b B F T X 4 2 58 B4 30
SRR, fr B R R AR AL B, o e A
KR (key), value S SEBELFHE A IS B

0 8 40 64
s st wEe26 | aennnm
BN FRAAL (16 F77)
TG AL [ vale e

K14 RS HTROC

(2) B AAR L

P 2 33 AR S 2 T X A N R R (key)
N, B, AR R 15 Fs, R A
BAENVEIEEA Y, AR A B3SO\ FPGA B2, 2F
fiés B 1 FPGA 5, B3I F A48 A AT
U7 i (AR R AL B, P A7 88 B A7 A R 26 A L
B (key), AXI_Lite S 20N 1 57 AR ¥5 a7 7728 A A &,
PRV (key) BT %17 4% B .

70 R4 # % System Construction

Wi B
CPU II AA |I
i %
firi Ef
— T A
[rren |
B
B
Laaf | T [ |

0x00 0x01  0x02 0x03 0x04
LUES
15 AR
% ¥ “‘
4 LIGLER
W 75 FEHO VI 45 07 3 B AL AR, A
575 AR, BRI IR A key HOMEHL T, 1B
] e T 25 45 7 R 2 K 0 45 SR 7 B e I, 97
ERAGTELE TE— A key HOTEILF, 6N RI B # KK
T 05 S g o 6 25 1 R 4 Hh T A SR A 7 B A A
il K B AT key 55 T S5 ATHE N key [
1. 3% 3 ANBHOR BRI A RV AR I ST, T
WA R M2 B 46 1T 25, B4R T2 A5 N B4 AT,
5 % B 4 I Th RS B MG, 2 P B A B A
A bR, 2 ] R R T R 40 5 R K, TR B G A
R s R 1 T U 7, S50 NG R T R
Pl 48 S0 A Ao LB Bk DPDK s 7
IO SR VERE, [F RS 1 5 ot DPDK W 75 2 500
SHA A 7 AR B R, F S R 16 BT
A DPDK MG 75 3R 812 5 hopscotch, cuckoo, %
M, MR, S SR IAHEAT TR He. T LA
o BB I A0 7 % 7, DPDK TEb 7E M Fh #3% F,
U AL 20 5 ok 2 4R, PRI 1 DPDK WA 7 6 BV 1
RS, MBI A0A 7 2SR, U A8,

%: 450

~ 400 | = BEHKPEKSL - DPDK

B = Hopscotch = Zbkils ik

g 350 | . Cuckoo = Z Rk .

= 300 | .

§ 250 + . - ibanuce
ﬁ 200

150

0 01 02 03 04 05 06 07 08 09 1.0
UESES

K16 mafy REREHE AR K
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i H AR SN A

T A TG B e B A A A 4 2 P A R R
AR T, BT AASSC a6 % = 5 e K (13fwd) 3 Ak Rk dE
s (AN A R A Rl = J2 B e I 28 B e v (1) —
ANEED R, KRB SEIITE, — iR T Rk
FEARVLHC, o — Py EE T 5 A R A RS i UL SC. DPDK
G35 SEB T 0T R ) R EEE, 43 5l 13fwd_Ipm (longest
prefix match) £ 5 13fwd_em (exact match), §j —Fi R %

R W [F] W A

B AR

K IUAC B AT 7% %, J5— 9% T DPDK HIRG A 3K, R4
AR F e HB TR . N T e A R vERE, AU R
5 DPDK 1 13fwd_em J7iEHEAT X LG, PR 5B Bk
BRI 17 Fros. PR 720 SO0 R AR R, 35 88
AT IR 286 41 S, X IS A R EAT ALK, AR B R A5 R
mac 3k, G R, R RKEFR 1% 4 D DRAMER
K.

! DPDK M7 !
PR e E }llimﬂr‘%%ﬁéﬁll ; »| Mac Fi#f R
! ¥ LI e e e e e R e I I I
jy ! B 17 =R E

AR SCAR 5 8 FLAR SR WO 2 5 e R T R
AR SCE A5 R AL FRRE ), FFAS w4 A M RE. [R]IE B
A 1 mac Sk B 4 TAE Y e A [R] R3O AR 7 56 1, BRIt
R ZA S MG A R I R R K.

BT 1RSI 56 g 4R 2 2 Xilinx alveo U200 [fI5#
PE3F5E 5 DPDK+Linux F3CHEIREE, i {4 25 I phoasiR
W 250 MHz, {4 %1k H Xilinx Vivado v2019.2.
AR S5 28 ) CPU N Intel(R) Xeon(R) Gold 5218 4t
FEEE, CPU 4k B i 41, DPDK FiAS A 18.02 flUAS.

I A A A B T 28 bigtao220 WAL, P4, |

AL 0-100 G AR, AN OIS 710 3455,
oK SRR 800 4, TBARHY U 44 TS S,
S U 1P 4 MRS 1y ST R, T 2, 4,
8 LR RO L T T T RS A L350 /50 b 3 0 S 4 £
LT b, KGR R AR A TR 80%.

H T DPDK %48 % cuckoo 81k 545 4 KB
T VB MG 7 22, TR 9 25 40 75 0 10 1A 77 0
5% X (key-value) (7 B2 UIAH. JlkA
SCK ST AR 4 BRI, 42 WL A4 5 A8
R, TR A A AR (0 DUE B R 3 h RAT LR, S
BRI I, AR SO B i 2, MR R A4 5 B
AR, LR 16 A sig. 500 25 R4 25 B 1 R TAE
WA R, IEEH R AT — AR MO R, 18 R

T, AR SCH AR B R 100 J5 RN, IXFEE LT B—
AN (key) AN T prim 7 B T 15— AN EEAE X
(key-value) PN, HFFE ;A — M E, LI 1A sig. X
PRFR T 53 IR L T = J2 5 R B e 15 5 e A 0L

DPDK ¥4 1) 13fwd_em J5 232 #Fr i A X, 26
1 i R ﬂﬁ%ﬂ%ﬁ‘]ﬁkﬁ&ﬁ%ﬁﬁ%, A i
4% 13fwd_em_hlm (hash lookup multi) 773, & 2 Firki
S L 2 TR 2l 13wd_em J7 3%, 7EASCHO Ty
R R MR RSO FPGA 458 M5 R 52
PRI (17, — 7 T 452 B 7 4 1 M50 40 50 2 s S A4
RItERE Y, 55— J7 1 DPDK W& 75 B F- AN SCFRT A A
E A AR, A SO 7 RT3 2 M, &
L HI R4 N 13fwd_em_shch (software hardware co-
design hash) J7V%. BF XA T732:, ASORK H Sy B il
L, 43 K G A D A 0L, v 44 13fwd_em_
sheh_fo (fully offload), LA S KR 4 #1815 O, i
% 13fwd_em_shch_no (no offload).

DA it 25 407 AR A X 43, A S 53 0 a T 7
BT 13fwd _em hlm, 13fwd _em, 13fwd _em shch
fo J 13fwd_em_shch_no J7iEHIPERE. XI BRI T, A&
SCA AR 11, 2, 4, 8 M55 2R R HERE, MY
A H R 128 715 K/ R s A, P s 0 20
AN 30 77, ARk 18 5K 19 P,

System Construction R4 ¥ 71
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e~ +13fwd_em_shch fo
= *13fwd_em_shch_no
= =13fwd_em _hlm
M 13fwd_em
®
S
#
2 4 8

LA
& 18 R AR = E R R RERT K

00 3 13fwd_em_shch no
50 [o13fwd_em_shch_fo
40 =13fwd_em_hlm

T R (Mpps)

30 [ 13fwd_em
20 |
10
0 1 1
1 2 4 8
KRR

19 A = KRR Ll -

FRAE P 18, R AR T, B AR A MO A,
4 b7 R 1 il 0 AL 2 4/ 1 B . AR
# QDMA B J7 12 A FI AR &, QDMA fE1EH %
i PR, AR R AR, 75 41145 T, QDMA &40
PR 53 Gbps, 5 H A B RS R BT, I
8 LRFENT 13fwd em shch fo Jyykm TR R T 4EHH R
[ PR, Rk R 2K s AT,
13fwd_em_hlm J5VE R EHAERE S T 13fwd_em J5 i,
%52 DPDK J5A% AT LR B 7E W A 48, DPDK
AR B B B U5 ), hlm J7VE R prefetch J7
DI AL E, k> T cache miss 1L, BRI

BeE LT 13ftwd_em 774, 13fwd_em_shch_no J775EAH. |

FhEZ 13fwd_em_hlm 7774, HEReSE AR, R AL T35
ML T, 13fwd_em_shch_no YAV AN 16 K,
KE N AF VT ) G0 T A4 i st 8], (2 3 0 #me 7
LR ALK 5% MIPEAESETE. 13fwd_em sheh fo J7
FEHTEE T KRRm AR, BRGNS SR
BT E, R ZE S i AR A T A AR,
PR REAS B R IE 3 T, A LLE DPDK iz FE i
H 5 i 0 13fwd_em him 753k, MEAEHRTH T
75%.

MR B 19, /£ R M AR T, Bl 2R F0n 38 m,
4 POV R ER I AR A R REAN B L 3 . R
WA A S, SR AR 13fwd _em_hlm J5i% K & $ BE
KT 13fwd_em J5i%, JRFTET 13fwd_em_hlm J7i%E

72 48 ¥ System Construction

B prefetch TUHCR$E =y A R A8, 28 T PUHLA 75
B, HAGHR 2 TREL prim A7 B DL alt {57 B B XS,
HRAFUELRT, HBTATEY W alt 7 EHH R
Y519 prim A7 B K — M (key), FTEA 13fwd_
em JFiEMEREHE . 13fwd_em_shch_no 77 VEAH HL K
DPDK #5241 13fwd_em J7EVERESRTE T 48%, i
RI7E T A7 U7 M IR B R B LT, e A v S B 4%
A KR fe e & K AU M 8. 13fwd_em_shch fo 712 AH
% DPDK H £ 5 =1 2% 1) 13fwd_em 7,—7/23 PE BRI 4
i 64%. : :"
LA 18 9, AI3fwd_em_him 73, 2
AR B AT IR UL, B 15 T 16 A0
SEARML AR, ST AR E AN R A AR Ak, (H AR A K L
SR AR T — R BUEE T (key-value), Bk H %
REmE = T AR BT 4. AR U, P I e, Hot e
FarE. T R AT R N AF U5 I B 2, 13fwd
em J57%. 13fwd_em shch no J5v%PA K 13fwd em shch
fo J7iERIPERE LLAE W R H G B It

AILTT FAAE AT S A RAFN, AW A T E 1
) R i N R, AR SO R B [F S A R SR
FHWS A R AL LR, T b 20 58 21 Fros. W
20 B, AR SC B EAE B[R] G Ay 2 AH B AR I IG Ay 3%
S, HA R B AR, v DA S0 e G
e, P RGO E . A\ N

-

030 s P lias 7
025 % skl Al ki
0.20 -} +Z BREERTEL

T B RIRIE
0.15 1 = Hopscotch
0.10 | * Cuckoo

0.05
0 L " Dsead‘

0 01 02 03 04 05 06 0.7 08 09 1.0

K20 ey REL A ] 2R

i\ MeKey L b

PO CEm e R R - R
= LEVERFIE: = Hopscotch /
1000 | = EATE /€3 Cuckoo f

500

i key V15 3

0

0 0.1 02 03 04 05 06 07 08 09 1.0
e S

K21 A RSN RN LK
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i H AR SN A

W 21 B, A SRR B[R] G A R AR B AN S
A REE, FAENERTE 80% 71 # UL NI 4b TRk
-, I 80% kT, oA N 2 2 L B KL K
T 90% B HL T, AR SCH R B[R] IS A 2 1) 4 A\
AT A2 2 VG Y. Tt G N A R I B R I TR B
M, S R AR I Ay /IS LR G 33 H 90%.

SEA R, ARSI RIS R A R I A2 AR
AR, HAERE AR RO 13 B KR FE 32 T+, 5 DPDK f i %
(= Z 5 kT b, EEM AR R, KRR R4
HERME BE BB THIEIE 75%, A E)ER 1k BE AR $E T
5%, TE SR AT T, R G 3 004 0 51 4 PE B R4 T
PR 64%, A HE MR Re IR TR 48%. It HA ST
THABLIUA 5 F s A5 R EE, 2SR i, Fi N E
HAE 90% 13 UL T I e e R fe g K-
s ogipEE Ny

ARSCHE T I T R i R A R A R 1K
TR, %7 RS A B, B ER— =,
TR A 2 A7 B B 4R R R, TR0 3R 67 9T A R A 0 U
DA R R A4 2% (1 B8 37, e [) LA 428 1) 4 SCRNTE B4 R 5
B nAE B 77 AT U ). SR, Z T R T PR
g 8 o W A R ) AR R B, I HLA ST 5 R A TR AL
SR, R B R INHENAE 90% Gk B AR i 1 BE.
AL H BT S IR O [ e A =, HtkRe RR 2 #
QDMA PR, [FBS DPDK W75 8 1) 25 3R R AT IR AF
TE S5 ) 2 18], BRI AR SR — 20 A 32 B0 2 i
QDMA Jin ALk, $2 ik 5 A 2 TR 58 LR R0 |
PR HLAR A NI, 12 i s 7k T e 1
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