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Botnet Detection Based on Flow Summary
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Abstract: With the development of botnets, detecting and preventing botnet attacks has becomeaniimportant task of
network security research. Existing studies, which rarely consider the timing patterns in botnets, are ineffective in real-
time botnet detection and cannot detect unknown botnets. To tackle these problems, this study ﬂroposes a flow summary
based botnet detection method. First, the network flow data is aggregated according to the source host IPs, and the flow
summary records are generated in a given time window. Then, d_e“cision tree, random forest, and XGBoost machine-
learning classification models are built to validate the performance of our method. The experimental results on the CTU-
13 dataset show that the method we propose can effectively detect botnet traffic and detect unknown botnets. With the
help of Spark technology, our m‘ethod‘fcail also meet the needs of rapid detection in real applications.
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DT 99.71 94.63 | 9544 95.03

9 RF 99.83 9772 . 96.55 97.13

XGB 9990~ 98.65 98.03 98.34

DT | 97354 64.51 98.14 77.85

10, RF 97.37 64.64 98.25 77.98

' XGB 97.37 64.66 98.46 78.05

DT 97.58 67.12 98.94 79.98

11 RF 97.64 67.64 98.81 80.30

XGB 97.65 67.66 99.20 80.45

DT 99.65 81.74 81.74 81.74

12 RF 99.76 97.60 77.38 86.32

XGB 99.81 96.22 83.11 89.18

DT 99.91 95.61 95.30 95.46

13 RF 99.96 99.19 96.19 97.66

XGB 99.97 99.30 97.80 98.54
R4 Neris 1B W% ket R

PR Wik Pre Rec Fl

0.84 0.98 0.91

2.9 ! 0.92%* 0.99* 0.95%

Lo 5 0.96 0.96 0.96

0.98* 0.99%* 0.98*

12 0 1 0.92 0.96

0.99* 0.98* 0.98*
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