MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
Computer Systems & Applications,2018,27(4):231-236 [doi: 10.15888/j.cnki.csa.006299] http://www.c-s-a.org.cn
OFp ERFEBE AT BT TR . Tel: +86-10-62661041

ETHBIKZFHREVIEES SR

Xl Ak, o &

(W B TR 15 B 2B, LM 310018)

MWIEL: B 1%, E-mail: 793939105@qq.com

B E BBk RS (IPSO) AL BER S AL (HSSVM) B FH T34 1 S A6 M. 1 %%, £ Windows 11
R, FIHFFRIET (hook) F2FF, Jlid R4 & WM_KEYDOWN Ml WM_KEY UP #fi $R 8 A% 1) o B v 2., Ucse
T 5 B B I 1) B R ISR EE AT S S8, KA HSSVM AL BT FEAR I 25, e & — A Z IR K
i @, H AR TIPSO % HSSVM 5 AY 1) A8 i1 A -1 A% 2 B3k AT 300 $50 )5, SR FH I AR el A5 R o 4 1 23 3 A7 3
W, FEAEAG 45 FxT B, MR LS R W] IPSO-HSSVM B AY [ H T8 B 1) 57t 8 A A R80AT 47, #ERA 2214 5] 90% LA
b, HECARALHT ) HSSVM Al 24 R 247, B BE3RAT 5w AR M AE A 2, 30 75 23— B HR m I GRRE AR 1) ot S A R
KRR EERSCRR I L, B R e il e B R R AR

5] A XU, kTG K, U A I T R BR ST R AL B I L R SR ,2018,27(4):231-236. http://www.c-s-a.org.cn/1003-
3254/6299.html

Keyboard Abnormal Detection Based on Hyper-Sphere Support Vector Machine

ZHAO Feng', TIE Zhi-Xin', XIE Lei'
(School of Informatics and Electronics, Zhejiang Sci-Tech University, Hangzhou 310018, China)

Abstract: The improved particle swarm optimization (IPSO) optimized hyper-sphere support vector machine (HSSVM)
can be used for abnormal detection of keyboard in this paper. Firstly, the development of the hook (hook) procedure in the
Windows operating system is used to collect the required key time series as a training set and test set through the system
messages WM_KEYDOWN and WM_KEYUP capture keyboard keystroke messages. Then, the HSSVM model is used
to carry out sample training and finally transformed into a quadratic programming problem. The IPSO is used to optimize
the penalty factor and kernel parameters of HSSVM model. Finally, the test set is used to verify the accuracy of the model
detection and is compared with the results before optimization. The test results show that the IPSO-HSSVM model is
effective for the detection of the keyboard and the accuracy rate is over 90%, which is better than that of the HSSVM
before optimization. However, it is necessary to further improve the quality and quantity of the training samples in order
to obtain higher detection accuracy.
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