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Abstract: In RPKI (Resource Public Key Infrastructure), RP (Reljing Party) downloads and verifies certificates and
signed objects (ROA, Manifest, Ghostbusters) from repository, and then processes those valid ROA objects into
authorized relations between IP addressesiand AS number that is used to guide the BGP routing. In the current
implementation, the certificate verification module recursively finds the parent certificate of the certificate to be verified
through the database query, tO‘-COHSt;‘uCt the complete certificate chain and complete the final verification by OpenSSL.
Because of the large number of certificates in the RPKI system, the method based on database query is inefficient.
Combining the characteristic of RPKI running mechanism that transfers the calculation cost from the BGP router (user) to
the RP server (server) and the idea of “space-time tradeoff”, we can read information of certificates into memory to reduce
the time consumption of I/0O. Based on the ideas above, combined with the characteristics of the time complexity that
finding item in hash table is optimal O(1), we design and implement an optimization method of RPKI certificate
validation based on hash table. The experimental results show that the average time acceleration ratio is 99.03%, 98.45%,
and 97.48% in the three designed scenarios, which has effectively reduced the time consumption.

Key words: RPKI; space-time tradeoff; hash table; certificate verification

@ YA I]: 2017-05-16; &2 18]: 2017-06-05; SR A F[A]: 2017-06-08

132 A4 AR5 % Software TechniquesAlgorithm

© MERERFIFHRNT  hip//www.c-s-a.org.en


http://www.c-s-a.org.cn/1003-3254/6202.html
http://www.c-s-a.org.cn/1003-3254/6202.html
mailto:cas@iscas.ac.cn
http://dx.doi.org/10.15888/j.cnki.csa.006202
http://www.c-s-a.org.cn

20184F 55274 21

http://www.c-s-a.org.cn

i H AR G N A

RPKI & —Ff Fl T Or B FLIE 9 B it 5 5 B2 UK (0
& IP bk, AS 5) 22 A fE i ARl B d@ i
X X509 APREFHATY JE, RPKI KL BHIEIET S
O LI X B A D 5 B YA FH AR AL UGE, I DL
J5 75 13 (Route Origin Authorization, ROA) HIHZ 20 H; B
B RS, AR AS X HEE 1P Huhk AT 471
e B S A AR

RPKI 4 & 7] B4y g = /N H B A DA TE AL L
(Certificate Authority, CA). f&K#i /7 (Relying Party,
RP) FIZEELE (Repository). 7 Al 5185 & BUE. £F
it & AT R (A& PP GORIHIE D) SR A b
fE, LR 5E M RPKI [ ZhEE; Hrf CA BRI A R4
X B4y J B PRIET (Resource Certificate, RC). ROAsPL
Manifests”!. Ghostbusters”. %%k} 757 WSERAE T H
FO % 40 5., TR 24 7 8 4 S0t Ot 2
BRI, U4 ER RPs [0 T 8. RP 4137 R
P o 25 F S BRNE 15 R4 4 % 0, I 58 UF B U
R 25 44 0 A M, TS KA AL ROA &b 38 R
IP M BRI AS 5 ) S RALE &, Ml T 455 BGP
FEH.

[F] Bf, RP 3 {F 4 [A) 20 FEGIE INR 23 FL /42 B8 R
L SE bR BGP #% B 2 0V 18 MR 2, RP (81T A 5
i 35 %5~ RPKI AR R IR0, £HX0 RP [R5 40 0 R 1Y
W, A htsync A Delta #3i™. H B RPKI 14 &
H) RP fESSUEE P ) FE v, o 8 A B i UE 3 E
SVORAE B HAE B b, 05 2R 500 224 1 Gk i ik, sd it
18 P 5 10 H 0 P oK 58 B A IE S 35 AR 4 5 (Trust

anchor, TA) PIE-FHE AR, JREAL G I IO F5 88 2

i OpenSSL /b 3 3k 5 JR A B A 15 1 1L AR, 1Rt
HOH I 2 4R S M2 AN IO ERE T 1L R P R
7% P 0 PRI B UG, £ 5480 1235
. B 1, 7EV 1A https PR AR % 56 E AR
uli (https://a.com) £ ] CA(W CA1) HiF HEF
a.cer RIKA LS P, SRJG Le3 R P 4l A M AR AT
1] CAl.cer(EH tH RGN E) KILIE a.cer A ME,
DAL SRS IE B 03 10 2 4 LS. 7E LIS AR T, BiE
SEA LB H 3 P G o 2 00 0 88
M7 RPKI iz 47 ML, 55 ' BGP 1% i 2%,
i 7 Ji% BGP % i 200 648, tRALRCR, BEMIE
BIAT I H A A5, W1 2, RPKL K A 8

B A MRS A (RP IS5 E%), RP 55 & i 5t [
A GOREEFIIRUEE 15, 1120 F 7 (BGP # HH#%) R &
LA RP [ 55 a4 AR IR IS UETE SR IF AR ¥ RP IR 55 2% 1R
[e Py 36 0E &85 SR S % ph R BV AT, A5 208 T BGP i

H1 8% A B 4H.

https://a.com

<«— HIFIET

— %K lEfa.cer > ans  ==un

N T

N o acer
ZRAETSCAL cer Vi)

K1 https B iEFE

BGP H#

1%
%
g’g ik
IE %
-—|EJMA:*:H§—>
PRKI% ¥}
FHE RPHR %5 45

B2 RPKIZ{THLE

=

TEARHE
CAl.cer
Lioans
a.cerff)

ARk

A HIGE
PR
HE 15,
JEA I
4 (R4
E| A

TIPS, G55 s (Al 4 ) [R) 1 SEARL, Bk
RP JIR 5% 28 75 K S UE 55 A2 280 AN R 1 i) i, A SOt
HSLHL T — P T8 A5 R 10 RPKI UEH IS UEAR A 7 7.
AR PR E AR FR IR (subject) A K A bR iR
(issuer) H{/E—/NEEEXT (key-value) FRA7 IS A £,
KLU T 28 B o O(1) BB W ERAE. ASCET LR
PSR ER, Wk SEEL T A EE PR R, FR st SRae Xy

bU B T B P ) AT T e A R PR RE.

S 45 R AR

B, 53T 50 E AW VA b, ST IE AR A vk
FEI T4, 7E 24 B0 RPKI ¥ F R85 T, 3 Fhszig iz s,
S 347 BRI 03k B 43 9 99.03% - 98.45% Fl 97.48%,

A R D> T A I A B A I 1] T AT

Software TechniquesAlgorithm #fFHi AR« F% 133

© HEBEERIR I

http://www.c-s-a.org.cn


https://a.com
https://a.com
http://www.c-s-a.org.cn

it E RGN

http://www.c-s-a.org.cn

20184F 55274 21

db =
H 21

1.1 ETHRIEESIGNRE

WLH RP LB (Relying Party Security
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A W EERIA A.subject ZERNAFIN A.issuer 1
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A5 R, FERG I — N DXOMHIE A Rk )7 B fEIE 5
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57, My — A e B AIE - EE, 2R )5 R A OpenSSL 46 ik
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2% 18 2 50 UEUE T AN 75 58 pm) A R R
TR, T E SR N MR T EE, R AR SR v S
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chain_up FARARAT 7] A8 S UE 585 75 25 FH 2 AS
S B EE BRI B — %0 2 B.subject=
A.issuer AT MICTE (4 NFRFIUEIET), B chain_up
R B 251 T BB N BN IE B B AR FR IR subject,
B s REUE A 25 R AFRIR issuer. H EH T8 MIE
M) EARFR B A ME—1%, KL chain_up a5 AN
FELEHE PR B 5 0L

chain_down FIRARAF 18] A4 S IE 5% 75 22 F 21 i1

BE. M N EEPEERN N E R AN L Boissuer=. |

A.subject 2K (A NHFRAEUED), Rk
chain_down H ;5510 14 B AR AN IE 1 (%5 R A bR
W issuer. ]t TS 15 TR HOXTRER A 1: N,
I L7 25—/l (issuer) 1 4 AN (subject) 17
B, BT LB 2N P A 25 APRH issuer 45 T8
BT UE T 1 AR KR subject MG

RVIEF S5 an &l 4 Frs.

FRAE HT SR, chain_up NAZA0F Fis:

{"A"; "A", "B"; "A", "C"; "A", "D": "B", "E": "C",
" UCT, MG O

chain_down BZUN T Fi7R:

{"A": ["A", "B", "C"], "B": ["D"], "C": ["E", "F",
"G"]}
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K3, WAy R A LA AL

N RPKIZERFEE T334, chain_up ST (Jsontk 30)

1. 248 B subject=A.subject, issuer=A.issuer.

625, #subject\=issuer, B3,

3. &subject=issuer, issuer=chain_uplissuer].

4. FEE3L WIHER: KeyError, TEHATERET chain_uplissuer] it 4,
R 1T Wechain_up PR B =issuerf B, B 5625

5. EFIAWA R, BAESE 3D B T IRE BsubjectMlissuerk
AR,

6. [0 F W chain_up+ fﬁ‘i)\%ﬁﬁ}ﬁChain_up[A.subjegt]ZA. issuer; Z5 .

\ B

TERLF AL, 5 I8 chain up 1% A%,
HERLF T, TR 4 ) RPKT HERH RS
VAR A D 52 852 IR, chain_up W% £ 4 —
> REKIHRLIEEFS 1 E bR AI2 R A R

BT Json SCH AR (B {E X)), H Python X¥
Json SCHF T4 RIS Python A st BRI 7ERE
R U2 10, R4 B chain_up 1317 AR Tson ST,
AT — A,
23 FETHEBH

5 MR AR AL, 1T RO T 0
L SEUEEASL 747 T 15 02

ST A 00 1 TR T RE S N 4

kA WA R A T AL

N RPKIFEARHZEE T3 3R A, chain_down U (Json#s 20A7-if)

1. 24 Fsubject=A.subject, issuer=A.issuer.

2. Al AS B subject_arrary=chain_down[subject), issuer=subject.

3. #EE20 HIEER: KeyError, YWiIATEREAT chain_down[subject]f Hi
5, R uT - Wechain_down i i =subject MR, BhEE 258
635,
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4. 5 F 8 — A subject; € subject_arraryif VAT IS,

5. W subject=issuer, Bk H 38 ; E W L subject=subject;, I ¥ % 55
245

6. #7 7 Wchain_down FAFAE " A issuer, W4 N 5030
chain_down[A.issuer].append(4.subject); ANA7-1E M5 2B AR X :
chain_down[A.issuer]=[A.subject]. 45K

Sia) B EE B EEREL, I chain_down FEW]LA
& 00T BLZ NS, B R P B AS W e AT 1 AS W7 (1 45 78
Bl ERE P 5E BT RPKI WERHZE HhE 5 SC2F 138
ZJG, chain_down NAZEL S FTA AL TR o () JE
0 RUUE S B AR BR R B BT UE A ) A
FRIR.

[FIAE, FEAE P IR H A B 120K -
A7, Json SCA.

SRR UL, AR SCSEER 73 i ROP IR Al R R T
PEE W I 5k SRR L 3 *ﬂﬁ&i 4 MR AIE 5 5%
7, ﬁﬁﬁﬁ?ﬂ/\%ﬂémﬁlﬁﬁkﬁ%&

fﬁ?ﬁﬁgﬁﬁﬂ M) J7 3k, S g B A
RPKI TR, Jfid i th BT A B e 5 30k, AR5 X 4 —
ANAE P S, A Python 1) OpenSSL JE
pyOpenSSL ff T SCAF, Ff4i B GE 5 ST AR AR 1R
A.subject A2 R NRR A.issuer. 76 B U1 EUHE B i
JEZ& M B.subject=A.issuer W10 3¢, FE A A, 58 A
R R I R AR A B o R Ak
B.issuer =A.subject BRI T H TiEP, FiB AR &E—
FUEPBHAT ) N A R IS AR

FEFET WG A R I T, [RIRE Sk [ %> RPKI 5%
BHEE, FE U8 BT A UE1 SCRF, A —MIE 58 i) B
AT R U R A

chain_down &

{8 RPKI HERH R P30 # 0450 N, ELEFo |

W S5 4 5 2 RIS LR, dnfe 5. v

IEHERARIZHON 5, HA 66.25%UEF5 40 Tk -F
WIS 3 2 (- 56 TA SN FE). B4, B
(TRETR =P ST

N*(O(IA]_EAE)+O(1A) T 14 %))

FH T ik T o A (0 D7, R IR R ATIE
BUE R R P A 2 T T — RO R R, DR T
KA PE 2510 (¥ 570252 2% BE kIR B O(VE(NP+N?)),
B O(NY). T J W A R (1 5 1%, S — A B v AR
52 2% BEAE B AR AR DL R (BT A O <82 B B S IE 3 AN
[7) 2y O(1), B ZRITEBLT (A I8 B HL S B R AR
[A]) 2 O(N). BRI T ma A R I 7 ik, fE SR IE L T 1)
STHFE N ON), e 218 DL 5 56T H0ds e 2 v 1) 7
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Global: Distribution of Certificate Path Depths
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3.1 EEIT

RP AR 45 88 7E 50 0F RPKIT Bk} ZE Hiil 5 S i, mf
REAFAE =37y 55t WIARUOIE . 396 5 50 UF A G B eS8 E .

WILEHAE: RP AR 55 8% 72 Y 3] RPKI WERHE 2 Jig A
T BT (3R —AMIES;

B ISR : RP AR 45 28 2 58 I RPKI ¥ R} o
FRAIE 5 B B AIE, VR 36 IR I RPKIT %8R} 45 38 AOAIE
SO

G BE B3GR : RPKI HERLPE & A T AT AR 4K, #5397 52
DA LAl - L\

= RP 558 58— YR BN, RPHE %% 22 35 1 1T 4]
RPKI Lﬁﬂﬁxﬁa lﬁtAki“%ﬂﬁ“%ﬁ IS RP AR
%ﬁm%ﬁﬁﬁ*iﬁ&ﬁﬁﬁﬁﬁ W& A5 chain_up
cham “down A7, T5 EN % RPKI %% KHE 3 56 4
1iE; 24 RPKI BERLE A3 5 (0 IE S0, RP AR %5 25K
AT S IS UE, W 7R RPKI ZOREEE, X 3H7 ik
FSCAEHEAT BRAIE; 24 RPKI 0B BT AF A7 22 50 (1
15, RP JIR 55 #5442 3R AT <o S0 el 4G e, i) RP IR 55 4%
¥e2xi 7 RPKI BERLE, JHfG A —MET 2 5 C 4
10 3% B HHE FE B chain up F1 chain_down .

AR LA b =l 5 190 15 T S 36 56 b R 580 o A A
LT W 75 2 R IR ) 904 6. SEIGFAE N 1 Fios. S2ik
¥ ok H A2 BR RPKI %ERHE, SEB6#E a1k 31 2017 4F
5 H 9 H, 3 19 897 MIEH 3.

R KB

CPU MAF BIERS
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3.2 LIGLER
3.2.1  HIGREGIIE

W€ RPKI B ELE K /N7 58 2000, 5000,
8000. 11 000. 14 000, 17 000 19 897 ME+ 4.
7 MIAEE T B RP RS #8 H () A UEIE AN A 0.
%4 A f) (Database) A& 145 753 (Hash) fO1
AeXt thine 2 proR.

K2 HIRBETEREXS L

AN Bd 1% (s) WA 2R (s) T b (%)
2000 9.73 0.18 98.15
5000 41.85 0.45 98.92
8000 77.54 0.82 98.94

11 000 123.94 1.15 99.07
14 000 173.66 1.57 99.10
17 000 307.56 1.53 99.50
19 897 47423 2.19 99.54

AT LLE Y, BT 08 A R 1) 5 VAW (] b B 5 /D,
ELB A RSN 5 22T I (]I b e v K
o EIIE A5 SO bk &2, T T 1 A 2 1R 7 VR AR N A 2%
7 FRIRET R AT 24 B TR IE LA 99.03%.
322 IEINE

WE RP M55 #% CLIGIE E /N 4073 5128 2000
5000~ 8000. 11000. 14 000. 17 000 >, 7EH4 E 36 IF
(g, RPKT SR} & A2 58T, A T k5 5 f, 3
FI4 3000 A (17000 S FIWIGEIAEL T (1938 &
2897 ). F& T HHE B AR T A A R MR AR X b
% 3 foR.

K3 BRIV

WIaAN 5 A 1 (s) WA 2R (s) T b (%)
2000 27.48 0.43 98.44
5000 36.92 0.79 97.89
8000 50.32 0.97 98.07

11 000 71.29 1.35 98.11
14 000 149.13 175 A 98.83
17 000 30517 & 197 99.35

AT LA H, HE T8 75 2 10 7 T R T 35 T
P A ) 1 U7 3%, 6 Bl R BRI ST 2 B TR b 3 B A
98.45%.
323 CHKEHE

W RP MRS #% 10 ZORHEEIE H /N 407 5108 2000
5000~ 8000. 11000. 14 000. 17 000 Al 19 897 /N,
RPKI #BHE R & A 481k, RP IR 55 8% i 3R 4T 0 5 24t
Bk, AN 77 0 BORLE TR R — AN UE B ST — I
B 5 AL T H08 5 chain_up A1 chain_down
RIRT. PR VR R PERE X L2 4 FTR.

K4 HBIRETERERS B

SCAEAN L R P (s) EEE D) ikt (%)
2000 2.95 0.17 94.24
5000 14.42 0.48 96.67
8000 32.18 0.70 97.82

11 000 52.88 1.20 97.73
14 000 87.79 1.24 98.59
17 000 129.27 1.81 98.60
19 897 179.40 237 98.68

Al LLAE H, %ﬂ%ﬁ%ﬁ@ﬁﬁa@ﬁﬁ%?%ﬂﬁﬁ
IR 75 1, LT LU A 15 2 S AN 0 K T 1 K
k.7 %#%%T@@%’ﬂﬁl‘muﬁtb’y 97.48%.

5

4 Zif
BEXS RPKI H1 RP I 55 a& {0 F 2 1 0 P A 1)

TTVETEATUE 15 B A T I AR 1 r) i, A

RPKI AT L Ao i1 SN e 72 22 RP IR 5585 04
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