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Pipeline Based Implementation for Fingerprint Authe;nticatioh Scheme Using Garbled Circuit
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(College of Engineering, Gansu Agricultural University, Lanzhou 730000, China)

Abstract: In order to protect privacy of finge-r‘brint when remote authentication is carried out by using equipment with
limited computing. resource, ‘a scheme which performs the minutiae matching based on bitonic sorting network is
adopted. The protocol achieves high efficiency on computation and communication by computing private two-party set
intersection problem with garbled circuit. The processing of the garbled gates is pipelined to avoid the need to store the
entire circuit and to improve the running time. The proposed scheme is capable of implementing remote authentication
on mobile phone or embedded equipment with less memory.
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