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Decompilation-Based Static Analysis for Malware on Android Platform
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Abstract: Android platfof'm bredominates a big market share, but its openness introduces an exploding increase of
malwares. So it proves quite essential to perform analysis and detection for these malwares. Static analysis plays a vital
role in detecting traditional computer malwares, thus according to characteristics of Android and smart phone, this
dissertation focuses on the static analysis method for Android malware based on decompilation and obtains valuable
results by experiments.
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.class public Lcum/mj/iEalendar/SmsReceiuer; o
-super Landroid/content/BroadcastReceiver;
-source "SmsReceiver.java™

# static fields
.field private static final strRes:Ljava/lang/String; =
"android.provider .Telephony.SHS_RECEIVED"

# direct methods
.method public constructor <init>()V
-locals @

-prologue

-line 11

invoke-direct {p@}, Landroid/content/BroadcastReceiver;
=><init>()u

return-void
-end method

# virtual methods
-method public onReceive
{Landroid/content/Context;Landroid/content/Intent;)V
-locals 13
-parameter “context™
.parameter “intent"
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%1 Android %A H AR

R IR 5845 H IR AT
CALL_PHONE 5 0.25
INSTALL_PACKAGES 4 0.25
INTERNET 2 0.875
PROCESS_OUTGOING_CALLS 4 0.125
READ_CONTACTS 3 0.125
READ_PHONE_STATE 3 0.75
READ_SMS 4 0.125
RECEIVE_MMS 2 0.125
RECEIVE_SMS 4 0.25
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%% 2 Android %= API

API KUK REEIES
abortBroadcast() 1 0.25
getDeviceld() 5 0.75
getinstalledPackages() 3 0.25
getSimSerialNumber() 5 0.375
getSimState() 5 0.125
getSubscriberld() 5 0.25
sendTextMessage() 5 0.375
abortBroadcast() 1 0.25
getDeviceld() 5 0.75
getinstalledPackages() 3 0.25
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