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Design of Multi-User and Secure Serial Device Server-Based on Embedded System and SSL
SHEN Yan, DAI Yu-Xing, TANG Rui
(College of Electrical and Information‘Engineering, Hunan University, Changsha 410082, China)

Abstract: For the shortage of current serial device server which almost lacks security and functionality, based on arm9
and Linux, we have désigned a secure serial device server using SSL protocol and multi-user management. The overall
design of hardware and software were introduced. Including U-boot, kernel, root file system and a variety of tools,
embedded Linux system has been emigrated, we discussed the framework of the software system, focusing on data
process framework, user management and the implementation of SSL. The application shows that this device runs stably

and meets the needs of secure communication.
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struct Interface{

int type;
int fd;

int init(int num);

int (*read)(int clientfd, BufPtr buf, int size);
int (*write)(int clientfd, BufPtr buf, int size);
int (*accept)(int sockfd);

int (*disconn)(int fd);

/[file descriptor

}
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bio=BI1O_new_socket(clientFd,BIO_NOCLOSE);
ssI=SSL_new(ctx);
SSL_set_bio(cli->ssl,cli->sbio,cli->shio);
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do {
ret=SSL_read(ssl,buf, size);
switch(SSL_get_error(ssI,rgt)){
case SSL_ERROR_NONE:
goto read_done; /3T IE35¢
case SSL_ERROR_ZERO_RETURN:
ret=SSL_shutdown(ssl);
goto end;
case SSL_ERROR_WANT_READ:
read_blocked=1;
break;
default:
DBG("SSL read problem\n™);
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} while (SSL_pending(ssl)&& !read_blocked);
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