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Detectors Generating Algorithm Based on Modified Gene Library

XIAO Jun-Bi, HUANG Bo-Tao

(School of Computer and Communication Engineering, China Petroleum University (East China), Dongying 257061, China)

¥
Abstract: The gene always comes from mutating the deleted memory detectors or no-self samples in the algorithm of

generating detectors jbased on gene library. But after some generations, there will be some similar gene in the gene

library. This is the phenomenon of cluster of gene. By using clustering, mutating, subtracting to gene library, it can

increase the diversity of mutated detectors. The experimental results show that the algorithm can generate detectors more

quickly and improve the ability of detection system to discover unknown intrusion.

Keywords: intrusion detection; artificial immune; detectors generating; gene library

1 515

RN RS JA K, Dasgupta. Forrests
Kim 28 A K A T 59 3 4051 N1 99 26 A3 A 2 o
K, T RNOTIG. N TR RTINS B
Ve U IE HAT SR SR AT N, I FAT BRI v (R 0 38
SRR IUARA TCBR TR AT ) o DRI, ZERCiss
FROSCR AR RS X G5 10 LR AT A T e 3R 5
FEZE AR P R O R B3 T AR 58 28
SR BN B R O B . IR
B A B A H R 7 A A R TS, AT 3 2 )
[ 3 PR TR FLA S ). (EL AL P2 Sl o,
I # R RS LN ORI, AR %
R RIS, R TRLE S, AR b
6. NHRGIE R B FIHER ok = Aok, il sl
RS RGP, P 2 AR,
otk R AT S IR, A RGOl

© WA A]:2010-09-09; Wi 21148 A I 1/]:2010-10-15

B R AT A S R ok 7 2 A MBS o PR
A 2 300 3 S B 5 A2 A% 0 2 0 7 g 414 2k
¥ AR (9 SR A BEAR DI 1 1 . B A S R
TR 1 48000/ DREE e e AT 0L i1 2 DR
Ho BANREFE L, ERALERIEFE N, Kk
PROME SRR LURE R, 77 2R (R I 28 10 £ RE 2
BB . 3RE A PR R 38 R BRI 7 % A
ERE N (X € 8 S s LR RS By
SLIR I 25 ) FF RS . SCIRTATR H T — b4 A 2 1 4
DAL R Al 00 8 00, 55 AT AR 80 6 A1 2 1
I 5 48 5 O B0 R DU DR i R, IR L 1
T ¥ 168 1) R 2 408 — B 6 55 (1 306 DR A M W i . A
PR AL S, XD AT 2, Wik
£ ¢ i () 9% P e DRLE A7 w0 S RO L A i
E 5 DM 11 2 B o 0 5 56 3 W 9% 92 2R AR
08 o 00 20 L 0

Experiences Exchange £:%:209i 251

© THEFEEBRETN

http:/fwww.c-s-a.org.cn



R[N VA

http://www.c-s-a.org.cn

2011 4E 2% 20 & 2 4 W

2 R R I R LA DU 2 A

Forrest 5 N1E 1994 fE4& H T 17 @ e 50 JAR, JF
K BEAURIN B8 A e vk g I NIt 3288000 e e X
AR S, PR SEIERIES, RS A
AR U R LB, W VLSRR, U R 2 A il 25
A0 I B A B s R 45

| Hakiesgairr | [eltsiurart|

NSRS

[ esiteaier| - | PERSHTALOE |
B 1 BEMLAE A 28 Ay A Y

3 LT HEDRE RIS A,
B2 A I R 2 4 1 7 e 4
B RS (RIS T, I B
PR B LR 3 RO A B R 2, A B
R R RIS . AR RIE R, sk
40 2 o 2 R o L e 7 [ DR 53 55 96
Weo Perelson 2 A AP I SCRIRHPE Ryt T 1B
B, (R e, DR e B DR R A
L2 AL, TR PR 4 1 08 45 KA
T P S T R
K, AT LU B2 72 0 Kol 3 3 SR S R
SEERE, REARTTR AR AR
30 fEREEEE AR

[ 2 A SR PSR A R I B AT

SRR, HEDRL I o S DR K T B R LR
AR IR LB, /NGRS
PR B — N M 2

ZEE LEF2
-\|| \?|\1|\.'._\<|\|‘~§ ||1||11_‘.|i:=||1-||I:4|i:ﬁf

3 x
m m

(o] - 1
Bl 2 BEDS AR s il s A5 1Y

3.2 EFEERLE
iy A4 28 5k DR 2 7R 7 9 A 0 40t ) 53 1) e 12 AR )
pebAT AR, WAl AR AR A R AEARY, gt

252 ZHATH Experiences Exchange

BRI 2 S, BRI R St e %, PRk
(93 [ 5 H B S KB % o SCIRE3 1SR Il AR AR B R A
L DR PR HEAT HIAGAL 4 BT AT AR TR AR A R e,
HE DR PRI — AT e — N TR A .y TR TR R A L
8%, It —REE A GRS R, X
PEE L PEMTUAR LR Z , BB % . 15
P A58 1 0% AL AN B PR o £, > B
A b SR ZINT L KA A 0 R e D BB e £ A
Mot SRR AR 0 Z FEPE R SRE, EAS
028 0 e 1 P A 0 g 1 PRI A, 3 T Sl
T LA I e I ST 2 TP . A
SigE 2ty AL R MR AT R, A
FRVRIE R T 10 B ¢ IR, 5 28 T S SR 280 2K 4%,
KFNT 0.5 FfAe ik, BEHLESE n%A~ A
kR 3T 0.5 (5L sl b MR, LR
%A A HEAT 3L DR TR, A HAR B8 SR (O B 2K,
F A AR AR AT R, RBUE R . A
3 fi.

L ‘ -\" ’
VL E3 R

AR IBY
FRITIAR L s A% Y TR RE DR IR A B3 6 DR B
LE(IS] 1] 18] B >T)
XPRERIEREAT SRS, 13 2RI AN n;
int i=0;
While(i<n) {
(A E>c) {
TR AT 1
XFT0.5r WIREER,  BEHLIEFSE n%

XEF0.5r 2 r Z[RE, BENLE

MU 0% MR IEAT B 5+
475 5 I VR B o

© THEFEEBRETN

http:/fwww.c-s-a.org.cn



2011 4 2% 20 & % 4 W

http://www.c-s-a.org.cn

LR 5N A

4 S AT

SCGCEAEE . CPU P4 2.8GHz, WAF 1024MB, #:1E
250 WindowsXP, Zmfi T H Visual C++, HIEHEXR
RN AR A 0 4T 35k BE 48 A B 1) KDDCUP99 » M
KDDCUP9910%[H Y Zikf A i HL 8000 45 £t , Mot
5000 4<1EHEdE, 3000 45 DoS. R2L. U2R X
PROBE 252570 () N A2 Bk« MR EE TR T 10% [ FEA
BN 5000 451 HdE, 3000 4 N2 EHE, o,
1500 4% DoS+ R2L. U2R K PROBE, 1500 % teardrop,
portsweep, httptunnel 55 A KR EU o A A 45
(A 52 1) T=30, FAS I 2% 1 0SB A=10, Flh
AR ) A i A 0] =40, 3RS N=50, =S [X 7 (1)
AR AR mu=0.1, R FERIKLE M=100. F5L5 I A
PR (RS I B0 T S DR P 2 R B8 10 3 2 s e 5
PR e, 5 BRI DN P A AR 8% 1 5 R B
PHT IR . S5RmE 4 FoR:

f —a— WA S TR
05 £ —— W RHERER RS

S P > ¥
B4 R e
W 4 PRTRUE £ 700 f42 BTEGHE R (05T
VBRI 10 B R I B A A K230, B T
5k B B R EAZ R e, A2
LRI PR R DR S T PR 2 KIS, T
700 48 3500 482 KT LS HT 4 W] B4R, 32

T B D A S 20 DR e P, 4
A AR, SRR T R, S TR
WIS TTI7E 3500 25, Rl RBe RO T 511 2
A0 BAGHE R, DR B B (T % LI
P B S DR 2 W 43 A S LB 1, A BT
RV R B 6 B 5 0 DR 723 W % 060 4 1Tk
5.

5 4w L\

ENT s ZR Ry FEISHLIRT PR 2 0 2
LU B AL LIRS S A S, (B S
JEPIE D R %, XL DR & IR RIS . (b
LBEFEIER I 0, VS 0 O 4 A B
BB, BOREAE RIS B A o AR
T HE DR AT R 570 HE RT3 e s 1
R, AT IR, I SR K B T i
F o R 203 AR DR 24 O S0 38 A 20 2 1
K, R TR

S0k

1 Forrest S, Perelson A, Cherukuri R. Self-nonself
discrimination in acomputer. Proc. of 1994 IEEE Computer
Society Symposium on Research in Se%urity and Privacy. Los
Almitos, CA, USA: IEEE Computer Solﬁiet}i 1994: 202-212.

2 Kim J, Bentley;y PJ. Itﬁmune ﬁfemory and gene library
evplution in tikle &ynanlic clonal selection algorithm.Journal
of \Genetic Programming and Evolvable Machines, 2004,5
(4):361-391.

3 EORSERR, TN T e b —FhopT i PR A6 46 7
AN TR S N ,2007,43(21):126-128.

4 B R, B TN T G B N ARSI ARG 85 A p S v B
ML AR 5 M ,2005,23:149-152.

5 Perelson A S, Hightower R, Forrest S. Evolution and Somatic
Learning in V-Region Genes. Research in Immunology,

1996,147(4):202-208.

Experiences Exchange £330 253

© THEFEEBRETN

http:/fwww.c-s-a.org.cn



