MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
Computer Systems & Applications,2020,29(9):260—-265 [doi: 10.15888/j.cnki.csa.007603] http://www.c-s-a.org.cn
O E RGBT TR . Tel: +86-10-62661041

04k 374k N AF T SE®
M B & BE 2280 R-ECC BMAIES X (=15 ]
AT, mIe, FER, ZEE, Sew i, RS : .
\(h ERLE B, JERT 100049) [=]
2 R B VLB SRR T, TRFH 110168)
WINER: FHES, E-mail: 1169747070@qq.com
OB RIS ST 4.0 R, BRerE AN e hiE I E A, R R Ia g, RN S B R A
7 T ELAT e R 9 2 S A ST T A BB 9 B 7= 2, BEF- Android ¥ B P2 2682 5 2 3it 55" OPC UA iR 55 7% i
SR AR (B VR IR . B A e R AR 1, EILA OPC UAE(S AL 26 b, Bk 17 —Fb
T H) 2 e 7= 26 78 8 235 1K) & 1N IE 7775 R-ECC (Random-Elliptic,Curve Cryptography). iZ% 7 iEfEINEEFEF 5N T
BE AL BRI 5 5 A A, 7E 325 OPC UA B YIE 22 4 V) R, B T A5 VR AT AL . Sea 45 SRR W, T 17
R LR K R-ECC B UAIE 59277 DA R0 5 BP0 RS A 1 22 A Pk, 78 AR R 7™ £ A% Sl BB 2 5 5 RE 1)
RN AIBE T & G A o™
X HRIR): B AEFE 4R OPC UA; B4 INTIE; Android; H[5] 2k 25 fidh

1

5K BRI, I, FE 5, AR W I, 5 2 B B A A THT R BE 7R 4R 1) R-ECC S5 UIE 5 vk TH WL R G H,2020,29(9):260-265.
http://www.c-s-a.org.cn/1003-3254/7603.html

R-ECC Identity Authentication Method for Intelligent Manufacturing Line

YANG Dong-Sheng'?, GAO Shan-Shan'?, YIN Zhen-Yu'?, LI Ming-Shi'?, CHAI An-Ying'?, LIAN Meng-Jia"*

!(University of Chinese Academy of Sciences, Beijing 100049, China)
*(Shenyang Institute of Computing Technology, Chinese Academy of Sciences, Shenyang 110168, China)

Abstract: In the environment of intelligent manufacturing and “Industry 4.0, the intelligent ‘Iinanufacturing line as an
important carrier of intelligent manufacturing has high research significance in"its algorithmic IT operations, condition
monitoring, and data acquisition. This article designs an identity authentication method called R-ECC (Random-Elliptic
Curve Cryptography) for the mobile terminal of intelligent manufacturing line, which is based on the security model
provided by OPC UA. The method addresses the problems of limited communication resources and high security
requirement of data transmission in the processrbf communication between an Android-based mobile terminal and OPC
UA server. This method intreduces random numbers and elliptic curve cryptography in the authentication process, which
improves the security of OPC UA identity authentication and reduces the consumption of communication resources in the
same time. The experimental results show that the R-ECC identity authentication method for the mobile terminal of
intelligent manufacturing line can effectively improve the security of the authentication process, reduce the hardware
resource consumption of the mobile terminal, and accelerate the speed of identity authentication.
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