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Real-Time Cyber-Physical Monitoring and Control System Based on Rule Inference
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Abstract: Rule-based CPS monitoring methods have significant advantages in reducing monitoring complexity and
improving monitoring flexibility. Currently, rule-based CPS monitoring methods do not consider the timing constraints of
CPS monitoring scenarios, and only use various optimization techniques to shorten the responséi time. Based on the real-
time rule engine, a real-time monitoring system of CPS, RTCPMS, is established. The system uses Rete network to
represent the monitoring rules, and its core is a new real-time inférence algorithm Rete-TC. The Rete-TC algorithm
introduces the rule deadline, and the timing constraings of CPS monitoring is satisfied as much as possible by the priority-
based Beta node scheduling method. The simulation experiment and smart building application case verify the
effectiveness of the RTCPMS, qnd the eiperimental results show that the core algorithm Rete-TC has a better scheduling
success ratio than the traditional rule inference algorithm Rete.
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5 R HEAT B0 B SCHR[25,26]%F Rete IV H:45 Mk
4T, BIHRAR MU and. or 253848 R P46 BRI My e
F— MR EVE RS, 6 AEVE TR RO SERE 2T Rete I
4 B HEARAE PG A S N — A Rete 7 255 3 2 LR
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HIXE Rete 5922, 7T LAHR T Rete W45 O FEEL I . Ju
2 NPT FEK: Rete 595 7E Apache Spark _E#EAT 4T
1. VE RS NPV T8 REFRES T A 2 Rete B3,
6 T D 4 o ) BT 5% 40 A 2 30 B I B
ST A RS S, LR R S 4y B 15 B R
TR,

Joibt, A SCHE T 2 L 31 95 ST T — /S CPS 1)
SRS 2 R 4t RTCPMS (Real-Time Cyber-Physical
Monitoring System), 1% % 4t K H Rete W 2% 7~ I 1551
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%, (519 CPS a5 (I ) £ RO A7 fi b gl s . ABE40L s
56 5 8 B SN FH £ 56E T RTCPMS REHIA %L
PE, H2nt 45 B 3% 0 A% 0 B Rete-TC (¥ B B 20
AR TAL G BN HE L S Rete.

ASCE T RMALEMWT: 1 WA HETHA
At 552 WA T Rete-TC S 0 0 HE B ALV 45
3V T RGAELE,; 5 4 FTHHAT T BRI VEAN; 5

5 AT NSRBI T, 565 6 AT RS T RN D AR

1 U Al
L1 ARiBFE X

7E CPS 1, JR-FHAF—ATT H o0 1), RAFERAM
AN AE P RICIR S, JHE R Y60, 35 A JB s B HL At B B 4
KEY 7 e 15 M SCHE RN b 1R A A AN DR 241
rhk I 75 3],

€ X1 JRTH A (atomic gvent) ‘

TS e et 74 A 4, TR R
(EventTypeName Attributes), 2 H1 EventTypeName &
ISR, Attributes = ((Name, Value,), -+,
(Name, Value,)) FnFAHI RN, B2 A5 8. &N
JaR 1 e e A 4 R MR . B, — NSRS
“ClassA” ) Jii T F 4 1] AR IR N “(ClassA (val; 365)
(val, 928) (val; 153) (val, 497))”.

5E X 2. 213 (constraint)

Ly LLR 7~ A (Param, op Param,). ‘& i Param,,
op F Param, ZH /. 1X B Param, /& FFEMES, N &;
op AH WMEBEEBIER, Hlu>, <, ==, >=, <=;

Param, f[ L2 — MR EH—NMEE (A—1NFHFNE.

PE42). HLY Ry B-op- T B VI, B H T HiE
A1 J 1 D B TR )RR, %ﬁij‘jﬁ%é’]ﬁ, i,
(Person.age > 15). 44 RN AR -op- A BV, B
SESAEIB L R, A LI, 5140, (Clattr > C2. attr).

5E S 3. F 145 1F (event condition)

AR R RN N

($ EventTypeBindName : EventTypeName
(Constraint; OP Constraint, OP ---Constraint,,))
H § NEEIESRF, EventTypeBindName 4%
RYBE AT, T FR A F R AT R
EFIAF K $ EventTypeBindName b (K] 4 A — 44
X RAE— N AT §E HH B2 IK). EventTypeName 7
N2 W€ X 1. Constraint 2 JL5E X 2. OP $5“and” (14
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RIRN&&”), “or”(WRIR ™) ERARIERT. S 2%
A I WRR AR

5E S 4. SRR (real-time rule)

SRR P R S, AT s g . U R
WA BRI kAR mEn R AR 4L pk. Jhrh
FHA K EWMFRAE £ F 5 (Left-Hand Side, LHS), 3l
VESE W FRAE A T3 7> (Right-Hand Side, RHS). J&F
Drools™ BUE 5, FAT5E SIS R g =0

rule “name” ¢\
deadline n )

-

when ¥

i OFPRA PR 20 - U AE N

\then

fE1UBfE20 - U BIfE N

end

“deadline n” &~ U AR LB I n #D, #EIAK
AN R . WIER n B0, MRS Jo R ] 24 5.
1.2 Rete #IRE X
1.2.1 Rete FAHME&

Rete /& — N2 M H iy R 0 DC B R0, 24
12 N BV 22 F R U0 HEEE 5] % Rete HIEMEN
— PRI [ B TR AR, LA 0 REARL R SR FH 98 5 DTG 1)
MRS, RS N A B F G VLB, DUIK 31 8 2 PG5
SRR 3 S04 LS 98 Drools) 16 Fi
Rete 575, Rete SR Hedf 1 Rete W45, 7R %
ﬂ%ﬂ)ﬂﬂ%#lﬂﬂ@iﬂﬁ"ﬁ%ﬁ. LS RN R
GiJ, ‘EHE Rete W% L-UCHF 4, 751G MU
Sk 1 A, 0 L SR O i, 30T i A2 20 00 50
7E X BNE. Rete P25 G457 Alpha W45 A1 Beta [
% . Alpha M2 45 4 K5 /i #7751 (Alpha root
node). ZXAITT A (Object type node). 554477 &1 (Alpha
node) F1 Alpha PJ 47715 55 (Alpha memory node). &5 55
ST F R EFH AT RN Rete AN, Z&—A
RET AR, o SEBRER S R R AR R BT AL
PRAF T F0) o 5 S B A 0E GO0 B AR SR A SR Rt
FARM MR FAFLR, WHZZ R 3\ Alpha W
L8 T LSRN A, 5 il S B A B MR B AR
Wik (40, #&JE ME Person.age > 15), X FE AT LLIT JE
PR 73 T SR F S A X . Alpha I AF (Alpha
memory) i AU Alpha W %% 1 5% 5 — 2 15 &1, Alpha P
A7 A7 I AT T8 2o 5 20 RN ) S S R, AR
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Alpha /CHC (Alpha Match, AM). Beta W%, & 3 2875
R T A (Beta node) f1Z 1R £ (Terminal
node) 1 Beta P £54R 77 & (Beta root node). 3+ 17 &1
HNKH L —20H) Beta 71 A1 Alpha WA &, ATt
AT E RN (5140, Cl.attr > C2.attr), BV A W
AN H LB FE N AR —JBYEE B R, Ed
T (14 5 S B A H S 4 PR O 3 UL AC (Partial Match,
PM), B D UL T 7 AR PR — 35 43 £ AR AH A 3% 58 4 DL G
JIT B 2R (138 73 S B A B, A1 Beta 15 RUERfR
&I E—2¢ Beta 7 AR B LY A PM £ 4,
TS FH I L8 G 58 RO TS ) AR EE 2 O, 2 JE R
UCHC 45 AL 34 N — 2% Beta 15 /4, ELEFRIE M 210
T K28 1T AR B 0 Y A, 2 Rete 2%
PRI 779 R, 2 — SR R B J — 19 L, sl
FAF R Bk 1% S, R B IZ A HI 4 fish Y Beta 1Y
SRR 09— R A, R B SRR

122 Rete P& MR

B %A B & Ri(1 < i < N), Rete 2% 14 22 i F2
R

(1) B 57. Rete W24 )75 & Alpha root node Al
Beta 4% 4R 15 /5 Beta root node;

(2) ALFEH Ri;

(3) KB Ri FFIFAE KA G <) < n), B0 G AS
FFAE T Alpha RZ& b, IR Cj 4109 Alpha(j) %5 s diliA
Alpha M 4%;

(4) X Cj PRI EL W, Hr Beta 1954, 1% Beta
RN E— 2 Beta T A (R EHE -

Beta 77 £, 72 %1 A\ N Beta root node 1 £), A5 A\ A& 4.

il Cj M EXT S Alpha));

(5) EH (3) ~ (4) LHTETH HlFa1F;

(6) BE (2) ~ (5) AbFH5E A K.

H A SCHT #Rete-TC (Timing Constraints) 517
S Rete L) Beta 2835y, T THIHE 25 51 5%
Rete H1 1) Beta W 4535843 3E47 5 55 /41, Alpha 454N
HTEAEER.

BV G0 R

rule “R1”

when

$1:Cl (attr] == 120 && attr2 == 220)
$2:C2 (attrl == 55 && attr2 == $ 1.attr2)
$3:C3 (attr] = $2.attr] && attr2 == $2.attr2)

then
Actions
end
rule “R2”
when
$1:Cl1 (attrl == 120 && attr2 == 220)
$2:C2 (attrl == 55 && attr2 == $1.attr2)
$4:C4 (attr] == $1.attrl)
$5:C5 (attr2 == $2.attr2) |
then
Actions |
end ‘*
\Fule “R3”
when
$1:C1 (attr] == 120 && attr2 == 220)
$2:C2 (attrl == 55 && attr2 == $ 1.attr2)
$4:C4 (attrl == $ 1.attr2)
$3:C3 (attrl == $2.attrl and attr2 ==
$ 2.attr2)
then
Actions
end
FR 4 3R U 2 37 1 Rete M8t 1 s, 1
tfUJE 845 BI~6 H Beta F4EF ) Beta 4 1, t i fi:
VEBET L VR B 5 M4 N RE E 21 Beta 155
(B1 41 479 Beta 1o 4esfss — 41 4, /2 Hi A A Beta
HR10) AT ALpha 177 15, 53047 A8 B2 SO,
B, B2 1 AR K @Ln&a@ Beta ¥ £ B1 £
Alpha WAFT5 1l AM2, 5T AT R A RN K “C2 :
attr2 == $1.attr2”. B3 4 E‘]Eiﬁu)\ﬂ% BT B2 M
Alpha W A7 mi AM3, 53 #4728 & 2 K “C3
attr] == $2.attr1”F1“C3 : attr2 == $2.attr2”. HH B1
B2 W RN RI. R2 A1 R3 FUIIHL =2, B4 5 s 4 i)
R2 fllR3 JL =,
E X 5. R AT
M Beta 28 H 5 55 B AN KU 28 15 Y 22 (8] AH
HEIY) Beta 7 R ) B AT
€ X 6. BN ERATTT fU4E RP
D0 % A7 1 AR DRy 2% LU0 ) R % A B
Beta i SIS Flan, B 1 PR R1 MIERA2TT
% RPy, = {B1, B2, B3}.
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@ 2k

fl1 Reté %% 7191

1.2.3  Rete HyEHIVTE L FE
Rete W7 )5, FH4EXT G M Alpha HR 75 A 3E M
2%, W FAH < Alpha & &8 2 a0 BT, WS G 4k

Beta i £ FEUCE 22 B\ Beta 1 50 4% 338 SR 355 43 UL e
(Partial Match, PM), Fx N A 3G . A 800G K AE R,
Beta 7 &2 [ HAH 9 Alpha N AZ i Alpha JCHC
(AM) FIHT 2R 1) PM @47 B E L4 RN R
Beta 11 M2 A4 i\ Alpha 244581 K 1) AM, Fi
AT . R, Beta 7 5 238 571 S PMORIRRIN

() AM HEAT A2 B 20 SO, 7 O A0 A 0 A AR

24y SR A R o 7 A 8 0 DTS (PML) ) i 4
Beta 7 pi A5 38 350 AH O Beta 17 8.

W 1 Beta (1 RUFE IS Beta 19 0& BABI o, 4
] 2 . 0 () Beta 15 15080 I AR KA Beta
PSS BA R, J5 824K I M Beta i BAF1 1 BA 2 HX
tH Beta 19 AT AL EE, B 4% FCFS (First Come First
Service) 1177 AL,
1.2.4 Rete BV & PR

Rete P45 H Beta 17 5 [ 40 2R 2 4% Beta 7 £ U0E
i [8) 5 AL BE, Bl FCFS (First Come First Service) [ J5
2, IR 22 B 1] 29 S5 1) MR 4% 3% 57 1 Beta 19 AU
AR B J T AR ER, AT TG R AT i 2 1 45 3 5 1 B
W] 29 5. 454, BV 1 AR R0 0] B8 42 75 S5 4 RPL =

74 47 % System Construction

{B1, B2, B3, 6}, KN 2 AR #4277 S5 RP2 = {B1,
B2, B4, B7). HUI 1 ARFF R RS B I 30 5t (i,
o B i 0 A, 6 AT SR ). M 2 (R R
KT s 3 5 (I, 22 0 42 3 5 1 R 2 K B, 7
TBEAT IS S ARBUI 2 LA 1 ELAT S A ]
LT B BA AR K e W4 I 5 b A 1,
S A 7 BA BB, (5 B4 2 B BRI BA
BIBN R, T Rete 5 EEHIRIGE DS 1 Beta 1 138k
SN AR VAR 8. 35K Tl i B T4 3 1 M 95 7
S (B, e W ) A AR e b

TR
WOEAFT (FCFS) Nk
B

YNER
B2 Rete ¥ Beta %5 A0 i ot

13 BFANMERHE R
{5 24 T SO A S K R M 0 e 24
) 450 i VPRI 25 e 5 R P21 e % £ 1) I i
TELIRF, DR 7R 5 18] A 7% B R K R 1% K o< M 4 3 S b
ZRAE 3 s A 00 380 A A R R AR AH SR AT B, 15 T
I8 RSO E AR R R AR K R I R A AT R R
N1l
rule “Room fire alarm”
deadline 3
when
$j - J (temp>55 && smoke>100)
$g : G (temp>55 && smoke>100)
$e : E (temp>55 && smoke>100)
$b : B (temp>55 && smoke>100)
then
Raise fire alarm

end
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2 Rete-TC SZHFIE I HEEE 7%

24 ] R0 2 R W 3 e E J U HE EE A
i F Rete 1%, {H Rete 532 2K 75 1 R i) #% 1E 4,
AT B A S W A b B ) T R e IR BOFRR
0 LE I R0, 3 A AT RE 2 3 IR A] 24 R g PR R0 D)
R AR Lk B, AT JC R R RT RE AR MR 4% 3 S 1 N (]
AL

7T i R Rete HE P HR AL, 2T Rete, 32471
PE T — Pl T 2 A ) S A EE 592: Rete-TC
(Timing Constraints). Rete-TC 57551 N\ 7 Hi U 5 11 1,
TSR Beta 19 s BE 5, (15 CPS lid%
JR ] B R I [A] 203
2.1 Beta TSiflE

R AR BIARER TR K a . BB, B
A LA L A U] LA S AL B N

@ T Beta i HIRGE ST H )y v

P() :“gglieg{deadzme ") (1)

o, 7 MU, r € Ry, Ry R R () B4 4215 S
B8 B IRRUUAE S Fln, BT AR R1T BE 42T A
£ RPy, = {B1, B2, B3}. deadline(r) LM r HI# L
W, PB) RN, BT R JE JEOK . Beta T s AL B 4%
8 Beta 719 s (AL G MK BN BN 32047, AT 4695
F A 5T LA R R A AR S ik . 5 Ak, 4 PB)
N0 B, BT R BRSO S RIS TBON T BB A R
JB, 1% Beta 715 RURH L R U G Biof [ £ R SK.

2.2 Rete-TC E &R

Rete-TC HIEH 3 #8470 HEH % | Beta 1

SARSETE . BT 2 Rete-TC MAR R T TE . #3%
3 Rete-TC ILAL, & SOERBANT. F1i 1 At (1)
R AT 2 A Beta 1 S HOAR 562, BB TAE A
154 B AR L B | 505 2 Rete-TC M4 Haits
Ol

I8 (DBeta 37 LRI F I, B3
B 5 KK A 08 S 306 N S 051 o £
CELERRL L AT H B 5 2 12 4 5 9 DA o E 5 HY
Beta % % {102 56 4 b e v, B4 WE BA S Beta
5 KU 2E A BN BB AR SE ), AT pa 1o
Fey LA BRI 1) 24 TR 5 4 5 0 57 58 B 900
i,

| BTSN
- [moEps CET 05 B
s LAH

| B3 Rete-TC W1 Beta 7 s Ab B0 ¥ 7% 451

7k 2. Rete-TC W 25 1)1t 5% 5€ 1 Rete-TC W 4%
Hi&, 5 Rete 2514918 X 512 34 1 Beta 715 s L2690 01
5 (F Rete W25 1) I 45 )2 AL BD 2 17 47385k FH 55
W51 SEIL). IO, BT AR SE R AE Rete-TC M 4544
& ST RN e . B 2 R 4~6 17 58 Alpha P4
IR . 55 7~14 1758 ik Beta 2% [ Fid. 53% 3 Rete-
TC VCEC 5 B M4 FE, 7F Rete VUECH v i 360 E 3
BN T2 5. 12 F1 15 4T Beta 715 sR30E DA 51 5 B 4
P UpdateAtiveNodesByPriority, H &R AN
A% UpdateAtiveNodesByPriority *ﬁﬁ%\w TR ER AL
SRR HCHR M, SE A O(logNy I )52 4 5 O %4 415
S 051 T IE ZE I (N A 6 & A SR Beta T A
/I\ﬁ‘), MBTF Rete Sy SHEE H) Beta 7 SUE HIR
FH 1) FIFO ¥t 2y (1915 245 5 O(1)), UGRTH Ja]
WA 380, AR S AN K, FRATAE SR8 VA AT AT T 58
WA, BE 3 WA 2~8 AT SE A Alpha 7 s AR EE, 2B
9~17 1T 58K Beta 77 S AL HE.

Rete-TC H.i2: 3 #2456 F 595 2 Rete-TC M %%
Fi&, 2 Ja R 5% 3 34T Rete-TC VLAL.

HIE 1. Beta i de it 55

Hi\: Rule Set
1 H: The priority of each Beta node

01: for Ri in Rule Set do
02: for i generated by Ri do

03: The priority of Bi«— Equation(1)
04: end for
05:  end for
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$: 2. Rete-TC W 2% #1&

i \: Rule Set
it Rete-TC %%

01:  Create alpha root node and beta root node
02: fori=1I;i<RuleNum; i++ do
03: for j = 1;j < ConditionNum of Ri; j++ do

04: if Condition; /N Alpha (%% then

05: ¥ Condition; fE A Alpha(j) %% s A Alpha 445

06: end if

07: ifj > 2 then

08: if j == 2 then

09: H Beta(1) 15 fi3di N\ T Beta 4%, A2 %1 \°A Beta root
node FIATHi A\ Alpha(1)

10: end if

11: if j > 2 then

12: 4 Beta(j) 17 AUHE N Beta WM&, HARQH AN
Beta(j—1) Al Alpha()):

13: end if

14: end if g *

15: end for g !

16:  end for W

17: VR B 1 34T Beta 3 RRSEGHHE

59 3. Rete-TC LA

%i\: Events
it fired rules

01:  while true do

02: if root->alphaNodes[event->eventtype] then EREES
TN R Alpha ZRBT S AFAE

03: while alpha condition node not empty do

04: if Alpha node constant constraints test pass then //
Alpha 5 55U S A

05: UpdateAtiveNodesByPriority(child beta node) /{35

M52k Alpha 35 FREEI T Beta 35 SIRINE] Beta 35 S B0EBAFI
06: end if

07: end while

08: end if -

09: if head of Beta node activeated queueithen /M Beta 7 /5 34
TEBAAIE & HAS as R

10: if Beta node’s alpha match not empty then //i% Beta ¥ £
Alpha VGEIAR 2

11: doRightActivatedHandle(am, Beta node) /34T 47 5 A B
12: UpdateAtiveNodesByPriority (child beta node) /#K#%
R5CEEFT Beta T R BITEBAF

13: elif Beta node’s partial match not empty then //i% Beta i /4
o ILRA A

14: doLeftActivatedHandle(am, Beta node) /47 A2 % AL PR
15: UpdateAtiveNodesByPriority (child beta node) /{K#&
R 56 FHT Beta T R BIHEBAFI

16: end if

17: end if

18:  end while
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3 RGHEH

RTCPMS R GAHEAL WIS 4 Bizn. RTCPMS £ T3
BRI, A CPS 7% 24 B K ik o Pt e 4
BEAT S Wi . RPCPMS 2 2l ARl O . S22
ARG I 5 S S R S B
L TS 8 SR A CPS A 8% 77 A O MU0 o
T FAEEN 24 (Agilor)™ 52 S48 2 R 40 Seid i
PR 5 T I Agilor FALARAT/AT B FR D i
SN KR P R ST A e T e P
FEPRHE . HUARHT BRI 3 T Rete-TC 52N HEFL
S . MU A TR 5 2 1 M 3 M S
ARG % SR RO 3R 5 A6 10 S5 T 0. 9
HRSEBICAE B 2 F 1 S0 PR Rete-TC %5 26T
Rete-TC [ B2 5 S0 P Fh L 4 36 7 Reete-
TC %% 1Ak, HE47 BN T RS, G2 A 2 H ML 4t
1) e S5 (AL, e A SRR, 17 MU o 5T 4
HOEDAE, B — R Bk P Rt

RTCPMS % %4;

DRSNS

TR S ot
A

SN M AR 5] B

T Rete-TC [ SZIRHEHE

s -
e | ] [t
briie SRR T et

2

F

S HOR i R 4
| M Frgs o RAiTEED |
f SRR RO
CPS 1 /&%

sy 4 [ [a] -] (2]

[ 4 RTCPMS 24

4 SKHVPA
41 LWEE

CPS (137 5T 28 Jitk, «Fifh )P B A 77
FER— KT Wi R, X R Fh, REFEALE—
AN RIS (] T 1 P9 B R R A FRATT I A4 S 56 7E Ut
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IR, il %) Rete-TC I Rete B3%:3ET %] B, ok
I UE A ST Rete-TC BVE 0 2. AR R SL56 ) #
M AESL AL 50 ZRUI. &R AR B FAEREREON 1 2
8 AN, LA 120 Fh, RS 4 10 J5H] 30 5. A
HEEA 2 24N EN, BN EENEEERES
5347 U[0, 10007, 25 A0 (%) 48k 1k 39 e S 75 SR ke, —
i S = N G v N % o o N R s i
U[1, 10], BTG I 1 A0 AR
FUIU R B Z 3 L L2 1.

K1 MNENSH

S5 18
AR 1~8
HAFA KL 120
HF B PR 2~4

F % 50

—

A FF Ak 2 3 A VLR I 18] P A P 66 4. AR
REPEWR: "
Success Ratio = Ngyecess/ Niotal (2)

Hor, Noyccess 227~ TE B 48k 1E 397 i ik A 60 0 D01
Nioal 27~ FTA i R FR N 4.
VL e B 18] PR S SR T
Match Time = Rete — TC I},
Retedth # 545 52 Fiy AU (1) I A7 AR 1] (3)

SZIG IR A8 ] Intel(R) Core(TM) i7-8750H CPU
@2.20 GHz, 16 GB P 171 Windows 10.
4.2 BINE

AT Rete-TC Fl Rete 8T AT AL, 9256

SERUNE s B, B S R T RSN JE T R
M 1.0x10° £ 3.0x10° ¥ [l AB4L T, Rete-TC I Rete ]
FRINFEAALIEBL )

1.0 |

N [ZJ Rete-TC
0sk / [ Rete
5 0.6 %
R
®Voaql
0.2 | /
NEZ
1.0x10° 2.0x10° 2.4x10° 3.0x10°
JEF AR

K5 Rete-TC 1 Rete [{] i Ih =

HJEFHHE /N T 1.0x10°, Rete-TC Al Rete |
it ) T 0 0 86 R B8 L 1. 24 % N ) D T S A
KT 1.0x10°, #i% LS ) Beta 75 55 OB R £,
Rete-TC Fil Rete #52x Hi BLAE R A 1E 309 Ay R0 000 5% B2 1
Beta 7 fURALFESE IO, AT FEL Rete-TC 1 Rete fitl
RIS A R Al SR A 3. 2 % N iR S AR
i 3.0x10° A, CEHI f %, 3803 B A1 ) Beta ¥ 4
B, Rete-TC 1 Rete 78 A U4 1 3 ) & 68 AL #E 58
FH2% Beta 79 &L HI K L3, Rete-TC ff[l Rete MR IIZ
BT AL, W% R T B, Rete-TC Al
Rete 752 WG, T J& Rete-TC MUh% 1975 T Rete.

Rete-TC Helfi o (1) 4 Beta 11 A1 S A7
TR TR T S RN A [ E B FOMOE A A o
Beta 17 s LG CHEST, IXFF I () 24 SR 56 (1) $0 ) 45 21
D B A B DT ASE A5 A4 i K8 DU AT i 2 L B Y
W. fH %, Rete B A H 1) Beta 715 5 423500 I 18] HE
¥, K75 FE Beta 17 i BITFE AR (P48 11 30, 200 1 5 R )
ANTR)E B, AT B A S AR A A R0 T g 2 A IR
BB R AR RN, IR AT B8 2 i T 1] 2 R 56
PRI D)5 SR A8 L U, AR 25 i R D) 2 A L B 24 R
4.3 [LECATE)

FAIX Rete-TC Fl Rete FI VT AL R (8] 3547 %6} Lb, 5K
o e B ankE 6 fran. ML 6 1950, 7EAH B R T 4400
Fits AT, Rete-TC A LL Rete DURTIR AR 0 I, bk
S BE, AIAE Rete-TC B INAD Beta 15 541 5524
JEEAR A 0 Ak BRSNS b
IE R'b‘te—TC SEAR T LR SUE T AP Beta T L I
) NS X 4 SR AE A M A S A S B BRI
T Rete-TC Ml Rete Ff)HEFR 45 & 58 4 — ).

100 | 3] Rete-TC 7_
[ Rete

80
l\;/ 60 \
=
240}
2

20 F \

A AN
1.0x10° 2.0x10° 2.4x10° 3.0x10°
AT FT 5

Kl 6 Rete-TC 1 Rete [IULHELR A]

FEAR TR J5 7 S F A B R, Rete-TC A LE
Rete /L e A o] i 16 B AT 1R 01
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Rete-TC % 1 Beta 17 s A0 56 2% BA 51 (1) £ i 45
KK FH AT BA R, SCHFTE O(logN) B 18] 52 2% B N XA
T o REATH R, Ko N A H BB R
Beta 17 s MM T Rete BVEH SIS 1) Beta 15 ST
EHCRH FIFO i 4504, IR 2N O(1). 7EA L
[SEEE AL T Rete-TC H Beta 1 A8 2 20 i BA 7
i Beta 5 B REURH LN 10%, Beta 5 SR S K BA
FI AR EEVE I ] 209 10°° s, Rete-TC Eik H T4
Beta 1 5 A1 S S A B (B T B R 20 107 s, BT LA
Rete-TC #H Lt Rete [T T i [ g 24
4.4 BEHEATTIS

FL 0] P A L B A R R 7R SR, B E e — R
ANFHEAR . AR AT A B RR R b 55, 9 el T M R

AP BE I M A SRR A R A, U L

BNASLAZ, T TH0S I ) e H — A S A S
9: (1) 15 Rete-TC [944 &3 BT W 7 26 o7 45/
Beta 7 KT MU £, Rete-TC ILALEATHY B ELHE
fEHRITT. (2) 7E Beta 17 s B0 B F1 B 3 4 7 155 2
UpdateAtiveNodesByPriority 3R H#E 2 3 N B3 B 51
(1) Beta 75 g 50 IC FC 0 DU 4R 5 v & R0 00 o5 i A8 LB 0.
(3) 7E Beta 7 £ BAF1 BE 37 4E 9 54 UpdateAtive-
NodesByPriority 1%} £ i3k A B0 BA %1 /) Beta 15 £
AR S g4z IR 20 (1) #EAT 5, 2 J5 1% UpdateAtive-
NodesByPriority J& 2RIz /THIAT. T2 5% (2) f
(3) TH BT FE T 5, X Beta 19 f P00 BA 51 B0 5T 4 4 A5
(RIZAT IS [R] B 52 e /. G T Bl A5 A8k 191 1 1) /s 8
Al E— IR IE.

5 N ZEH

B CPS (YU K . 25T CPSHE WYL, 164
PO AL TE AR R FR R, S A0 B
FUREHEPAT Th B T TR i 20 SR 4. LA CPS ik
PR, i 7 B, B 7 SRR s LR 2 A Bk
AR S8 3o TR 0 o R ROE, ST RS AR (S B
25 1) HEAT S 40T, AT KR S5 R 5 B A 0 fE £
=LA B L AT I BRBAR Ve SRR B 2 i) 5
TR B 7 oh 3 R R I, AR
KT, e SRR B ATIE BER T I B Horh, K
5 3755 FLAT IRF 1) 2 5K 45 i 5 S0 R0 B B35 4948 5 T 1 47
B R R bR A BT, I 20N SR, R
IE A £ i ™ R AR 4 Bt — R R T
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PR 7S . a0, J5 18] A PR T vt S R 55 A A
R BENA N KRR A g TR R 2 TE NS HOAT B
#ABAT PR S IR ) BB AE T RE R, R EEAT
BEE B, 15300 23 B RE IR 7.

s PR O DT A Lagts
B ven (@ oonn B s

(e )
=
|‘.‘

K7 @5 CPS iR
AT EUE RTCPMS R4t 1A &k, FATT LA s
BB TR A PR A 7] 5 KRR N R AT 4.
YRR EIEE 13 2, §ZF 25 M5, 8455 8K L) 20
AT IS T B RS 5 1A) E‘J%@%%%Vfﬁ)%ﬁn K 8 .

[4] [a]

L] [ &
© ®
bt ® D & @ [F] veor
® @
(8] [c] ® [o] [E]

B8 MR b5 IR P i AR I A =)

PAZRHER) 3 S s /RO (1) R Tk
WA 5 WA TIEALE AT AR FR B — AN 1% B AT
A S AR S IR 3 TE) 4 S v AR TS TR
Kot [R] I Y R, SR A2 5 ) R A ™ K
B R PN KT, 24 K SE BB KT, Bl
KT EE I R ML (2) KT B BES 805 TH R e
FEHII 5. AR K-M (LB A, BATTHR B IR B K 1
WP AR AR SR IS PM2S IS R B (R 558 (3) 2%
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i H AR SN A

FAREEI S £ O-U MALE, BATHE N SR
IR, IR I AN, RTCPMS H Zh AT . &
WA s (1) BL R AR 2 I TR Z0 5, (2)(3)
AT BE R AL .

AR Fo M 4 55 R, FRA T e B0, sk 2 P,

K2 EEEFUEEA

| 44 FR F Py 25
rule “Room fire alarm”
deadline 3
when

$j: J (temp>55 && smoke>100)
VLIPS $ g: G (temp>55 $ g: G (temp>55 && smoke>100)
& & $e: E (temp>55 && smoke>100)
$ b: B (temp>55 && smoke>100)
then
Raise fire alarm
end

rule “Close the fire door” \
deadline 3 "

when i
$j: J (temp>55 && smoke>100)

¥
¥

jil?ﬂ g $ d1:A(temp>55&&smoke>100&& $ j.timestamp <
a timestamp)

then

Close the fire doorl

end

Rule “Start the air conditioning cooling”
deadline 60

JBZh%s  when
P ) 4 $ a: ac (temp>30 && humidity>60%RH &&Infrared=1)
then
Start the air conditioner cooling

rule “Start the air purifier”

deadline 60
A when
‘D lﬂ . $a: ap ((pm25>75 || pm10>150) && Infrared=1)
e

Start the air purifier .
N

-

end 5

rule “Start the air condi‘tioning heating”
deadline 60 *

when

$ a: ach (temp<13&&humidity< 30%RH &&
Infrared=1)
then

Start the air conditioning heating

A

R A

rule “Energy management”
deadline 60

when
$ a: personnel (infrared==0)
then
Turn off the lighting, air conditioning, and air purifier

(=gt

end

5 AR AR 0 A E SRR P AT R AR AE A TE
S HHE R KB AR ) KR 3 R — R A (R
PG 5, 2MKkOOR AR, (A TR, A ko i
0 e AW DI R E AR, iR R %
IR B RR .

I FH 22451 () s i R an i 9 Fiow. 16 9 H RTCPMS
i Fil Rete-TC 5.9%, RTCPMS-WITHOUT-TC 1§ A
Rete 5. M JE THARAE 1.0x10° £ 2.5x10° SEHE A,
RTCPMS AJ LU 75 K 5 1 e 00 I 480 1k 300 1Al
RTCPMS-WITHOUT-TC H ﬁ%ﬁ:ﬁ%ﬁﬂi%%#i&&
1.0x10° 2 2.0x10° 765 FH Py <O 26 H 000 7578 1k 391 g
iR 25N IR T S SO 2.510° B, RTCPMS
FI RBCPMS-WITHOUT-TC #5 4 % 7 HL & e 1k 31
L. {H RTCPMS AbFE K 5¢ 45 e B ) e Th F 4h 2
T RTCPMS-WITHOUT-TC (V147 12%). MiXANZ
BRI H 21T LLE H, ARSI RTCPMS &
gl LU AT 2003 2 CPS W42 (1 i 1) 29 5.

1.0
0.8
R
=
=06}
ﬁ
K
X041

—— RTCPMS
02} ....... RTCPMS-WITHOUT-TC )
1.0x10° 2.0x10° 2.5x10° 2.7x10° 3.0x10°
. T
X 9 ZEEITHER
4 Lt
6 zlé\ élil

CPS ¥ i 5 i R A ¥ 5t R 4 B R ¢, 1A
TR N T SHURT 9 28 o A7) BT 2 AT 0 0 A g o], O
A I R AR SE BT SRR A B R AR B RS, CPS I
25 08 A BE S 4% 7 A 1) A R R N DG 3 s AR
NI, & CPS %L IEEZ —. 78 CPS W%,
15 BN 22 1) R R SR 50 22 A3 A3 A5 FH R0 SR ok . R
H R GAR i Tl AR OB B A T, i, %%
3R 7 3T CPS Mids J7ik, SR CPS s
PE2 CPS Ik T Z s @, H et A& T
L) CPS Wi #7775 AR % 1 CPS i 4237 5% i IR 7] £
IR, AR FH 25 Tl D0 A B AR SR 4 6 M 425 P i 2 I (8] Dy
I, A SCHE T SR N 5] BE G ST T — A CPS Y SE i
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2R G RTCPMS. 1Z 2GR ] Rete P24 45 FUL.

RTCPMS 5 SZi HEBE BRI CPS Mifsss &, Hi
LA BT I S HEEE BV Rete-TC. Rete-TC 5% 5]
N T FR A k3, G I R TR e ) Beta W5 AU EE TS
%, {45 CPS a7 A A 1] 29 TR AT g M e il (2 . ASE4DL sk
56 5 R B BN H RIS AIE T RTCPMS R 4t (1A A4
P, H S5 45 3 B H A% 0 50 Rete-TC 11 B2 % )
R TAEGRI RN HEH TS Rete.

CPS v, BT AN B, W RE = E ARG
PR, HTEE T RUOWHERR Y CPS Wi ANEH Tk st T
— BRI T, AT T Rete-TC, B 78 520 (1 HE R
HEFRER, SR SRR AKE I () SRR 47 52 W 42, AT
$ETT CPS SEIS M2 A& B 1L F3 4k, =B 5 T 400 B
CPS W15 77 % 75 B9 500 ohy 0 X o 8 R, ANIE
TR M BN A7 5 G N, B LA T B
VA, A DL 5 2] SR 45 % A
(I 7T 75 1. g !

B, £E L, AT A TARSS T H B b [
FHE B AT T AL LR 5 8 B8 A5 5 AL B S50
Z S L AR R T 2R 2 LA P ]
SCH) AL SN .
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