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Design Patterns for Data Management of Blockchain-Based Systems

YAO Hao-Nan, LU Qing-Hua, ZHANG Wei-Shan, LIU Yue
(College of Computer Science and Technology, China University of Petroleum, Qingdao 266580, China)

Abstract: As an emerging technology, Blockchain has gained much attention due to its decentralization, transparency,
and non-tamperability. Because the study to Blockchain is still in its early stages, there are still a number of data
management issues in the application development process, such as data privacy, scalability, and latency. In this study, we
propose the design patterns of Blockchain data management, namely, data privacy protection pattérn, hash integrity
pattern, and state channel pattern, to help developers use Blockchain for application development. All the above patterns
are implemented and verified in a Blockchain-based traceability system: origiIfChain, to show the effectiveness of the
proposed patterns.

Key words: Blockchain; data management; smart contract; shared architecture; traceability system
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