MRS ISSN 1003-3254, CODEN CSAOBN E-mail: csa@iscas.ac.cn
Computer Systems & Applications,2019,28(2):240—245 [doi: 10.15888/j.cnki.csa.006721] http://www.c-s-a.org.cn
O E RGBT TR . Tel: +86-10-62661041

ETFREHLZR4KEY WebShell &350 75 3%

& K

(ECDUHE L ARHEBE AL B, EX 430074)

(P U KR A5 R AT IR A ], F AL 210019)
WIE#: 2% 3%, E-mail: Qying3375@163.com
8 ZE: WebShell iRAEIHLIIRENKNATELI) A2 FhIEM, KT 1) WebShell £ I ARHIE RS HAA IR,
TTTELAT 1) WebShell K 2 M — 2 T HR BURHIE, JCIAM 4 T 1078 o 4% R0 25 WebShell 4 #ERFAE, FL A5 5 i i
1, T 22 RGN SR 22, 32 A RE J 55 45 1A AL XX — L, 321 T — RS REEHLARBR A WebShell #0073, 1% 7
TEAEHE BRI B 23 SR O SR [ SETTHRAE A SOAS JZ 505 5 9 PESS SR 2 7 9 (opeode) F P BUMRFAE, #4) At
S A S RE, SRS T Fisher RFAEZEF 14 HUSE 4 L] S TR, FEICRFIELERE, #4 OREA ORISR, /e R
BEATLAR 70 28 & I SR A1 2R AR AL 8 3 S B W, A 5 v RE R RO T WebShell, FRAEMHERGA £ 0]
AR EAOL T JR [ ¥ WebShell A5 I

SEHIR): WebShell; BEHLARM; 4045 RFE; HREAE i

5l FHE T BEHLAR M WebShell #7792 5 ML R B8R F,2019,28(2):240-245. http://www.c-s-a.org.cn/1003-3254/6721.html

Webshell Detection Method Based on Random Forest
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Abstract: WebShell can be divided into various types according to its function and size; they:have basic features and
unique features. However, most existing WebShell detection only extracts features fromsingle level, they cannot cover all
the features of various types of WebShell in a more comprehensive way. Theségdetections have problems such as kind
bias, poor detection effect, weak generalization ability, etc. To solye these problems, a random forest based WenShell
detection method is proposed. In the data preprocessing stage, this method extracts the statistical features of the text layer,
and the sequence characteristics of the text layer sources and the compilation result layer opcode, to form a
comprehensive combination featuresﬂ. Then, the feature set of the sample is formed by using Fisher feature selection to
select important features with the appropriate proportion to reduce the feature dimension. Finally, the random forest
classifier is used to train samples to get the detection model. The experiment shows that this detection method can detect
WebShell effectively, and it is superior to the single level WebShell detection model in accuracy, recall, and false alarm rate.
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