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Engineering Drélwing Safety Management System Based on ObjectARX

CHEN Yue-Xiu, ZHANG Ying-Zhong, LUO Xiao-Fang
(School of Mechanical Engineering, Dalian University of Technology, Dalian 116024, China)

Abstract: With the extensive use of CAD drawing, drawing safety is widely concerned. This study mainly focuses on the
operation safety of engineering drawings under AutoCAD environment. A safety management system for engineering
drawing is developed with ObjectARX technology. In this system, ARX reactor technology is employed to monitor and
control AutoCAD printing and save operations. AP HOOK functions are used to intercept the clipbggrd function in order
to change its execution results, and to control the copy and paste operations. In addition, the PrtSc key and Screenshot
operations are controlled. The test results show that the system can monitor,and m%magé the user operation, and effectively
ensure the integrity of the electronic drawings, at the same time, it do"‘e's not affect the user's usage habits.
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const ACHAR* pGlobalCmdName )
{if (_tcscmp(pGlobalCmdName,
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DetourUpdate Thread

AL — A detourkh #
Detou (GetCurrentThread())

rTransactionBegin()

fidetour £ %

DetourTransaCommit()
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DetourAttach()

B4 SR B I e
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//5€ X SetClipboardData() B& #5154 BRI AL

HANDLE WINAPI NEW_SetClipboardData(UINT
uFormat, HANDLE hMem) ", * q

(A A PR AR

return SetClipboardData(uFormat, hMem);

A BRI AN, R BdE A N BT DI

return NULL;// JoAUSR A 7, f /R4

}

1/5E X GetClipboardData() Bf 4 ) 5 4t bR %4

HANDLE WINAPI NEW_GetClipboardData(UINT
uFormat)

{ it P A AR AL RR )

return GetClipboardData(uFormat);

T B FH P AN, K 28080 AN BT D05
return NULL; //JCBUBR P, He #4248
§
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Alt+PrtSc BN, 428 K 3. 18 B4R < M AT, 39
UnhookWindowsHookEx() B #5447 #1%k, B R 4t
I BE .
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LRESULT CALLBACK KeyboardProc(int nCode,
WPARAM wParam, LPARAM I[Param)
{ BOOL fEatKeystroke=FALSE;
if(nCode==HC_ACTIQN) // ¥ lfi &%
wParam Fl 1Param 7,2 5 & T%}é’ﬁ/ﬁ BHE R
{switch (wPéiram) o
{ case WM. KEYDOWN:
' .case WM_SYSKEYDOWN:
' case WM_KEYUP:
case WM_SYSKEYUP:
[PV R FSEAEBER 15  R G i
PKBDLLHOOKSTRUCT p-=
(PKBDLLHOOKSTRUCT)IParam;
fEatKeystroke=((p->vkCode==
VK_SNAPSHOT)||((p->vkCode== VK_SNAPSHOT)
&&((p->flags& LLKHF _ALTDOWN)!=0)));
/IFIWT PrtSc £ Alt+PriSe 82 HHA%E T, 1% Nk
[8] TRUE, 75 /iR [7] FALSE
break;}}
return (fEatKeystroke?1:CallNextHookEx
(g_hKeyboard, nCode, wParam, |Param));

//PrtSc Al Alt+PrtSc 4 4% T W EAFHAL
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6 Hunt G, Brubacher D. Detours: Binary interception of Win 32
functions. Proceedings of the 3rd Conference on USENIX
Windows NT Symposium. Berkeley, CA, USA. 1999.

7 Okolica J, Peterson GL. Extracting the windows clipboard
from physical memory. Digital Investigation, 2011, 8(S1):
S118-S124. [doi: 10.1016/j.diin.2011.05.014]

8Tkl EREDEHL R G A G g AR H 1 5 4E 9, 2001,
(8): 29-30. [doi: 10.3969/j.issn.1006-4052.2001.08.008]

9 Xk, FFAS. BB A vt 5 SEBLRET . e RIE R
KR, 2009, 14(05): 60-62,67.

© ERSEBIK T

http://www.c-s-a.org.cn


http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.1016/j.diin.2011.05.014
http://dx.doi.org/10.3969/j.issn.1006-4052.2001.08.008
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.1016/j.diin.2011.05.014
http://dx.doi.org/10.3969/j.issn.1006-4052.2001.08.008
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.1016/j.diin.2011.05.014
http://dx.doi.org/10.3969/j.issn.1006-4052.2001.08.008
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.1016/j.diin.2011.05.014
http://dx.doi.org/10.3969/j.issn.1006-4052.2001.08.008
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.1016/j.diin.2011.05.014
http://dx.doi.org/10.3969/j.issn.1006-4052.2001.08.008
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1003-3254.2007.03.024
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.3969/j.issn.1671-7341.2011.21.078
http://dx.doi.org/10.1016/j.diin.2011.05.014
http://dx.doi.org/10.3969/j.issn.1006-4052.2001.08.008
http://www.c-s-a.org.cn

