2016 & 254 H7 W http://www.c-s-a.org.cn WE PR &N H

H )35 2 M I BIFFSEHEAR R 5T

X i
(PR B TR TMENRAS TREAPE, Bt 210094)

8 O BEMIUE ML Web BGETE, BULEE K — BB E AR A M BT, Y U % R TR,
W AR B R P o) s B AR R T A S S R AT — R VG AT N B0 T I R AR S ) A
AN AT PIRFAE IR T 14 A5 S 35 (8 8 = RFAE, i 2 A7 2% 5 W 0L (VR VA3 T 8 ASBEAE,
SCRA T 22 JERIHSFIER R, BEAh, B0 CARAE IR SR P it Sk s AN (5] G kg s s 4R 19 G A T
AL [9]3% JavaScript IASS) A E K HTML AR, FHLAE 254 HTML AHSCRHIL. SRR, AEANIA T

Bt R B i 8 b, ASSCHORF AL AR BAT — € AT R \

REEIA: BRI REAERNG SRR R, (5 B 25 JavaSeript

Research on Static Feature System in M alicious Web Pages
LIU Chang
(School of Computer Science and Engmeermg, Nanjing University of Science and Technology, Nanjing 210094, China)

Abstract: Maliciotis Web pages is a new kind of Web-based attack method. In drive-by-download exploits, attackers
embed malicious code into a Web page. When a victim visits this page, the code attempts to download and execute
malwares by exploiting vulnerabilities in browser or its plugins. Considering the problem of extracting static feature
from malicious Web page, this paper selects 14 static features based on information gain theory and proposes 8 new
static features are proposed by analyzing obfuscated scripts. In addition, two improvements of original feature extraction
process are proposed as follows: preprocessing for original Web page based on different code format; reprocessing
HTML code which are dynamically generated by JavaScript to further extract HTML features. The experimental result
shows that, on unbalanced data set and balanced data set, our static feature system is provided with acertain validity.

K ey words: malicious Web pages; feature extraction; static feature system; information gain; J a"\‘/aScript
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