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An Implementation Method of High Concurrency Authentication Server

FAN Yang-Ke

(College of Software, Shenyang Normal University, Shenyang 110127, China)

Abstract: This paper introduces a kingl of basic functions of authentication server, high concurrency authentication
server has the characteristics of concurrent two-factor authentication of the client and server, epoll is adopted in the
system and the thread pool t‘echnology is adopted to ensure that its high concurrency, RSA and DES algorithm is used to
guarantee the security of information transmission, the server has concurrent processing ability and further improves the
performance of network security authentication server. Through the complete design example test, results show that the
authentication server runs normally in the case of high load operating. The system has certain practical significance to
process synchronously from the client request and certification research in a short time.
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typedef struct tp_thread_pool s TpThreadPool; //%}
S ERUNIUE P

struct tp_thread pool s

{ unsigned min_th_num; /£ FEithH 22 D AFAE 1) 46
PR, SRR IR R e b 2 G \i’nin_th_num Ko
(I8 = - "

unsigned ‘\c1ftrth_num; J/E R I A7 AE R 3L
=; \ .

' ﬁnsigned max_th_num; /Z&FEI I 2 v LAEAE
LR

pthread mutex t tp lock; //F T2 ith & #LI 1)
HF;

pthread t manage thread id; //Z&FEH i) BRLE R
ID;

TpThreadInfo* thread info; ///2&¥5 [n) 26 2 ith H 3,
XA — AU AT i e Rt it R R R 05 S, 13
NP NANY

Queue idle_q;

TPBOOL stop_flag; //H T & Bt ith (1) 89 5%, 4
stop_flag &y FALSE I, W] deftit o 244 5%,
AR AR AL BE 58 A 55 5 xR H.
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staticvoid *tp_work thread(void *arg)

{

pthread_t curid; o
TpThreadInfo *pTinfo = (TpThyreadIﬂfo'*) arg;

while (1(pTinfo->tp_paol->stop_flag))

{ v

pthread mutex lock(&pTinfo->thread lock);

pthread cond wait(&pTinfo->thread cond,&pTinfo->thr
ead lock);

pthread mutex_unlock(&pTinfo->thread lock);
pTinfo->proc_fun(pTinfo->th_job);

pTinfo->is_busy = FALSE;
enQueue(&pTinfo->tp_pool->idle g, pTinfo);
DEBUG("Job done, I am idle now.\n");
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struct DES  //J1] 910 (5 7 i ) ) A o885 SCAH P 285 ) A
{

IIIRGS FAT 55 Ab B AR 1T

char uid[512]; //UID

char deskeyszEncbuf[1024]; //deskey Il %

char userpasswmiwen[1024]; //usepassword Il %

int a;

X
}des;
struct MIMA  //Z545 45 ¥ ik
{
char mimal[512];
ymi;
struct PUBKEY
{

/fusepassword Z& /'[X.
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DESKEY szKey: [wzULHNKNYBLUWLQhF1CeNGiXWtDVQCju]
SUCess

Connect sucess!:

DESKEY szKey: [wzULHNKNYBLUWLQhF1CeNGiXWtDVQCju]
SUCess

Connect sucess!:
DESKEY szKey: [wzULHNKNYBLUWLQhF1CeNGiXWtDVQCju]

SUCess

Connect sucess!:
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Connect sucess!:
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Connect sucess!:
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Connect sucess!
RSAEncrypt sucess...
sucess

Connect sucess!
RSAENcrypt sucess...
sucess

Connect sucess!
RSAEncrypt sucess...
sucess

Connect sucess!
RSAEncrypt sucess...
sucess

Connect sucess!
RSAEncrypt sucess...
sucess

Connect sucess!
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