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Network Intrusion Detection Based on I mproved Particle Swarm Optimization Algorithm and
Support Vector Machine

TAO Lin, GUO Chun-Lu
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(Department of Electronics and Information Engineering, Henan Polytechnic Institute, Nanyang 473000, China)

Abstract: Network intrusion detection is a hot research topic in network security, in order to improve the accuracy of
network intrusion detection, a network intrusion detection model (IPSO-SVM) is proposed based on improved particle
swarm optimization algorithm and support vector machine to solve the problem of classifier’s parameters optimization.
Firstly, network intrusion detection rate is taken as the objective function, and support vector machine parameters are
used as the constraint conditions to establish mathematical model, and secondly improved particle swarm optimization
algorithm is used to find the optimal parameters, finally, support vector machine is used as classif;ler.‘ to build intrusion
detection model, and KDD 1999 data is used to validate the performance in Matlab 2012. The fesults show that
IPSO-SVM has solved the optimization problem of the classifier’s parameters and improved detection rate, reduced false
alarm rate, false negative rate of the network intrusion. .

K ey words: intrusion detection; feature subset; intrusion detection classifier; support vector machine
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