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Abstract: RP(Relying Party) downloads signed objects in RPKI(Resource Public Key Infrastructure) and processes
those objects into authorised relations between IP addresses and AS(Autonomous System), which is used to guide the
BGP routing. The current RP uses rsync to realize the synchronization, but rsync(Remote Syne) synchronization
algorithm does not take the characteristics of the files (directorise) in the RPKI into account. So tfle Synchronization is
not efficient. Through the analysis and combining with the characteristics of the files (directories) in the RPKI, this
paper designs and realizes a RPKI repository synchronization tool named htsyﬁc which is based on ordered hash tree.
The experimental results show that, compared with rsync, htsyhp transmits less data and costs less time during
synchronization. In three designed experimental scenario, averagé speedup ratios of synchronization time are 38.70%,
30.13% and 3.63%, effectively reduce the consumption of time and resources.
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() # R&HZ, M THARRNERE T H o
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HEAT I T A3

© 471 node’ = HT(f).root, # node.firstChild
= NULL, W node.firstChild = node’, HE A (2); #
node.firstChild # NULL, it chNode = node.firstChild;

@ BICHF P B pY 8 p < chNode.p,
M 4 node.firstChild = nodeZ, nbdé’.nextSibling =
chNode, i/iA_F)\Q)‘;; =

\® # chNode.nextSibling = NULL,
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chNode.
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@ # p’ < chNode.p, N4
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(1) 4 list Jy HT F1 HT LLAL AR I SO AL 5113,
root 4 HT AR Y A4, root” 4 HT AR ¥ 55, #5 root.hash
= root’.hash, HEALIE(3);

(2) % node = root.firstChild, node’ = root’.
firstChild, %I node Hlnode’ AT LHD ~ @FAbHE:
@ 4 node. node’¥Jh NULL, #EANLER(3);

® # node = NULL 3t H node’ # NULL, N4
subHT 4 HT HARTY £4 node’ ()18, AT 1k 7%
delete(subHT, list), node’ = node’.nextSibling, AU
@; \

® #F node # NULL Jf H'node’'= NULL, M4
subHT >4 HT AR5 &4 node [MF#, AT FidFe
add(subHT, list), node =node.nextSibling, AL Hol;

@ #i node.p<node’.p, 4 subHT 4 HT R HH
&K node 184, AT FILFE add(subHT, list), node =
node.nextSibling, kN LIROD;

® #7node.p>node’.p, M4 subHT Xy HT*HAR T
KR node’ I 1A, AT 7 I B delete(subHT, list),
node’ = node’ nextSibling, kN LR,

® # node.p = node’.p JfH. nodehash = node’.
hash, HEN DK oS,;

@ # node.p = node’.p JfH node.hash # node’.
hash, |4 subHT 24 HT AR5 404 node (744,
subHT 2 HT AT £08 node’ FH, P47 it 72
update(subHT, subHT’, list), #E A LIR®);

4 node = node.nextSibling, node’ = node’.

nextSibling, HFALEQ. ¢\
(3) FBATE T, IR [H] dist.
add(subHT, list) -

@© 4 root A subHT 1T A1, WX £ = root.p,
list.push(f), % node = root.firstChild;

“® ¥ node = NULL, W Tl frghof, B, 3
node # NULL, M4 subHT’>4 subHT 4R 5 £k node
744, AT 7k add(subHT”, list);

® 4 node = node.nextSibling, FH AT LIED.

delete(subHT, list)

@© 4 root & subHT MR AL, 4151 node =
root.firstChild;

@ #7 node = NULL, WHEANDZE@D; 47 node #
NULL, U4 subHT*>4 subHT H 4R £k node ()7
B, AT IR delete(subHT?, list);

® 4 node = node.nextSibling, T H AT IED);

@ L 3CAF £=root.p, list.puth(f), T il FEHATIEHE.

update(subHT, subHT”, list)

@© 4 root Jj subHT HIHR T 15, root’ g subHT FHJAR
1 15, 4 node = root.firstChild, node’ = root’ firstChild,
#i node =NULL Jf H node’=NULL, M4 nodeHT >}
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node’ ) FH, AT FiLFE delete(nodeHT’, list), Fit
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BHEEFD RP i (1 S0 H 50) 85 M AN R, TIAE RP.i P
AT AR b O g i I B S (H ) ek, TR BE i b
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— 3, FIFELE RP 3 BT SCA (H 3%) 1) 61 2l 50 B
IR AR R B, A BT B L
XF, LW BIE WA, WR A 8, WA
TSR M A (H )M R, ST N — 4 L
XF, ARG AEA 2, W T RPKI %RHE
AL RP 3t SCHE(H S9N, U AT 55 R os SO,
HEAAE RP i 4 TH SO B3 48 J5 G @8 SC R I A 25,
U S H 3, WA findDiff §7v%, i
— e AT L TR RS T
RPKI SCEF(H )RS R, BISCH(H 55%) A& et
IR AN A4 R, DR I T 3 s 35 1 19 B gt v DA B3
B, I BB B A 1T s, Amn 3R
T T BT

subHT”), list.

{58 RPKI WRIPEAT RP S H 20Ok H, 45 |

A H T4 8 ST B 39 %50H S N i3 RPKI
VORI PR IR — AN SO R A4, FSAfi ] ARADItE 5
RIS S 2 O(H * N), T
S 2 TN ) S ge s, DRI/ RPKI % o4
I, RO 3 Sk W, LT 0335 B

3 SRR AT
3.1 KRt
RP i 55 RPKI #ER}HE [F2 5 i, nTRe 01 i
Oy R =P WIETRIE . RS RO A R AR 1k,
WILRTRD: RP s — U RPKI WERHE R AL,
RP I8 ML RPKI WEkHE R (e — 2
)25 508 RP 3 L4l RPKI WRHE R, If
H LRSI RP ui &L RPKI RIS & A 5T,
RPECHE BT G L R AME (R i [] 20 15 ) Ak 34

K e B 1), RP g [7] 22 0 5

AR AZ L RP Ui 4R RPKI BRHERD I,
I H IR AP RPKI SRR AR A BB,  RP
i B PR FFAAL.

Y RP S 25— KA BN, S5 A “HIER R8>, It
RP Ui A 5, 52430 RPKT 0 M k)22
[0k 4 RPKI SR Ba A4t BRI 3T IR
B R A HAUE PRSI, A2 S, RP i
PR EAR FUIRES R Pk, BEE 45 RPKI 1))
R, D A BN ) Y AR R T
RPKI kR THase, Bk s A (6 A A
R B AR AR, ARSI [ 26 VA BE 8 18 B IX — Fh
[ A1 L, *E?ERP T RPKI 78RR 34 7 i A5 1 11
HARPGS, AT MRS 8RR, o, <Rlbala
“ ] 3 T 5 LA KR, TSR A D M A A
.

® 1S
CPU M A BAERS
Intel Core i5-4590 3.30GHz 8GB Ubuntu 12.04 LTS

A LA b =P 3 Bt SEB6 LE htsyne F rsyne [7]
IR SRR, SERIMIER 1 B
7w, FESHC RP b H 5% path/to/RP/cache Fl
RPKI ¥ HHEE H 5% path/to/repository. S84 F#dhi Kk
4Bk RPKI AR BERHAE, ool 2015 £ 6 J1 30 H.
32 KBER
3.2.1 WIRFED :

e RPKI OB K/ I5195M . 190M
285M.380M.475M Al 570M I sfE5 % Rhtsync Fil Rrsync
2331 htsyncgFhrsyne BB ¥ ik (5745), Whisyne A
Wrsync M3 htsync Al rsync ‘5 (6504 & (),
Thtsync 1 Trsync %%k htsync F1 rsync (1 [ 4 15 i)
(F5). htsync F1 rsync #)4A [F5 PR REXT LWk 2 s,

x2S YEREX L

RPKI %
BHER N
Rhtsync 1080 1080 1080 1080 1080 1080

95M  190M  285M  380M 475M  570M

Rrsync 249.5K 4989K 748.5K  997.9K 1247.4K 1496.9K

Whtsync  22.8M 457M  68.6M 914M  1143M 137.IM

Wrsync ~ 240M 479M  719M  959M  119.9M 143.8M
Thtsync 074  1.34 777 1568 2470 29.18
Trsync 0.86 517 1604  24.47 3473 4045
g Lk(%) 13.95 7408  51.56  35.92 28.88  27.86
A LA H, htsyne 7E[RIEIN 3L, 5 8dE & B
/BT rsyne, rsynce 71 [R] A2 I 75 BEAL 4 SCAT PR A 5048 45
PR, BT DA R A O R AR B . AEE
A I, htsync BT rsync. Bl RPKI %ERlZE K]
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K, FBHHENEZ, htsyne A1 rsync [ [F]25 1 8] # it
2% R Thtsyne A htsync [R5 ], Trsyne Ky
1S Y 1 O s 11 R 0 22 5 1 1 S = e
st b = Lo = Tuwne | YRR RISG I, P39 3 L
38.70%. Te
3.2.2 [AL ER

BOE RP i e AP A KN 2 OML 95M,
190M. 285M. 380M £l 475M If, RPKI %k} EE &4
BB, R T RS B[R] 0 I A% (1) g 2 R0 [0 i [,
DL HAE 9. RPKIT PERHA B 95M (158, [R5
FOB A RP i A0 KN 430 R 95ML 190M .
285M. 380M. 475M A1 570M. fiX# Rhtsync il Rrsync
53904 htsync F rsync 13215040 & (7 1), Whtsyne F
Wrsyne 7324 htsync 1 rsync 5 (1) £ 5 (),
Thtsync A1 Trsync 4374 htsync F1 rsync ][] 2L Y A}
(F9). htsync HI rsync [F20 PR HEXS ELAIER 3 P,
%3 AR '

RP 3ii#]
SR
Rhtsync 1080 2160 3240 4320 5400 6480

%
oM 95M  190M  285M 380M  475M

Risyne  249.5K 249.5K 249.5K  249.5K 249.5K  249.5K
Whisyne  22.8M 22.8M 22.8M 22.8M 22.8M 22.8M
Wrsyne  240M 248M  255M  262M  27.0M  27.7M
Thtsyne 074 098 148 179 195  2.29
Trsync 086 153 263 291 284 277
MikLb(%)  13.95 3595 4372 3849 3134 17.33

A LA H, htsyne £E R0 B B3E . B4R & M[F D

IR AR T rsync. BH#E RP i 446 B8 i i 16 K,

htsync [ [F] 20 ] (R B2 39 22, DA £ =Bk, 4

AR buildHT Pras ok . /& LRl

&=, PRIy 30.13%.
3.2.3 Ml AR ) ’

Bz RP U HE KNl 95M. 190M., 285M.
380M. 475M 1 570M I, RPKI Yk He kA
tk, RP ¥ Al RPKI ZERLE D, Hds KRB0, Rk
Rhtsync F1 Rrsync 43 1] 4 htsync 1 rsyne 132 1) 5040 2 (7
1), Whtsync Fl Wrsync 435 4 htsync F1 rsync 5 %L
P (7)), Thtsync F1 Trsync 4354 htsync 1 rsync
[R5 B (FP). htsyne F1 rsyne [A25 P fEXS EL & 4
P,

x4 [FRPPEREXTLE

RP i K/h  95M  190M  285M  380M  475M  570M

Rhtsync 2160 3240 4320 5400 6480 7560
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Rrsync 16 16 16 16 16 16
Whtsync 8 12 16 20 24 28
Wrsync 0.8M 1.5M  23M 3.0M 38M 45M
Thtsync 0.31 0.63 0.98 1.29 1.62 1.94
Trsync 0.32 0.65 1.00 1.33 1.70 2.06
i b(%)  3.13 3.08 2.00 3.01 4.71 5.83

htsync HE8E 7E AL S 10 0 (155 D0 HIWT RP
uiig M1 RPKI %R} 204 16 5 7). A& 4L, htsyne
Flrsync fE R I E] FAHZEANZ, #RE LU Hh 5
L. B RP S5O AR htsyne 725 i 1 42
WA buildHT 5 B2 % . PRt
H 3.63%. g |
4 LEE

E6F RPKI H RP ¥igfdi H rsync BEAT 44 )20 (1)
BCRAR N )8, A SCEE A RPKI YR e H
SRR AL W SEEL T — RIS TP M 1K RPKI
PERHERE T H htsyne, G5 T RP %55 RPKI %k
PER)IRIP PR, SEie s R W], 5 rsync ALK, htsync
TE A0 W R B A i i A /b, [RD I IR, 7R 1
T3 BB s, [ I RSP 3 I L 4 S
38.70%- 30.13%F1 3.63%, ARG/ T [H 20 I ¥ B
E) R PR S FE.
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