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Abstract: ICMP (Internet Control Message Protocol) provides a good way to observe the status of network in real time.
When the network is in fault or is attacked, the percent of ICMP traffic and the percent of packet type in ICMP
characteristics will change. Since the control plane in Software-Defined Networking (SDN) can observe ICMP traffic, and
the value of ICMP traffic is also small, this paper proposes a lightweight anomaly detection system based on SVM
classification method to improve the accuracy and real-time performance of anomaly detection system. We name it as
AD-ICMP-SDN (Anomaly Detection Method based on ICMP Traffic for SDN). The experiment results have shown that
AD-ICMP-SDN can effectively improve the accuracy rate and false rate. . "
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KKETE, 5] 96%, RIRE R 2.7%.
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T 78%, RARFEAE 4.9%.

4) A Az 1) B 4% oK U(RBF, QP), Al 7R Aff
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HERR A T1%, IR IE 3.9%.
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4.2.4 ICMP it LL A

T NIRRT B, 2 MRS
BT AR EE B 25 an R I EL T AE S ICMP #pil
HH IR R 2 488 i 5 20 1E H TCP LA =R, 1fi TCP
FRIEE T B 2160 B IR H I DL ICMP U=, IR 4
BRI AE I A 22 R AEAR A, THAR & IEH R A, (H 2
by b, WMZOE2Z R 7Y WRipng, ICMP iE
BRG] — B4ERFE 0.18% /4, AR,
FLro 2. BreL, JATEE 0T ICMP R SCHE%E
MR AR, kRIS FH . AN SVM 4L
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