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Phishing Detection System Based on AdaCostBoost Algorithm’

ZENG Chuan-Huang, LI Si-Qiang, ZHANG Xiao-Hong
(Department of Information Engineering, Jiangxi University of Technology, Ganzhou 341000, China)

Abstract: For increasing serious phishing attaci;s, machine-learning method is proposed to detect phishing webs. Firstly,
sensitive features are extracted from the URL, then, using AdaBoost algorithm to get the trained classifier, and then the
classifier is used to detect unknown URLs. Finally, considering of non-equilibrium problems of AdaBoost, the paper

puts forward the improved learning algorithm called AdaCostBoost, which contains computation of cost factors.

According to the experiment result, the proposed phishing detection method has better detection performance.
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