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Dynamic Reliability for Software System Based on Monitoring

CHEN Lei, TANG Jing
(Dept. of Library, Nanjing Audit University, Nanjing 211815, China)

Abstract: In open environment, the system bei;aviors are diversified and complicated, but traditional static models are
mostly implemented before the deployment. They are based on certain invariance assumptions of the operating
environment and @ser needs. We study on the monitoring of software system to find the differences of software
reliability between testing phase and running phase, combining static module-based software reliability model to
evaluate the system reliability during the running phase. Gives the risk factors that decrease module reliability and
proposes an effective method to reallocate the resources. Through the experimental data, verifying the effectiveness of
the proposed method.

Keywords: software module; reliability model; software monitor; risk factor; resource allocation

155 BRI T BT B i IEI’J&?L[S] LBy FE 1

BT RGBS IERAG TE KR I, R4St
(KRR R BA B T PP . D, B TR

TR B AT SRR, JX SRR AT oy =

R SR MOBIAL, RE B AR B AL R A
AL E R, JE TR I AR F 70 i iR 2
M7 2, ﬁ%*ﬁa@fﬁ&*ﬁﬁ%‘z{‘fﬂ = H R HAT
L IRFER BN, ATk 2R G540 2 STAS AL I A FH 20 i)
() F0) L JRRER B S SRS N T ) L R B o 1 7R
Fd e, HETARESHBACE MR Littlewood A%
1) Cheung A1, JLF PR MIARAL, B T N7 A2
R G 5 R 5 585 B T RS AR Y AN [+]
A, oAt A PR S AR AR AL R T A1
R AR L 94 : Shooman #i7B) Krishnamurthy

@© WAt [a]:2013-10-15; W BIME R N 1R):2013-11-18

g R TR TR

B, SR BRI e AR P Rk L B AT
SRBEA G — B RASE R L RY |, T0 RSB R
TR AR A 26 B FTAT 10 3 1, T AR AT N,
FFHOE AT BR8P P 2R 5 10 T 5 7 B 4 e
Hr —ANTTAT R S I ST, S s
R IS AT R 5 k. IR — S0 7,
TR B 2 12 fr YA 0, B R e
RGO V10 AL Bk, 47 200597 L P B B %8 5,
{bE R G P RIEAT

2 HIASHITHE RS AENE
2.1 W RGE A EER R

Software Technique * Algorithm KfFHiA « Hik 179

© TEREBIK AR

http:/fwww.c-s-a.org.cn



AN VA

http://www.c-s-a.org.cn

2014 4 2345 B 6 M

THH AR TR AT B RIS T B 42 1 R B A
I AR
R HR )
AN =it %éﬁ—hsﬁt BB Al SE
ML (0] e B ML 5. AE TP I as AT Mg,
AR Z A E 2, PR & I FEvE R, A
Z AR v AR AE S T SR IS DR — 3k, R
PR IR 5 72 RE DR A g AT 11 = R

. I

|
(et s ki ﬁi@?:::ﬁmnmm
(WL R
A

R -

SR st o TR
| GenTiEtE

IR (]
IR A

1 B RS

B 1 2 T 2Vl R G T S R, Wy
B, MR RS, UML B, A Bebi ks 25 ik
Brie, @t g, A& KRN Y, SRIGHIE
H & n] SEVE R [ R e, Ak m] SE PR AR Y
NS H, MRS R G v B R G S 1BATHY
B, 8k 45 3R R Gea AT 5 T - 003 T 22

SE W) SRR e B B 1) AT SRR B 2 ] R B 7

S8, TR 8L B BAANT 1A 1) T R B R B (DTMIC), 45 2 2
() BDA A 2 GISAT Wi 7T Sk -
22 RERERF "

TR0 (00 0 P e A2 (388 R R 2 0 1 2
B, AR ORI AR DL B %

@ # B 1A B A T R BRI AR

@ BEHLI R A LT, — AN SR B
) LA e

@ WK 17 25 T A AT AR AN 4 5, B
TR T 538 A7 0 TRA ).

ERFE S 3 LRI, Frlsiryin R4
T A — - ) (O a0 T R 38 A7 30 TS 45 47
T K2 RO R s, 52 X Rist(RUK BTl gk i

180 #AFH AR « 53 Software Technique * Algorithm

AT EEVE BRI R FE S, Rist; ok, Bib i n]5E %
AT REMEBOR. Rist IEIRGR T DR T NI
PRI T 5 38 AT T A A 25 e (RS 2) I Psx)
ZIANEL, S web WIS TR], cpu B TR, i 2E i Y

], PNAERI AR, IR S22 FOBRs .
3)V AT I R B g A5 R, W R R AR Sk, W
TSR A TR, s =85 3015
FEMEE T T PO T 5 3s AT ) T 1 22 S 8o 22
IR Gk %, Rist K. 5 3 l% AR AR
TR AR, ﬁfEEEU”JﬁU\J\?E% A S (0,

(oA T Rist %
R T Rist -
|
\ ’ . e .
4 Rist, = DifferenctActions " leferenct.Polnt S W (2)
AllActions AllPoints

WA T W, Allactions {36 FT A #4144,
DifferenctActions A & 7 #l I AT X ) 1 A7 75 22 57 1)
B H, B g E G B 0N W AFAEZE 5 AllPoints
TR =N 2 ) S8 H, DifferenctPoints A {77 2 7
IR G H; WA R AR R, ek T
MRR T HE A ek, W2 A2

N AN G, B i farFEdt o

n _ 1 n-1 .
R()NLINE = RONLINE - RONLINE X Rist,

(3)

EAIMA T R AR\
‘ R&VL[NES H RONL[NE OV (4)
HrPWonLing: j‘ﬁi’%ﬁ% 1 E;&lﬁ i) AR, T AR R AT

Sy W e UE T S AR IR T VoNLINEi-

3 TR IC
3.1 BRES R

BT R AT ST R, AR R4
VR MAEAE 2 e, SRR SEVE AR RS R 5
PR AR, BT DA B R TSR, VA O
T S A

S W AYARE
&>
SR,

ORs
OR;

P &R ARG FEMERARN, &R ABH i il 5EE
AR, &R HAEERL j AT SE1E (1AL 4.
TE S Spri AR B n FEME R G pYoli, RGN

© TEREBIK AR

http:/fwww.c-s-a.org.cn



2014 F #5234 %6 W

http://www.c-s-a.org.cn

O R g N A

FEVE Rg X MY R B8 i 5. ) Spri H:

. mfj&ﬂ%&rWR+pXRrwRJ—&U%%rerwRJXKD%

&(&’RZ?' . 9R’a» . BRJ

PGS — PR B AN
Sew|_ |Sex,
P% || P% , Hj=12,...n

R L BN, AT RIS

(1+p)">=(1+p)* 24 p>0 FIARLE

(1+p)V'<=(1+p)"? 24 p<0.

DL EANEERC) — B R 4L y=x",(x>0), 4 p>0 I},
1+p> 1,0 x>1, FEFR AL y=x",(x>0) 0 34 R 54, Vi BOK,
BB BOR, 24 p<0 I, 0<1+p<1,Bl 0<x<1, T8 pk%k
y=x",(x>0) IR EL, Vi8R, pREEE. o Zalkn]
fRehe, He—rrw s B T A, BEER: Uy R A%
ViR, BT S R A AR AL pos il T,
of F G AT SENE R, AR IR AU
32 FEHWEE

SRR R, SR ] R R BB DG R LA
SOk, — ML B YR — ] FE AR -

r,=pR"
L p B q A S B SR AL e G OB Y
ARG S FE iy vl FEPE VA 2 B, £ AN 12K W8 U R 2
1 BRAUI AR R A D) eI R 2 4H:
fi=r=pxq xR

ATLLE M, BE R SEETSERE R A5 £ I
fHEE 0, 1), WARAETRFIFETEUE, fEBUR, PETHHIER
] EE R A

>

Zi Loy, BTHBURKI RS T, iR

AL, BEHUS IRV T SRR T 5 £
AN DR 2% B e P P4 .

CAPRIGEERE T TIN

@ HBHDT BV, S o A et
AT

@ M TESAEE A AR | W RS, T
TR T M, MBI 3; P T,
18, WA TR YA I, 3T — A g i .

@ For (i=0; i<n; i++),Z A% 18 £ MR F, MK
He i BB VR, TR R S VR S B A
R;.

@ For (j=n; j>0; j--),. G5 A% 18 £ IS 0L R, 14 o

PEGRIREAETR j, VIR BRI R T AEE Ry
® 8 H 4 K J5 & ® WA &K
(R (R)Y" ELIVIRSEER § AL j, MR i 8 o0
PR BEEIREER .
©® TERHITDEK 2.

4 KRB

Glassbox &K P, 3T AOP A J2EE I
AT X\J‘*%@ﬁ%ﬁzﬂ%ﬁw’gﬁ%\ EZC7 N
i Java R4, WiEREH, PATHIE, 2818, a3
2. 26%%, Glassbox L BEIR NI WEF. 534 Glassbox ik
FFE AR AT R0 ok Pl 1 5 4252 96 4.

W ) H bR ARG TAT AT R AN P
RE, Java k5 o'S, GMEBGEL 1 71T, REILfH
10 MASE T RE A4 i, 3 Tomeat 5.5 1F2h Web
45 %%, B PE Oracle 11g, KM Jdbe Jy :0i%E %,

F A SO AR K vk, i AT RN B R 4
Rl SErE. BATRE T 100 ALK, AE4L R
B PATI [ 3008, 4)HCE] = G AAEALE [Al— Jay Ik
[ 0 S A T I 1 = N T
Rs=0.9688. ASZHH, BATHE Ree (T REWEZ R
] SENE AR R KR A 2%, XFEIEAT IR H P
B W % MR 4 o oM OERIK MM
Rmm=Rs—Rdec=0.9688*(1-2%)=0.95000.\"; PAT AT T
20 YO S8, A R PR T=3600 £5, K SE I
veo8 AN JE W A U S g 00 S B
3600%8=28800s.

0.975

0.97F

5 6 71 s
Y T

K2 RGEATSENEARALR) 4 FhE5 R

20 IR A RN A R T 53 0 4 Bl DL
IEHI2AT, WAMKEMR, BRAIERERA,

Software Technique * Algorithm K fFHiA « 53k 181

© TEREBIK AR

http:/fwww.c-s-a.org.cn



AN VA

http://www.c-s-a.org.cn

2014 4 2345 B 6 M

W 8 KM Ml R, (MR H PRSI, W
553 RS bR EAR, N S BCRGR, WS X
SEHG; WA REAR, HSBURGIRA, WE 11 Rk
56, X PURRE BRI LN 7: 3: 8: 2. B 2 i nl LUE H,
HBAREE 5 RS TR R, HNR G R B
WA RBOLA)) T 3 AN T, IS, 6, 7, FH
5 URSES [A)— 2818 73 0 JLAHL SE 6 A KB A7 A6 IX R (I
%X T RAVB R RGBT K HIRE )G,
HRHEAH SR A B E N T HEAT BRI, 5 4
HAE, TREEIUR IR, S SRR i, 2
e LA R GRS, ORBE RS v SR IS AT I,

R 1 B RO R R AT SE A (1 2R 1

R, Rg
0 0.99770 0.99710
1 0.99775 | 0.99704
2 {x997sb 0.99699
3 0.99785 0.99695
4 0.99790 0.99690
5 0.99795 0.99685
6 0.99800 0.99680

BATUUER 3 WS 2 5 AN W4 3R 1 5
e, PPESCELT 3.2 Wi M BRI . AR
1A LAEH, 56 1 R R B S, AR 8 SRR i
PEIR AL 2, e 8 (T 5 i 0.99710 FR%
£ 0.99704; F3—J71h, B 2 £33 TR, HarhE

P 0.99770 _EFF] 0.99775, 4 384T 8900 S 8 e

AR, THEHIEN RGATEEMEA 0.94987, B4 TR
YRR UG 43 W2 BT 1) R 48 TTEEE 0.94983, {HIE AR TA £
Pl 2 52 FO A B2 K 00.95000, 57 LA 4k 9 T 4 ¥
U, mARE 6 WRBER)S, REvHEMLST
0.95180, ¥Hi L J JH /25K,

5 45 &

AR SCRFIE A7 00 P R 25 00T P R E
GO, L e A T B S o 45 B AN Zh 5T

182 #AFH AR « 53 Software Technique * Algorithm

WP IS, PR AT R gl Fedh. Tl
WA B IEAT M, $5 AT IR R SR SRR T R
(%, JFan B TSR PERRAR I XU A 7. 2 R 4t
FEEPEREAR A BN 7 R A I, 75 RN 25 S
PGB AT R S — TR YO R AL B, SR T —
FBEIR PRI i, e Re v, REE RS SR
IBAT.
S 3k

1 Littlewood B. Software reliability%~.,m6del for modular
program structu{e. IEEE Trans. on Reiiability, 1979, 28(3),
241-246. |

2 Cﬁgung RC. A user-oriented software reliability model.
IEEE Trans. on Software Engineering,1980, 6(2): 118-125.

3 Shooman M. Structural models for software reliability
prediction. Proc. 2nd Int’l Conference on Software
Engineering. 1976. 268-280.

4 Krishnamurthy S, Mathur AP. On the estimation of
reliability of a software system using reliabilities of its
components. Proc. 8th Int’l Symp. Software Reliability
Engineering. 1997. 146-155.

5 Yacoub S, Cukic B, Ammar H. Scenario-based reliability
analysis of component-based software. Proc. 10th Int’l
Symp. Software Reliability Engineering. ‘1 999. 22-31.

6 %Lﬁﬁﬁﬁfﬁﬁﬂﬁﬁf%ﬁ#ﬂﬁﬁﬁﬁﬁm
ifﬁi&ﬂ%éT&%OPQJ3(§y452—462.

7 Wl 2 QR R OB S B G216 3.
PSR KK 2,2012.

8 Pietrantuono R, Russo S, Trivedi KS. Online monitoring of
software system reliability. Valencia, Spain, Eighth
European Dependable Computing Conference. 2010. 28-30.

9 R BN I AT 22 i) NHPP 8 A ] 54 5 A
TR FE [ 2 7 18 3] I R 2KV Tk K 27,2006.

10 Lo JH, Huang CY. Reliability assessment and sensitivity
analysis of software reliability growth modeling based on
software module structure. The Journal of Systems and

Software, 2005,76: 3—13.

© TEREBIK AR

http:/fwww.c-s-a.org.cn





