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Two-Way AC Algorithm and its Application to Intrusion Détection System
YANG Chao

(Department of Basic Course, Hefei Univers!ty, Hefei230601, China)

Abstract: Based on AC algorjthm for performing multiple string matching algorithms, two-way AC algorithm was
proposed. The algorithm constructs a forward finite automaton and a reversed finite automaton in the preprocessing
stage. In the Matching stage it scans the text string from middle to right with a forward finite automaton and
concurrently from middle to left with a reversed finite automaton. The algorithm has been implemented by modifying
the source code of Snort. The experimental result shows that the time performance of two-way AC algorithm is superior
to BM algorithm, WM algorithm and AC algorithm. Efficiency of the algorithm is about 1.5 times AC algorithm if the
mode of detection is to discover and stop.
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F 1 FEVEALE Snort RGEH I EE— IR 45 3

TS
JH £

BM WM AC AC2 DAC DAC2
1000 98.021 | 104.133 | 98.488 | 96.328 | 123.735 | 145.134
2000 90.395 | 96.655 | 93.457 | 96.129 | 104.322 | 146.052
3000 89.855 | 86.348 | 95732 | 94.063 | 100.176 | 146.469
4000 87.875 | 86.721 | 90.184 | 96.110 | 98.145 | 144.345
5000 89.310 | 85.238 | 90.008 | 94.225 | 96.531 | 145.099
6000 86.662 | 82.649 | 90.338 92.252 95.258 | 140.781
6718 86.829 ‘?4.766 [ 92792 |"03.561 | 93.491 | 142.867

2 A BTEAE Snort RGP I T USSR
I 5%

e ¢
BM WM AC AC2 | DAC | DAC2

1000 51.833 53.565 50.485 | 51.352 | 71.297 | 75.798

2000 51.036 51.323 48.753 | 50.526 | 64.508 76.216

3000 50.406 | 48.041 49.279 | 51.725 | 63.371 | 77.003

4000 48.144 47.813 48.544 | 52.328 | 59.881 78.395

5000 48.493 | 45.800 47.892 | 52.624 | 56.073 | 73.052

6000 47.527 46.917 48.513 | 54.356 | 56.846 75.125

6718 46.497 45.864 48.857 57.&363\ 55.434 74.635
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REPRT SUALGE R PRI 0 4 1 TE R S,
MR AC FEHAL I [ KL S I AC L)
1.5 fi.

R 3 FE AN LS FA7: Mbyte)

IR ST
JH %

BM WM AC DAC
1000 10.3 12.6 24.6 40
2000 18.4 31.8 93.1 169.6
3000 26.3 45.6 186.6 350.8
4000 33.7 54 264.5 501
5000 41.1 65.4 338.6 641.6
6000 44.8 75.1 414.5 7915
6718 47.6 77.9 456.5 873.5
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