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Abstract:

The malware detection is one of the important parts in a secure Linux frame. Mogt existing malware

detection methods are based.on the'Signature and generally leave behind the development of the malware
technology, which eannot meet the ever increaing needs of security. Behavior-based detectors require

high-quality specifications of malicious behavior. This paper introduces an automatic technique to mine

specifications of malicious behavior based on system calls and explores multiple execution paths for
malware specifications, which helps the specifications to be more specific and more comprehensive, and
improves the rate of detection of the behavior-based detectors.
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Begin
/7 WERATER */
tv < ExecutionTrace(M) ;

\
\

for i=1 to K do.ti ExeéutionTrace(Bi) ;

/+ tlgefiiE, X race £ —E

foreach txef{tM,tl,-- ,tK}do

V< Events(tx) ;

E«< InferDependences(tx) ;

Gx— (V, E);

/* W Gm Pt EEEISE */

foreach Hj e
do

if IsTrivialComponent(Hj) then continue;

My— (4B, AE) ;

/*u= mAHE, Q= s\ FE

for i < 1 to K do M; — M;uU(H;Q Gi)

UniqueComponents (GM)

return {{..,Mj,...}; ¢

end :
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1: int a=0;

2: a=scanf("%d”, &a) :
3: if(2>=60) {

4:  if(a<100) {

5:  printf("good”);
6: }

7: exit(0);
8

:
9: if@0){
10:  printf("ok”): N « » N N “ 1 5
11: exit(®): print “good exit print “ok exit

12: } exit exit

M1 Z2BEFTRTEHR

4.1 BN
EEZENRE T 52H(taint-based) R & T, 6295
AOMER—IHNEFETEKBT—IHEZ AN
B ATHRBENMEE, XMAK—RE=1BHAE
. SFREEE. — AR ENEESERERNI
e Y R BB ARSI RARELRENAF
$7T, a0 Vigilantel6lLg f kA 7E M4 P& vt
BHIER, FIZRSET, WEREASR— T RE,
AR NFERELMNBIREE DS FB MRS B
TN AFEITT, YE—MRIEDEBEREHZE T BiR
BB, ¥ RAVSIESHEEREERE SLRER,

© HEREEBR

http://www.c-s-a.org.cn



2010 &£ 5519% 5 9 H

HTENRENARA

FERETSRAGNFRIED LUBERTE F il {T4hE
MAE, X2, SREEEBRLSEENRIDITAN
KNERNRGERH, XLERGBERBEIBEINXHR
GHWNEZNRGER, RIMLSZERR B L FTH [E)F
MEERERSHNRRIFB. D— M HEXNRRIFBE
REREAN, RN R —MTanSEaE—
MERARSGIEBERNATET,

Br TR AFS, EFEZIN—MEERE,
FTATZRRFRITBRERIIRE, M @R FEN
ENG—IREENAEZRENMEATETI
Hbo WEBREMRIUL T R —DHEAREN N FEITEN
AP REBE N L A MBI AR SN HME T, Bt
RSB,

et A%
strf0] < 1 -
0: char strll, *q; /' strll] <=1
1: int sum;
P VRS ¥ \
3: q = str; ¥
4 sm = 0; »
5: while (¥q)>="0 & +q <Z9) L8 HK:
{ & ¥ trl0] <> 1y L = 30
6:  sum= sum * 10; strtlll <= =1k
7o int tmp = #q =70 twp <y
g ::T:S“mﬂm sm_ (1
01 BRERERE
12 1 (om — 9 o ok
13¢ printf("ok”) el O Eohow
§ : strlll <>, b=l
ROAR (Dl L =10+
sm (Dl 5=l - 30
=1 +15
BRI

K2 BEHPOFHRTETER

ENHERENGAERTESH, FEHE
N RERRFENE—HES, RN EEES
EFSEIL R SR EEMKBRER. TN IR
BEHERESHNRENR— A FORES A%

B, F LR TEEFRESHENFRBETFHERSH

B, XHBENVE—NAR, MFBEMIECE
BEBRRENHHE2ERLR, X NAREEIN
NE AREFTHOERNITRESNARRESE S, B
BT, £EFERANBALEEZ BNEMERBXRET
2R, g2, AFRAZAGEZE — N Mica*la+
Cn-1*ln-1+...+Ci*li+co} I SR FF i S RV & 1%
KRG, HF ci ABE, I AR, XLEEHR
HEASINERNBEEE, BE— 1B PRE
BHBABEEREA I, ATHESHTREZE, X4
FHRNERBRHBAEAESHIRENE. AT
RUF—EM, RIZESEREEARARGKIRAET
BE LWHEXHARE, REEBTEH ML R KBRS

(solver)s kR EXEANFETHERE R 2 BT
L— M2 atoi RBEMITHARRGEPHER,
ZRBRIEF TR EIL, RIZRRIENT
HNEEZEMNFTHTRAINFHFAMHPE=NF
HFRFHFRERT).
4.2 REMRERFRTS

BRENTEERSD, B—PEHREERT— 1
AN IRENS A, StHEENWBRERTIRA, 7
P L FTHERRER, é’ﬁﬁi‘ﬂﬁ%&ﬂ’ﬂ'l%ﬂﬁ@%?fb
Tl FRA SR 2 8] BRSTANASR R Gk, FEi
BRATSRSE W, BEBERAIHRERS, X4
L RPN B o HWAR L EESHBEELRE
B2, BNRA T AR SAOR A E FA
O] BERIEE 120

B, @ 1 PHREERT = Mell(checks)sk
{RIF a>=60. a<100 # a>0, HBFAE— if 154
B, Bt — P EePRSnmR, BA a BYIRE
80, EFZIE if-branch iEG1E TH1T. HEREF4
G2 F, MAIUC T RB YHAREHEANTHET 60
Bt if-branch 1BA) 4 8644, BILEEIZRLR 1o0>=60
IIANBARAGH, FEETESE 4 790186 F IR
F—PMRE, W, if-branch {EG#THBRERZL
R 1o<100 JNAL R RS F2 P4 S 17 IH B A printf
PR, EHMiTRERE, BRERE—OFERERS, XXE
M4THY else-branch g&E)H47, = 54 10>=100 #1
/\é’\]%%éﬁo*ﬁbﬁﬁ, RARGZB I entries, — =2
BRI AR AR 16>=100, 5 —"EHRHHBIMAMNL
R lo>=60, ARARFGKEENTZEELE— 1
lo=105, X#f a #ESH 105, BFEHITEEHIRED
P RITRFREARTS, #HiTH—RBEEH,

LRFRESFTEMERN, SENTSHER/ZF
RENEFHU S ERNFHTEIFESHEYFE,
RERERENARRGREN, NEFHBTHEREN
REUR, FXHFHIEERARMAR AR RGP IHEA
LRRG KRR KR, LW, EHFENFE
AN EEESHENNINTET, WREEH
R, BAARETERI TR,

5 LERDH

£ EEH Linux.Psybot 1B EERILER, 15
Mozilla Firefox 3.5.4. QQ for Linux 1.0. Open

Applied Technique & A 171

© HEBREBSAAIITT

http://www.c-s-a.org.cn



HTENRENARA

2010 &F 519% 5 9 H

Office for Linux 3.1.0 fEARTFREFEE. 85— R
HRFIEiT 1 5] 2 98, FFAREREFREF TAA,
Blan, 7 Firefox F18E— WU S d 8,

HARATERFZHBEZH, BEIAEMK Linux.
Psybot TEETANSEA SR, BT ATEREH
B—PITEEFEELRE. AXB THERFZNIT
BENESISeEREXRE, %2 Linux.Psybot &)
EMERTA. EOMEAINZIE R FEEIW wget.
ftpget oA LI EIMNIZR IR THMETECHNE
A, SR/Ei8id TCP ik 80, 22, 23 K EEERM
W), BEEAEEBEAYLS LT —NEIRAFT
BREGHERTEERET .

Wk 1 f~, BEIAEMR Linux.Psybot JEEfT
HIE 5% E (Symantec) sUE SR F L EE
RO AIRE LR T = &4, @AZEEAR
= ERIEFMER T 3,

k1 EXRRENATHHRGEEAT
malspecs #) xt 1,

Malspecs
T RAHERIR — ]
BWooA
NMRIEE RSB EH —&
i 1338 /
FIFFRNE A Bl —
TEAZTXX, HRREXHITRE s -
FHRMRARRE R

6 4%t
AR T —ET RSB B EEAEx
A, FHEIEGH LS T ISR 2 IR R S

+

172 R FE#HAR Applied Technique

WEFS, ZEARR T UEIE A L —HITERRR
AT RITA, BITUESATSRENRNE
BHCEMNEE, T—THNTENERRIGINALHE
BSEKBAR, EashSMESIITRARENELF
G ETIESTS

SE 3K

1 Fsia 347 B B R AEH K B RAF T3 H A
I #2, 2007,33(12):154 - 156.

2 Christodorescu M, Jha S, Kruegd 'C. Mining specifi-
cations of malieious_behavior. Proc. of the 6th joint
meeting of ‘the European Software Engineering
Conference and the ACM SIGSOFT Symposium on
the Foundations of Software Engineering (ESEC/FSE),
September 2007,5 - 14.

3 Bayer U, Moser A, Kruegd C, Kirda E. Dynamic
analysis of malicious code. Computer Virology, 2006,
2:67-T17.

4 Bdlad F Qemu, a Fast and Portable Dynamic
Trandator. Proc. of Usenix Annua Technical
Conference, 2005.

5 Ting RMH, Baley J Mining minima contrast
subgraph patterns. Proc. of the 6th SIAM International
Conference on Data Mining, 2006, 639 — 643.

6 Costa M, Crcm(croft J; Castro-M, Rowstron A, Zhou L,
Zhang L, Barham P Vigilante: End-to-End Contain-
ment . of " Internet Worms. Proc. of 20th ACM
Symposium on Operating Systems Principles (SOSP),
2005.

© HEREBSLTTT

http://www.c-s-a.org.cn





